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NEW QUESTION 1
A new domain controller has been added to your domain. You need to ensure the CyberArk infrastructure can use the new domain controller for authentication.
Which locations must you update?

A. on the Vault server in C:\Windows\System32\drivers\etc\hosts and in the PVWAApplication under Administration > LDAP Integration > Directories > Hosts
B. on both the Vault and the PVWA servers in C:\Windows\System32\drivers\etc\hosts
C. in the Private Ark client under Tools > Administrative Tools > Directory Mapping
D. on the Vault server in the certificate store and on the PVWA server in the certificate store

Answer: A

NEW QUESTION 2
The PrivateArk clients allows a user to view the contents of the vault like a filesystem.

A. TRUE
B. FALSE

Answer: A

NEW QUESTION 3
Which components can connect to a satellite Vault in a distributed Vault architecture?

A. CPM, EPM, PTA
B. PVWA, PSM
C. CPM, PVWA, PSM
D. CPM, PSM

Answer: B

NEW QUESTION 4
A customer wants to store PSM recordings for 100 days and estimates they will have 10 Windows sessions per day for 100 minutes each.
What is the minimum storage required for the Vault and PAReplicate for the PSM recordings?

A. 25 GB Most Voted
B. 250 GB
C. 500 GB
D. 5 GB

Answer: B

NEW QUESTION 5
A customer has three data centers distributed globally and wants highly-available PSM connections in each segmented zone. In addition, the customer needs a
highly-available PSM connection for the CyberArk Admins.
What will best satisfy this customer's needs?

A. one PSM per zone with a load balancer and two PSMs for Admins with a load balancer
B. six PSMs in the mam data center with a load balancer and one PSM for Admins
C. two PSMs per zone with a load balancer and two PSMs for Admins with a dedicated load balancer
D. three PSMs per zone with CyberArk built-in load balancing

Answer: C

NEW QUESTION 6
To enable LDAP over SSL for a Vault when DNS lookups are blocked, which step must be completed?

A. Add the FQDN & IP details for each LDAP host into the local hosts file of the Vault serve
B. Most Voted
C. Configure an AllowNonStandardFWAddresses rule in DBParm.ini on the Vault to allow outbound TCP 53 to the organization’s DNS servers.
D. Ensure LDAP hosts added to the directory mapping configuration are defined using only IP addresses.
E. Set the ReferralsDNSLookup parameter value to “No” in the directory configuration.

Answer: A

NEW QUESTION 7
Which component should be installed on the Vault if Distributed Vaults are used with PSM?

A. RabbitMQ
B. Disaster Recovery
C. Remote Control Client
D. Distributed Vault Server

Answer: A
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NEW QUESTION 8
Which parameter must be provided when registering a primary Vault in Azure, but not in Amazon Web Services?

A. /RecPub
B. /AdminPass
C. /MasterPass
D. /RDPGateway

Answer: D

NEW QUESTION 9
What is the default username for the PSM for SSH maintenance user when InstallCyberarkSSHD is set to yes?

A. proxymng
B. psmp_maintenance
C. psmpmaintenanceuser
D. psmpmnguser

Answer: A

NEW QUESTION 10
Your customer upgraded recently to version 12.2 to allow the Linux team to use the new MFA caching feature. The PSM for SSH was installed with default
configuration settings. After setting the Authentication to SSH key and enabling MFA Caching from the PVWA interface, the Linux Team cannot connect
successfully using the new MFA caching feature.
What is the most probable cause?

A. OpenSSH 7.8 or above is not installed.
B. The MFACaching parameter in the psmpparms file is not set to True.
C. A passphrase policy must be added.
D. MFA caching is not supported when the PSM for SSH is deployed with default settings.

Answer: D

NEW QUESTION 10
Which user is enabled when replicating data between active and stand-by Vaults?

A. DR
B. Backup
C. Operator
D. Auditor

Answer: A

NEW QUESTION 14
You are installing multiple PVWAs behind a load balancer.
Which statement is correct?

A. Port 1858 must be opened between the load balancer and the PVWAs.
B. The load balancer must be configured in DNS round robin.
C. The load balancer must support "sticky sessions".
D. The LoadBalancerClientAddressHeader parameter in the PVWA.ini file must be set.

Answer: C

NEW QUESTION 19
What must you do to synchronize a new Vault server with an organization’s NTP server?

A. Configure an AllowNonStandardFWAddresses rule for the organization’s NTP server in DBParm.ini on the Vault server.
B. Use the Windows Firewall console to configure a rule on the Vault server which allows communication with the organization’s NTP server.
C. Ensure the organization’s NTP server is installed in the same location as the Vault server requiring synchronization.
D. Update the AutoSyncExternalObjects configuration in DBParm.ini on the Vault server to schedule regular synchronization.

Answer: A

NEW QUESTION 21
DRAG DROP
Arrange the steps to complete CPM Hardening for Out-of-Domain Deployment in the correct sequence.
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A. Mastered
B. Not Mastered

Answer: A

Explanation: 

NEW QUESTION 24
You want to change the name of the PVWAappuser of the second PVWA server. Which steps are part of the process? (Choose two.)

A. Update PVWA.ini with new user name
B. Update Vault.ini with new user name
C. Create new user in PrivateArk
D. Rename user in PrivateArk
E. Create new cred file for user

Answer: DE

NEW QUESTION 28
You want to improve performance on the CPM by restricting accounts for the CYBRWINDAD platform to only the WINDEMEA and WINDEMEA_Admin safes.
How do you set this in CyberArk?

A. In the CYBRWINDAD platform, under Automatic Password Management/General, configure AllowedSafes and set to (WINDEMEA)|(WINDEMEA_ADMIN).
Most Voted
B. In the settings for Configuration/CPM assigned to the WINDEMEA and WINDEMEAADMIN safes, configure AllowedSafes and set to
(WINDEMEA)|(WINDEMEAADMIN).
C. In the CYBRWINDAD platform, under UI&Workflows/Properties/Optional, configure AllowedSafes and set to (WINDEMEA)|(WINDEMEA_ADMIN).
D. Modify cpm.ini on the relevant CPM/s and add the setting AllowedSafesCYBRWINDAD and set to (WINDEMEA)|(WINDEMEAADMIN).

Answer: A

NEW QUESTION 33
What is the best practice for storing the Master CD?

A. Copy the files to the Vault server and discard the CD.
B. Copy the contents of the CD to a Hardware Security Module and discard the CD.
C. Store the CD in a secure location, such as a physical safe.
D. Store the CD in a secure location, such as a physical safe, and copy the contents of the CD to a folder (secured with NTFS permissions} on the vault.

Answer: D

NEW QUESTION 37
Which pre-requisite step must be completed before installing a Vault?

A. Join the server to a domain.
B. Install a clean operating system.
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C. Install antivirus software.
D. Copy the master CD to a folder on the Vault server.

Answer: B

NEW QUESTION 40
Which method can be used to directly authenticate users to PSM for SSH? (Choose three.)

A. CyberArk authentication Most Voted
B. LDAP authentication Most Voted
C. RADIUS authentication Most Voted
D. Windows authentication
E. SAML authentication
F. OpenID Connect (OIDC) authentication

Answer: ABC

NEW QUESTION 42
In addition to bit rate and estimated total duration of recordings per day, what is needed to determine the amount of storage required for PSM recordings?

A. retention period
B. number of PSMs
C. number of users
D. number of targets

Answer: A

NEW QUESTION 45
When SAML authentication is used to sign in to the PVWA, which service performs the actual authentication?

A. Active Directory (AD)
B. Identity Provider (IdP) Most Voted
C. Service Provider (SP)
D. CyberArk Password Vault Web Access (PVWA)

Answer: B

NEW QUESTION 48
You are installing the HTML5 gateway on a Linux host using the RPM provided. After installing the Tomcat webapp, what is the next step in the installation
process?

A. Deploy the HTML5 service (guacd). Most Voted
B. Secure the connection between the guacd and the webapp.
C. Secure the webapp and JWT validation endpoint.
D. Configure ASLR.

Answer: B

NEW QUESTION 50
When performing “In Domain” hardening of a PSM server, which steps must be performed? (Choose two.)

A. Import CyberArk policy settings from the provided file into a new GP
B. Most Voted
C. Apply advanced audit on the PSM server.
D. Link GPO to a dedicated OU containing CyberArk PSM server
E. Most Voted
F. Import an INF file to the local machine.
G. Configure AppLocker rules to block running unknown executables.

Answer: AC

NEW QUESTION 51
Which utility should be used to register the Vault in Amazon Web Services?

A. CAVaultManager Most Voted
B. StorageManager
C. CloudVaultManager
D. CACert

Answer: A

NEW QUESTION 54
This value needs to be added to the PVWA configuration file:
Assuming all CyberArk PVWA servers were installed using default paths/folders, which configuration file should you locate and edit to accomplish this?
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A. c:\inetpub\wwwroot\passwordvault\web.config
B. c:\inetpub\wwwroot\passwordvault\services\web.config
C. c:\cyberark\password vault web access\env\web.config
D. c:\program files\cyberark\password vault web access\web.config

Answer: A

NEW QUESTION 56
In which configuration file do you add LoadBalancerClientAddressHeader when you enable x-forwarding on the PVWA loadbalancer?

A. PVconfiguration.xml
B. web.config
C. apigw.ini
D. CyberArkScheduledTasks.exe.config

Answer: B

NEW QUESTION 61
The connect button requires PSM to work.

A. TRUE
B. FALSE

Answer: B

NEW QUESTION 66
The primary purpose of the CPM is Password Management.

A. TRUE
B. FALSE

Answer: A

Explanation: 
Reference: https://www.cse-cst.gc.ca/en/system/files/pdf_documents/cyberark-v91-sec- eng.pdf (7)

NEW QUESTION 71
In order to retrieve data from the vault a user MUST use an interface provided by CyberArk.

A. TRUE
B. FALSE

Answer: A

NEW QUESTION 75
DRAG DROP
Arrange the steps to failover to the DR CPM in the correct sequence.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
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NEW QUESTION 76
Which CyberArk component changes passwords on Target Devices?

A. Vault
B. CPM
C. PVWA
D. PSM
E. PrivateArk
F. OPM
G. AIM

Answer: BCD

NEW QUESTION 79
To apply a new license file you must:

A. Upload the license.xml file to the System Safe
B. Upload the license.xml file to the Vaultlnternal Safe.
C. Upload the license.xml file to the System Safe and restart the PrivateArk Server service.
D. Upload the license.xml file to the Vaultlnternal Safe and restart the PrivateArk Server service.

Answer: A

Explanation: 
Reference: https://www.reddit.com/r/CyberARk/comments/9bjkvd/unable_to_retrieve_licensexml_from
_system_safe/

NEW QUESTION 83
Which keys are required to be present in order to start the PrivateArk Server Service? Select all that apply.

A. Server Key
B. Recovery Public Key
C. Recovery Private Key
D. Safe Key

Answer: A

Explanation: 
Reference: https://www.reddit.com/r/CyberARk/comments/8s96n8/certificat_problem_with_my_vault/

NEW QUESTION 86
Which step is required to register a Vault manually in Amazon Web Services using CAVaultManager?

A. Specify Amazon as the cloud vendor using the /CloudVendor Flag
B. After running the postinstall utility, restart the "PrivateArk Server" service
C. Specify the Cloud region using the /CloudRegion flag
D. Specify whether the Vault is distributed or stand alone

Answer: C

NEW QUESTION 89
A customer's environment has three data centers consisting of 5,000 servers in Germany, 10,000 servers in Canada, and 1,500 servers in Singapore. You want to
manage target servers and avoid complex firewall rules. How many CPMs should you deploy?

A. 1
B. 3 total, 1 per data center
C. 15
D. 6 total, 2 per data center

Answer: B
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NEW QUESTION 92
You have been asked to limit a platform called “Windows_Servers” to safes called “WindowsDC1” and “WindowsDC2”. The platform must not be assigned to
any other safe.
What is the correct way to accomplish this?

A. Edit the “Windows_Servers” platform, expand “Automatic Password Management”, thenselect General and modify “AllowedSafes” to be
(WindowsDC1)|(WindowsDC2).
B. Edit the “Windows_Servers” platform, expand “Automatic Password Management”, then select Options and modify “AllowedSafes” to be (Win*).
C. Edit the “WindowsDC1” and “WindowsDC2” safes through Safe Management, Add “Windows_Servers” to the “AllowedPlatforms”.
D. Log in to PrivateArk using an Administrative user, Select File, Server File Categories, Locate the category “WindowsServersAllowedSafes” and specify
“WindowsDC1,WindowsDC2”.

Answer: A

NEW QUESTION 95
Which of the following are supported authentication methods for CyberArk? Check all that apply

A. CyberArk Password (SRP)
B. LDAP
C. SAML
D. PKI
E. RADIUS
F. OracleSSO
G. Biometric

Answer: BDE

Explanation: 
Reference: https://training.cyberark.com/instructor-led-training/cyberark-privileged-account-security-pas-install-and-configure

NEW QUESTION 98
Which statements are correct about the PSM HTML5 gateway? (Choose two.)

A. Smart card redirection is supported
B. It does not support connections to target system where NLA is enabled on the PSM server
C. SSH sessions cannot be established
D. Printer redirection cannot be enabled
E. It does not support session recording capabilities for applications that run outside a web browser

Answer: BD

NEW QUESTION 100
You are configuring SNMP remote monitoring for your organization’s Vault servers.
In the PARAgent.ini, which parameter specifies the destination of the Vault SNMP traps?

A. SNMPHostIP Most Voted
B. SNMPTrapPort
C. SNMPCommunity
D. SNMPVersion

Answer: A

NEW QUESTION 105
What would be a good use case for a High Availability vault?

A. Recovery Time Objectives or Recovery Point Objectives are at or near zero.
B. Integration with an Enterprise Backup Solution is required.
C. Off site replication is required
D. PSM is used.

Answer: A

NEW QUESTION 107
Which file would you modify to configure your Vault Server to forward Activity Logs to a SIEM or SYSLOG server?

A. dbparm.ini
B. PARagent.ini
C. ENEConf.ini
D. padr.ini

Answer: C

NEW QUESTION 109
Which of the following are secure options for storing the contents of the Operator CD, while still allowing the contents to be accessible upon a planned Vault
restart? Choose all that apply
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A. Store the CD in a physical safe and mount the CD every time vault maintenance is performed.
B. Copy the contents of the CD to the System Safe on the vault
C. Copy the contents of the CD to a folder on the vault server and secure it with NTFS permissions.
D. Store the server key in a Hardware Security Module.
E. Store the server key in the Provider cache

Answer: CD

NEW QUESTION 111
A first PSM server has been installed.
What should you confirm before installing any additional PSM servers?

A. The PSM ID of the first installed PSM server was changed and the additional PSM server can use the same PSM ID.
B. The user performing the installation is a direct owner in the PSMUnmanagedSessionAccounts Safe, PSM safe and member of PVWAMonitor group.
C. The user performing the installation is not a direct owner in the PSMUnmanagedSessionAccounts Saf
D. Most Voted
E. The path of the Recordings Folder must be different on all PSM installations.

Answer: C

NEW QUESTION 115
In addition to disabling Windows services or features not needed for PVWA operations, which tasks does PVWA_Hardening.ps1 perform when run? (Choose two.)

A. performs IIS hardening
B. configures all group policy settings
C. renames the local Administrator Account
D. configures Windows Firewall
E. imports the CyberArk INF configuration

Answer: AD

NEW QUESTION 118
After installing the first PSM server and before installing additional PSM servers, you must ensure the user performing the installation is not a direct owner of which
safe?

A. PSMUnmanagedSessionAccounts Safe
B. PSMRecordingsSessionAccounts Safe
C. PSMUnmanagedApplicationAccounts Safe
D. PSMSessionBackupAccounts Safe

Answer: A

NEW QUESTION 120
The Remote Desktop Services role must be property licensed by Microsoft.

A. TRUE
B. FALSE

Answer: A

NEW QUESTION 121
For redundancy, you want to add a secondary RADIUS server. What must you do to accomplish this?

A. Add to the application settings of the PVWA web.config file.
B. In the PVWA vault.ini file, list each RADIUS server host address in the "Addresses" attribute separated by commas.
C. Open the DBParm.ini on the Vault serve
D. Add the second RADIUS server configuration settings after the first one, separated by a comm
E. Most Voted
F. In the PVWA web.config file, add the location element at the end of the config fil
G. Set the path value to "Default Web Site/PasswordVault/api/auth/pkipn/logon".

Answer: C

NEW QUESTION 122
When creating a distributed Vault environment architecture, what is the maximum number of Vault servers that can be deployed?

A. 5 - number of primary and satellite Vaults can be specified during installation
B. 3 - all primary
C. 6 - 1 primary and 5 satellite
D. 10 - 2 primary and 8 satellite

Answer: C

NEW QUESTION 126
What are the operating system prerequisites for installing CPM? Select all that apply.
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A. NET 3.51 Framework Feature
B. Web Services Role
C. Remote Desktop Services Role
D. Windows 2008 R2 or higher.

Answer: A

Explanation: 
Reference: https://www.cse-cst.gc.ca/en/system/files/pdf_documents/cyberark-v91-sec- eng.pdf (11)

NEW QUESTION 131
What would be a good use case for the Disaster Recovery module?

A. Recovery Time Objectives or Recovery Point Objectives are at or near zero.
B. Integration with an Enterprise Backup Solution is required.
C. Off site replication is required.
D. PSM is used.

Answer: C

NEW QUESTION 134
In order to avoid conflicts with the hardening process, third party applications like Antivirus and Backup Agents should be installed on the Vault server before
installing the Vault.

A. TRUE
B. FALSE

Answer: B

NEW QUESTION 138
Which statement is correct about CPM behavior in a distributed Vault environment?

A. CPMs should only access the primary Vaul
B. When it is unavailable, CPM cannot access any Vault until another Vault is promoted as the new primary Vault.
C. CPMs should access only the satellite Vaults.
D. CPMs should only access the primary Vaul
E. When it is unavailable, CPM cannot access any Vault until the original primary Vault is operational again.
F. CPM should access all Vaults - primary and the satellite.

Answer: A

NEW QUESTION 142
A customer has five main data centers with one PVWA in each center under different URLs.
How can you make this setup fault tolerant?

A. This setup is already fault tolerant.
B. Install more PVWAs in each data center.
C. Continuously monitor PVWA status and send users the link to another PVWA if issues are encountered.
D. Load balance all PVWAs under same URL.

Answer: D

NEW QUESTION 145
There is a requirement for a password to change between 01:00 and 03:00 on Saturdays and Sundays; however, this does not work consistently.
Which platform setting may be the cause?

A. The Interval setting for the platform is incorrect and must be less than 120.
B. The ImmediateInterval setting for the platform is incorrect and must be greater than orequal to 1.
C. The DaysToRun setting for the platform is incorrect and must be set to Sat,Sun.
D. The HeadStartInterval setting for the platform is incorrect and must be set to 0.

Answer: AD

NEW QUESTION 150
What is a prerequisite step before CyberArk can be configured to support RADIUS authentication?

A. Log on to the PrivateArk Client, display the User properties of the user to configure, run the Authentication method drop-down list, and select RADIUS
authentication.
B. In the RADIUS server, define the CyberArk Vault as a RADIUS client/agen
C. Most Voted
D. In the Vault installation folder, run CAVaultManager as administrator with the SecureSecretFiles command.
E. Navigate to /Server/Conf and open DBParm.ini and set the RadiusServersInfo parameter.

Answer: B
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NEW QUESTION 155
What are the basic network requirements to deploy a CPM server?

A. Port 1858 to Vault and Port 443 to PVWA
B. Port 1858 only
C. all ports to the Vault
D. Port UDP/1858 to Vault and all required ports to targets and Port 389 to the PSM

Answer: A

NEW QUESTION 157
......
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