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NEW QUESTION 1
You have the Azure virtual networks shown in the following table.

Name Subnet Subnet Peered with
address space

Vnetl | Subnetl-1 10.1.1.0/24 Vnet3
Vnet?2 | Subnet2-1 10.2.1.0/24 Vnet3
Vnet3 | AzureFirewallSubnet | 10.3.1.0/24 Vnet1, Vnet2

You deploy Azure Firewall to Vnet3.
You need to ensure that the traffic from Subnetl-1 to Subnet2-1 passes through the firewall. What should you configure?

A. peering links between Vnetl and Vnet2

B. a route table associated to Subnetl -1 and Subnet2-1
C. an Azure private DNS zone

D. a route table associated to AzureFitewallSubnet

Answer: D

NEW QUESTION 2

- (Topic 4)

You have an Azure subscription that contains a virtual network named VNetl. VNetl contains a subnet named Subnetl

You deploy an instance of Azure Application Gateway v2 named AppGw1 to Subnetl. You create a network security group (NSG) named NSG1 and link NSG1 to
Subnetl.

You need to ensure that AppGw1 will only load balance traffic that originates from VNetl. The solution must minimize the impact on the functionality of AppGw1.
What should you add to NSG1?

A. an outbound rule that has a priority 100 and blocks all internet traffic

B. an outbound rule that has a priority of 4096 and blocks all internet traffic
C. an inbound rule that has a priority of 4096 and blocks all internet traffic
D. an inbound rule that has a priority of 100 and blocks all internet traffic

Answer: C

NEW QUESTION 3

SIMULATION - (Topic 4)

Task 2

You need to create an Azure Firewall instance named FW1 that meets the following requirements:
» Has an IP address from the address range of 10.1.255.0/24

» Uses a new Premium firewall policy named FW-pohcyl

* Routes traffic directly to the internet

A. Mastered
B. Not Mastered

Answer: A

Explanation:

? To create an Azure Firewall instance, you need to go to the Azure portal and select Create a resource. Type firewall in the search box and press Enter. Select
Firewall and then select Createl.

? To assign an IP address from the address range of 10.1.255.0/24 to the firewall, you need to select a public IP address that belongs to that range. You can either
create a new public IP address or use an existing onel.

? To use a new Premium firewall policy named FW-policyl, you need to select Premium as the Firewall tier and create a new policy with the name FW- policy12. A
Premium firewall policy allows you to configure advanced features such as TLS Inspection, IDPS, URL Filtering, and Web Categories3.

? To route traffic directly to the internet, you need to enable SNAT (Source Network Address Translation) for the firewall. SNAT allows the firewall to use its public
IP address as the source address for outbound traffic4.

NEW QUESTION 4

SIMULATION - (Topic 4)

Task 11

You are preparing to connect your on-premises network to VNET4 by using a Site-to-Site VPN. The on-premises endpoint of the VPN will be created on a firewall
named Firewall 1.

The on-premises network has the following configurations:

* Internal address range: 10.10.0.0/16.

* Firewall 1 internal IP address: 10.10.1.1.

* Firewalll public IP address: 131.107.50.60. BGP is NOT used.

You need to create the object that will provide the IP addressing configuration of the on- premises network to the Site-to-Site VPN. You do NOT need to create a
virtual network gateway to complete this task.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Here are the steps and explanations for creating the object that will provide the IP addressing configuration of the on-premises network to the Site-to-Site VPN:

? The object that you need to create is called a local network gateway. A local network gateway represents your on-premises network and VPN device in Azure. It
contains the public IP address of your VPN device and the address prefixes of your on-premises network that you want to connect to the Azure virtual network1.

? To create a local network gateway, you need to go to the Azure portal and select Create a resource. Search for local network gateway, select Local network
gateway, then select Create2.

? On the Create local network gateway page, enter or select the following information and accept the defaults for the remaining settings:

? Select Review + create and then select Create to create your local network gateway?.

NEW QUESTION 5
HOTSPOT - (Topic 4)
You have an Azure subscription that contains the resources shown in the following table.

Name Type Description
VWAN1T | Azure Virtual WAN Standard Virtual WAN
Hub1 Azure Virtual WAN hub | Hub for VWAN1
VNet1 Virtual network Connected to Hub1
VNet2 Virtual network Connected to Hub1
VNet3 Virtual network Peered with VNet2
NVAT Virtual machine Hosts a routing appliance deployed to
VNet2

You establish BGP peering between NVA1 and Hubl.
You need to implement transit connectivity between VNetl and VNet3 via Hub1 by using BGP peering. The solution must minimize costs.
What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
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NEW QUESTION 6

SIMULATION - (Topic 4)

Task 3

You plan to implement an Azure application gateway in the East US Azure region. The application gateway will have Web Application Firewall (WAF) enabled.
You need to create a policy that can be linked to the planned application gateway. The policy must block connections from IP addresses in the 131.107.150.0/24
range. You do NOT need to provision the application gateway to complete this task.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Here are the steps and explanations for creating a policy that can be linked to the planned application gateway and block connections from IP addresses in the
131.107.150.0/24 range:

? To create a policy, you need to go to the Azure portal and select Create a resource. Search for WAF, select Web Application Firewall, then select Createl.

? On the Create a WAF policy page, Basics tab, enter or select the following information and accept the defaults for the remaining settings:

? On the Custom rules tab, select Add a rule to create a custom rule that blocks connections from IP addresses in the 131.107.150.0/24 range2. Enter or select the
following information for the custom rule:

? On the Review + create tab, review your settings and select Create to create your WAF policyl.

? To link your policy to the planned application gateway, you need to go to the Application Gateway service in the Azure portal and select your application
gateway3.

? On the Web application firewall tab, select your WAF policy from the drop-down list and select Save

NEW QUESTION 7
- (Topic 3)
You have an Azure Front Door instance that has a single frontend named Frontendl and an Azure Web Application Firewall (WAF) policy named Policyl. Policyl
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redirects requests that have a header containing "stringl" to https://www.contoso.com/redirectl. Policyl is associated to Frontendl.

You need to configure additional redirection settings. Requests to Frontendl that have a header containing "string2" must be redirected to
https://www.contoso.com/redirect2.

Which three actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Create a custom rule.

B. Configure a managed rule.
C. Create a frontend host.

D. Create a policy.

E. Create an association.

F. Add a custom rule to Policyl.

Answer: CEF

NEW QUESTION 8

- (Topic 3)

You have an Azure application gateway for a web app named Appl. The application gateway allows end-to-end encryption.

You configure the listener for HTTPS by uploading an enterprise signed certificate. You need to ensure that the application gateway can provide end-to-end
encryption for

Appl. What should you do?

A. Set Listener type to Multi site.

B. Increase the Unhealthy threshold setting in the custom probe.
C. Upload the public key certificate to the HTTPS settings.

D. Enable the SSL profile for the listener.

Answer: C

Explanation:

Reference:

https://docs.microsoft.com/en-us/azure/application-gateway/end-to-end-ssl-portal
https://docs.microsoft.com/en-us/azure/application-gateway/create-ssl-portal#configuration- tab

NEW QUESTION 9

- (Topic 3)

You have an Azure application gateway named AGW1 that has a routing rule named Rulel. Rule 1 directs traffic for http://www.contoso.com to a backend pool
named Pooll. Pooll targets an Azure virtual machine scale set named VMSS1.

You deploy another virtual machine scale set named VMSS2.

You need to configure AGWL1 to direct all traffic for http://www.adatum.com to VMSS2. The solution must ensure that requests to http://www.contoso.com continue
to be directed

to Pooll.

Which three actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Add a backend pool.

B. Modify an HTTP setting.
C. Add an HTTP setting.
D. Add a listener.

E. Add a rule.

Answer: ADE

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/application-gateway/configuration-overview

NEW QUESTION 10
HOTSPOT - (Topic 3)
You have an Azure subscription that contains an app named Appl. Appl is hosted on the Azure App Service instances shown in the following table.

Name Location
AppSrvl | East US
AppSrv2 | East US
AppSrv3 | North Europe
AppSrvd | North Europe

You need to implement Azure Traffic Manager to meet the following requirements:

« Appl traffic must be assigned equally to each App Service instance in each Azure region.

» Appl traffic from North Europe must be routed to the Appl instances in the North Europe region.
 Appl traffic from North America must be routed to the Appl instances in the East US Azure region.
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Answer Area
Mirimum number of Traffic Manager profides required; 2 -
| 2
3
]
Routing method for the traffic in each region:  Performance -
Geographic
Prigrity
Wisighted
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Minimum number of Traffic Manager profiles required: 2 -
I3
-
Routing method for the trarfic in each region:  Performance .2
Geoqraphic
Pricnity
Wmighied

NEW QUESTION 10

- (Topic 3)

You have an Azure subscription that contains a user named Adminl and a resource group named RGL1.

RG1 contains an Azure Network Watcher instance named NW1.

You need to ensure that Adminl can place a lock on NW1. The solution must use the principle of least privilege.
Which role should you assign to Admin1?

A. User Access Administrator
B. Network Contributor

C. Resource Policy Contributor
D. Monitoring Contributor

Answer: A

NEW QUESTION 14
HOTSPOT - (Topic 3)

Your company has an Azure virtual network named Vnetl that uses an IP address space of 192.168.0.0/20. Vnetl contains a subnet named Subnetl that uses an

IP address space of 192.168.0.0/24.
You create an IPv6 address range to Vnetl by using a CIDR suffix of /48.

You need to enable the virtual machines on Subnetl to communicate with each other by using IPv6 addresses assigned by the company. The solution must

minimize the number of additional IPv4 addresses.

What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Create an IPv6 subnet that uses a CIDR suffix of: \ 4
/20
/24
/48
/64
For each virtual machine, create an additional: | v

IP configuration
NIC
Public IPv6 address

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Create an IPv6 subnet that uses a CIDR suffix of:

For each virtual machine, create an additional: |

|
_IP_configuration ,

/20

NIC
~ Public IPv6 address
NEW QUESTION 19
- (Topic 3)
You have the Azure virtual networks shown in the following table.
Name Resource group Location

Vnet1 RG1 East US

Vnet2 RG1 UK West

Vnet3 RG1 East US

Vnet4 RG1 UK West
You have the Azure resources shown in the following table.

Name Type Virtual Resource Location

network group

VM1 | Virtual machine | Vnetl RG1 East US

VM2 | Virtual machine | Vnet2 RG2 UK West

VM3 | Virtual machine | Vnet3 RG3 East US

App1 | App Service Vnet1 RG4 East US

st Storage account | Not applicable | RGS UK West

You need to check latency between the resources by using connection monitors in Azure Network Watcher.

What is the minimum number of connection monitors that you must create?

moow»
O wWDN PR

Answer: C

NEW QUESTION 23

- (Topic 3)

You have the Azure environment shown in the exhibit.
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VML1 is a virtual machine that has an instance-level public IP address (ILPIP).

Basic Load Balancer uses a public IP address. VM1 and VM2 are in the backend pool. NAT Gateway uses a public IP address named IP3 that is associated to

SubnetA. VNetl has a virtual network gateway that has a public IP address named IP4.
When initiating outbound traffic to the internet from VM1, which public address is used?

A. IP1
B. IP2
C.IP3
D. IP4

Answer: A

NEW QUESTION 27
- (Topic 3)

You have an Azure virtual network that contains a subnet named Subnetl. Subnetl is associated to a network security group (NSG) named NSG1. NSG1 blocks

all outbound traffic that is not allowed explicitly.

Subnetl contains virtual machines that must communicate with the Azure Cosmos DB service.

You need to create an outbound security rule in NSG1 to enable the virtual machines to connect to Azure Cosmos DB.
What should you include in the solution?

A. a service tag

B. a private endpoint

C. a subnet delegation

D. an application security group

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/virtual-network/service-tags-overview

NEW QUESTION 28

- (Topic 3)

You have an Azure application gateway named AppGW!1 that balances requests to a web app named Appl.

You need to modify the server variables in the response header of Appl. What should you configure on AppGW1?

A. HTTP settings
B. rewrites

C. rules

D. listeners

Answer: B
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/application-gateway/rewrite-http-headers-url

NEW QUESTION 31
HOTSPOT - (Topic 3)
Your on-premises network contains the subnets shown in the following table.
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Name IPv4 network address
Subnet] 192.168.10.0/24
Subnet2 192.168.20.0/24

The network contains a firewall named FW1 that uses a public IP address of 131.107.100.200.
You have an Azure subscription that contains the resources shown in the following table.

Name Type Description
VNet1 Virtual network Uses an address space of 10.1.0.0/16
GW1 Virtual network gateway » Uses a public IP address of

20.231.231.174
» Uses a private IP address of
10.1.255.10
GatewaySubnet Subnet LUises an address space of 10.1.255.0/27
LNG1 Local network gateway None

You plan to configure a Site-to-Site (S2S) VPN named VPNL1 that will connect GW1 to FW1.

You need to configure LNGL1 to support VPN1. The solution must meet the following requirements:

* Ensure that the resources on Subnetl and Subnet2 can communicate with the resources on VNell.

» Minimize administrative effort.

How should you configure LNG1? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area
Address space: (10.1255.0/27 -
10.1.0.0/16
192.168.10.0/23
192.168.10.0/24 and 192.168.20.0/24
IP address:  20.231.231.174 !
10.1.0.1
| 10.1.255.10
| 131.107.100.200
A. Mastered
B. Not Mastered
Answer: A
Explanation: -
Answer Area
Address space:  10.1.255.0/27 b
IP address: | 20.231.231.174 .

NEW QUESTION 32
HOTSPOT - (Topic 3)
You have an Azure subscription that contains the virtual networks shown in the following table.

Name Subnet Peered with
VNet1 | Subnet11, Subnet1?2 VNet2
VNet2 | Subnet21 VNet1

The subscription contains the virtual machines shown in the following table.
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Name | Connected to | Availability set
VM1 | Subneti1l AS1

VM2 | Subnet11 AS1
VM3 | Subnet12 None
VM4 | Subnet21 None

You create a load balancer named LB1 that has the following configurations:
» SKU: Basic

* Type: Internal

* Subnet: Subnetl2

* Virtual network VNet1

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
LB1 can balance reguests between VM1 and VM2, ® O
LB1 can balance requests between VM2 and VM3. ® O
LE1 can balance requests between VM3 and V4, O 0

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Answer Area
Statements Yes Na
LB1 can balance requests between VM1 and VM2. 19 O
LB1 can balance requests between VM2 and VM3, O rﬂml
LB1 can balance requests between VM3 and VM4, O KeX

NEW QUESTION 34
HOTSPOT - (Topic 3)
You have an Azure application gateway named AppGW!1 that provides access to the following hosts:
* www.adatum.com

* www.contoso.com

* www.fabrikam.com

AppGW1 has the listeners shown in the following table.
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For each of the foIIowmg statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 39

- (Topic 3)

You plan to publish a website that will use an FQDN of www.contoso.com. The website will
be hosted by using the Azure App Service apps shown in the following table.

Name FQDN Location Public IP address
AS1 As1.contoso.com East US 131.107.100.1
AS? As2 contoso.com West US 131.107.200.1

You plan to use Azure Traffic Manager to manage the routing of traffic for www.contoso.com between AS1 and AS2.
You need to ensure that Traffic Manager routes traffic for www.contoso.com. Which DNS record should you create?

A. two A records that map wmv.contoso.com to 131 107 100 1 and 131 107 200 1

B. a CNAME record that maps www.contoso.com to TMprofilel.azurefd.net

C. a CNAME record that mapswww.contoso.comtoTMprofilel.trafficmanager.net

D. a TXT record that contains a string ofasl.contoso.com and as2.contoso.com in the details

Answer: C

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/traffic-manager/quickstart-create-traffic-manager- profile
https://docs.microsoft.com/en-us/azure/app-service/configure-domain-traffic-manager

NEW QUESTION 42

HOTSPOT - (Topic 3)

You have an Azure virtual network named Vnetl that contains two subnets named Subnetl and Subnet2. You have the NAT gateway shown in the NATgatewayl
exhibit, (Click the NATgateway1 tab)
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You have the virtual machine shown in the VM1 exhibit, (Click the VM1 tab)
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Subnetl is configured as shown in the Subnetl exhibit, (Click the Subnetl tab)
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For each of the following statements, select Yes if the statement is true. Otherwise, select No
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Statements Yes No
VM1 can communicate outbound Dy using NATgateway1. o O

The virtual machines in Subretl communicate outbound by using NATgateway. O O

Al the virtudl machines that use NATGateway 1 10 connect 1o the interret usethesame O O
DUDIK 1P poress.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Yes, Yes, No

NEW QUESTION 43
- (Topic 3)
You have the Azure load balancer shown in the Load Balancer exhibit.

LB2 has the backend pools shown in the Backend Pools exhibit.

You need to ensure that LB2 distributes traffic to all the members of VMSS1.
Which two actions should you perform? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. Add a network interface to VMSS1.

B. Configure a health probe.

C. Add a public IP address to each member of VMSS1.
D. Add a load balancing rule.

Answer: BD

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/load-balancer/quickstart-load-balancer-standard-public-portal?tabs=option-1-create-load-balancer-standard

NEW QUESTION 46

HOTSPOT - (Topic 3)

You have an Azure subscription.

You have the on-premises sites shown the following table.

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



y Exam Recommend!! Get the Full AZ-700 dumps in VCE and PDF From SurePassExam
l | SurePass https://www.surepassexam.com/AZ-700-exam-dumps.html (150 New Questions)

You plan to deploy Azure Virtual WAN.
You are evaluating Virtual WAN Basic and Virtual WAN Standard.

Which type of Virtual WAN can you use for each site? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 50

- (Topic 3)

You have a network security group named NSG1.

You need to enable network security group (NSG) flow logs for NSG1. The solution must support retention policies.
What should you create first?

A. A standard general-purpose v2 Azure Storage account
B. An Azure Log Analytics workspace

C. A premium Block blobs Azure Storage account

D. A standard general-purpose v1 Azure Storage account

Answer: A

NEW QUESTION 53
HOTSPOT - (Topic 3)
You have the Azure environment shown in the exhibit.
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You have virtual network peering between Vnetl and Vnet2. You have virtual network peering between Vnet4 and Vnet5. The virtual network peering is configured
as shown in the following table.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 58

- (Topic 3)

You need to use Traffic Analytics to monitor the usage of applications deployed to Azure virtual machines.
Which Azure Network Watcher feature should you implement first?

A. Connection monitor
B. Packet capture

C. NSG flow logs

D. IP flow verify
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Answer: C

NEW QUESTION 62

HOTSPOT - (Topic 3)
You have the Azure resources shown in the following table.

Name Type Location Description
Sub1 Azure subscription West Europe None
Sub2 Azure subscription West Europe None
Viet1 Virtual network West Europe Created in S5ub1
Viet2 Virtual network West Europe Created in Sub2
Circuit1 ExpressRoute circuit West Europe Linked to VMNet1
Gateway1 ExpressRoute gateway West Europe Created in VNet1
Gateway? ExpressRoute gateway West Europe Created in VNet2

You need to link VNei2 to Circuitl
What should you create in each subscription? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Arca

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Answer Arca

NEW QUESTION 67

DRAG DROP - (Topic 3)
You have an Azure subscription that contains an Azure Firewall Premium policy named FWP1.
To FWPL, you plan to add the rule collections shown in the following table.

Which priority should you assign to each rule collection? To answer, drag the appropriate priority values to the correct rule collections- Each value may be used
once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.

Prioritie:
1100

O e

1200

1300

A. Mastered
B. Not Mastered

Answer: A

Answer Area
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Subt: ExpressRoute circuit

new ExpressRoute arcuit
An ExpressRoute circuit connection
an ExpressRoute circurt connection authonzation

Subz: | A new ExpressRoute circuit ﬁ
A new ExpressRoute arcuit

An ExpressRoute circuit connection
An ExpressRoute circuit connection authorization

new ExpressRoute arcuit

| - s
An ExpressRoute circuit connection
&n ExpressRoute circurt connection authonzation

SubZ: | A new ExpressRoute circuit

A new ExpressRoute arouit
An ExpressRoute circuit connection
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Explanation:

Prioritie: Answer Area

:_15{1_ _|

FE——

(200
|

PP |

NEW QUESTION 68
- (Topic 3)

RC1:

RC2:

RC

L

i 300
1200

F1 100

You are planning the IP addressing for the subnets in Azure virtual networks. Which type of resource requires IP addresses in the subnets?

A. internal load balancers
B. storage account

C. serviice endpoints

D. service endpoint policies

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/load-balancer/load-balancer-overview

NEW QUESTION 72
- (Topic 3)
You have an Azure virtual network and an on-premises datacenter.

You need to implement a Site-to-Site VPN connection between the datacenter and the virtual network.
Which two resources should you create? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. a virtual network gateway

B. Azure Firewall

C. alocal network gateway

D. Azure Web Application Firewall (WAF)
E. an on-premises data gateway

F. an Azure application gateway

G. a user-defined route

Answer: AC
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/vpn-gateway/tutorial-site-to-site-portal

NEW QUESTION 77
- (Topic 3)

Your company has an on-premises network and three Azure subscriptions named Subscriptionl, Subscription2, and Subscription3.
The departments at the company use the Azure subscriptions as shown in the following table.

= -ru.-.-.--.-u.lrrmmmnwrm [ E'thmmmmﬂﬂﬂllmﬂmmrm
IFFT CiTrerdEwE .--r----nlr--: I h;-ul.rnn rl'I'I:l'lh‘i I-'hu-rr.hnl" it

I Subscription
| Research Subscription’
| Development | Subscription2
| Testing Subscription2
| Distribution | Subscription3

All the resources in the subscriptions are in either the West US Azure region or the West US 2 Azure region.

You plan to connect all the subscriptions to the on-premises network by using
ExpressRoute.
What is the minimum number of ExpressRoute circuits required?

moow®»
O WDNBRF

Answer: A
Explanation:

Reference:
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https://docs.microsoft.com/en-us/azure/expressroute/expressroute-introduction

NEW QUESTION 82

- (Topic 3)

You have an Azure subscription that is linked to an Azure AD tenant named contoso.onmicrosoft.com. The subscription contains the following resources:
* A virtual network named Vnetl

* An App Service plan named ASPI

» An Azure App Service named webappl

» An Azure private DNS zone named private.contoso.com

» Virtual machines on Vnetl that cannot communicate outside the virtual network

You need to ensure that the virtual machines on Vnetl can access webappl by using a URL of https:/Avwwprivate.contosocom.

Which two actions should you perform? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. Create a private endpoint for webapp1.

B. Create a service endpoint for webappl.

C. Create a CNAME record that maps www.pnvate.contoso.com to webappl.privatelink.azurewebsites.net.
D. Create a CNAME record that maps wwwprivatemntoso.com to webappl.contoso.onmicrosoft.com.

E. Register an enterprise application in Azure AD for webappl.

F. Create a CNAME record that maps wow.private.contoso.com to webapp 1 private@ntoso.com.

Answer: AD

NEW QUESTION 87
HOTSPOT - (Topic 3)
You have an Azure private DNS zone named contoso.com that is linked to the virtual networks shown in the following table.

Name IP address
Vnet1 10.1.0.0/16
Vnet2 10.2.0.0/16

The links have auto registration enabled.
You create the virtual machines shown in the following table.

Name IP address
VM1 10.1.10.10
VM2 10.2.10.10
VM3 10.2.10.11

You manually add the following entry to the contoso.com zone:
? Name: VM1
? IP address: 10.1.10.9
For each of the following statements, select Yes of the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
Answer Area

*

Statements Yes Mo
W2 will resclve vt .contoso.com to 10011090,
Debating VM1 will dadeto all VM1 recodds automatically
I VM3 obtains a different IP address from Azure. VM 3's DINS record is updated
automalic .1'5_.'
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Box 1: No
The manual DNS record will overwrite the auto-registered DNS record so VM1 will resolve to 10.1.10.9.
Box 2: No

The DNS record for VM1 is now a manually created record rather than an auto-registered record. Only auto-registered DNS records are deleted when a VM is
deleted.

Box 3: No

This answer depends on how the IP address is changed. To change the IP address of a VM manually, you would need to select ‘Static’ as the IP address
assignment. In this case, the DNS record will not be updated because only DHCP assigned IP addresses are auto- registered.

NEW QUESTION 88

- (Topic 3)

You have an Azure virtual network that contains two subnets named Subnetl and Subnet2. Subnetl contains a virtual machine named VM1. Subnet2 contains a
virtual machine named VM2.

You have two network security groups (NSGs) named NSG1 and NSG2. NSG1 has 100 inbound security rules and is associated to VM1. NSG2 has 200 inbound
security rules and is associated to Subnetl.
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VM2 cannot connect to VM1.

You suspect that an NSG rule blocks connectivity.

You need to identify which rule blocks the connection. The issue must be resolved as quickly as possible.
Which Azure Network Watcher feature should you use?

A. Effective security rules
B. Connection troubleshoot
C. NSG diagnostic

D. NSG flow logs

Answer: C

NEW QUESTION 91

HOTSPOT - (Topic 3)

You have an Azure subscription that contains a single virtual network and a virtual network gateway.

You need to ensure that administrators can use Point-to-Site (P2S) VPN connections to access resources in the virtual network. The connections must be
authenticated by Azure Active Directory (Azure AD).

What should you configure? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Arca

Azure AD configuration:

An enterpnse application
A VPN certihcate

P25 VPN tunne] types

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Arca

Azure AD configuration:

£l Anenterpnse application
LA VPN certificate

P2S VPN tunnel type: .
IS L
IKEv2 and SSTP {S5L)
OpenVPNSSLY — 7
SSTP (S5L)

NEW QUESTION 96

- (Topic 3)

You have an Azure virtual network named Vnetl that hosts an Azure firewall named FW1 and 150 virtual machines. Vnetl is linked to a private DNS zone named
contoso.com. All the virtual machines have their name registered in the contoso.com zone.

Vnetl connects to an on-premises datacenter by using ExpressRoute.

You need to ensure that on-premises DNS servers can resolve the names in the contoso.com zone.

Which two actions should you perform? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. On the on-premises DNS servers, configure forwarders that point to the frontend IP address of FW1.

B. On the on-premises DNS servers, configure forwarders that point to the Azure provided DNS service at 168.63.129.16.
C. Modify the DNS server settings of Vnetl.

D. For FW1, enable DNS proxy.

E. For FW1, configure a custom DNS server.

Answer: AD
Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/private-link/private-endpoint-dns#on-premises-workloads-using-a-dns-forwarder
https://azure.microsoft.com/en-gb/blog/new-enhanced-dns-features-in-azure-firewall-now-generally-available/

NEW QUESTION 97
- (Topic 3)
You have an Azure subscription that contains the resources shown in the following table.
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Name Type Description
VNet1 Virtual network Contains a subnet named
Subnet1
storage1 Storage account None
VM1 Virtual machine Linked to Subnet1
VM2 Virtual machine Linked to Subnet1

You need to ensure that VM1 and VM2 can connect only to storagel. The solution must meet the following requirements:
» Prevent VM1 and VM2 from accessing any other storage accounts.
« Ensure that storagel is accessible from the internet. What should you use?

A. a network security group (NSG)
B. a private endpoint

C. a private link

D. a service endpoint policy

Answer: D

NEW QUESTION 99

DRAG DROP - (Topic 3)

You have three on-premises sites. Each site has a third-party VPN device.

You have an Azure virtual WAN named VWANL1 that has a hub named Hub1. Hub1 connects two of the three on-premises sites by using a Site-to-Site VPN
connection.

You need to connect the third site to the other two sites by using Hub1.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Answer Area

Downtoad the VPN configuration file from VWAN1
In a Hub1, create a VPN gateway @
In a Hub1, create a VPN sile @

In a Hub1, create a connection to the VPN site

Configure the VPN device

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Actions Answer Area

| Download the VPN configuration file from VWAN1 '

In a Hub1, create a VPN gateway ;
_________________ @ In a Hub1, creale a connection to the VPN site
In a Hub1, create a VPN site D
| ( - e o ommEw mm mm mm em wm e am e wm L
; In a Hubi, create a connection to the VPN sile | Lownioad the VPN configuration file from VWAN1
:I Configure the VPN device 'l ]Vﬂonﬁgure the VPN device

NEW QUESTION 102

- (Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet stated
goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have an Azure subscription that contains the following resources:

* A virtual network named Vnetl

* A subnet named Subnetl in Vnetl

* A virtual machine named VM1 that connects to Subnetl

* Three storage accounts named storagel, storage2. and storage3

You need to ensure that VM1 can access storagel. VM1 must be prevented from accessing any other storage accounts.

Solution: You create a network security group (NSG). You configure a service tag for MicrosoftStorage and link the tag to Subnetl.

Does this meet the goal?

A. Yes
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B. No

Answer: B

NEW QUESTION 105
HOTSPOT - (Topic 3)
You have an Azure environment shown in the following exhibit.

N
ooo
oogo P
ooog| -« 'L"f—' *—'<'">
ooo i
slh-ln site VNET1
Datacenter VPN "\_ | f,x"
Ba-durectional Vet pe-rrmg[- *J. = Subscription 1
with gateway transt ' ¥
enabiled | . %,
. ‘ _\‘ i "
<---> |E_| > [8]
‘ l VHET3
| : VM3 J
= ) 1 A
Bi-derecticnal
iNlet peering
Subscription 2 Sulbscription 3

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

VM1 can communicate with (answer choice): Y

| VM2 only
| VM2 and VM3 only

| the on-premises datacenter and VM2 only

| the on-premises datacenter, VM2, and VM3 only

VM2 can communicate with (answer choice): -T

! VM1 only

| VM1 and VM3 only

| the on-premises datacenter and VM3 only

| the on-premises datacenter, VM1, and VM3 only

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, text, application Description automatically generated

NEW QUESTION 109

DRAG DROP - (Topic 3)

You have an Azure subscription that contain a viral network named Vnetl and an Azure SQL database named SQL1 has a private endpoint on Vnetl.

You have a partner company named fabrikam, has an Azure subscription that contains a virtual network named Vnetl and a virtual machine named VM1, VM1 is
connected to Vnet2

You need to provide VM1 with accesss to SQL 1 by using an Azure private Link service. What should you implement on each virtual network? To answer, drag the
appropriate

resources to the correct virtual networks. Each resource may be used once, more than

once, or not at all. You may need to drag the split bar between panes or scroll to view content

Note: Each correct selection is worth one point.

Resources Answer Area
A NAT gateway Vet
A peenng link
Vinet2
A precate endpoint
A senace endpoint

An Azure application gateway

An Azure load balances

A. Mastered
B. Not Mastered

Answer: A
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Explanation:

| A NAT gateway [ Vnetl: T T | A private endpoint I

i e

= A peening lmk

Vnetd

L S —

NEW QUESTION 114
HOTSPOT - (Topic 3)
You have an Azure subscription that contains a virtual network named VNetl. VNetl contains the resources shown in the following table.

Name Type Description
AG1T Azure Application Will automatially scale up to three instances
Gateway
VMSS1 Virtual machine scale set Consists of four virtual machines that run an app
named App1

You need to publish Appl by using AG1 and a URL of https://appl.contoso.com. The solution must meet the following requirements:

* TLS connections must terminate on AG1.

» Minimize the number of targets in the backend pool of AG1.

» Minimize the number of deployed copies of the SSL certificate of Appl.

How many locations should you import to the certificate, and how many targets should you add to the backend pool of AG1? To answer, select the appropriate
options in the answer area.

NOTE: Each correct selection is worth one point.
Answer Area

Certificates: | 1 E '|

U S W B

Backend pool targets: 1 ot

e W P

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Certificates: | 1 - |
|ii ;

.l.r'h.u..-‘u

Backend pool targets: 1 -

LY

NEW QUESTION 118

HOTSPOT - (Topic 3)

Your on-premises network contains a VPN device.

You have an Azure subscription that contains a virtual network and a virtual network gateway.

You need to create a Site-to-Site VPN connection that has a custom cryptographic policy. How should you complete the PowerShell script? To answer, select the
appropriate options

in the answer area.

NOTE: Each correct selection is worth one point.

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\i/ Exam Recommend!! Get the Full AZ-700 dumps in VCE and PDF From SurePassExam
l l Sure PaSS https://www.surepassexam.com/AZ-700-exam-dumps.html (150 New Questions)

Angwer Area

$policy = MW AZlprier | ~Ikefncryption ARS2%8 -lkelntegrity SHAMBA -Dh(roup DeGroupld -IpsecEncryption AESISE

S TIPS New - A precPoboy ImeSeconds 18480 -SaDateSized{lobytes 10I400009
Mew-a7l precTrafficSelectarPolicy
Meewe-ArServiceEndpointPodicy
M- APl hen i presPolicy

|hr".-.-A:'-f'll'.u.'ll-‘"Ir:l"\.h*.|rl._'1.'t‘.f-.'.'.'|:,"::-cr\-r.+-:Il-.‘in “"I -Name fConnectionlé -Resourcebrouptisne 251 -virtualNetuoriGateuayl $wmetlge
M- ArirtualHub
Maw-AzVirualMetworkGateway

Mew-ArvirtusiMetworkGatewayConnection

Blew-ArirualiMetwoikGatevwayhatRule

lenl ~ComnsftionType IP3es -IpsecPolicies }E}l'.l’.:r' ~Shargdiley "AsurgdlBICY

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Angwer Area

fpolicy = M- Al pbea Prler ~Ikgfncryptios AESIEE -Tkelrmvegrity SHilBd -Dhiroup DRd-cupdd -IpeecEncryprisn AERIHE

JIpaty imafeconds 14408 -IiDavadlzexilobyres 102400000
Mew-AzipsecTratficSelectorPolicy
MNew-ArSericeEndpointPalicy
M- A2Vipnl hent piecPolicy i

Ih.n-'.-. AzVirmusihetwortatewayConnection “"l tipns FCoamectlonls «RessurceGroupliions §RGI -VietuslheteorkGateuny] Fvaetlgs
Mesy-AryirualHub
Mew-AzVirtualMetworkGateway

Hew- AxVirtuaiNetworkGalewayConnection

Mew-AzVinualMetworkGatewayMatRule

fonl -ComnectionType IPsec -IpsecPolicies Spolicy -Sharediey 'AzuredlbaCd’

NEW QUESTION 123

HOTSPOT - (Topic 3)

You have an Azure subscription that contains a virtual network named Vnetl. Vnetl has a

/24 1Pv4 address space.

You need to subdivide Vnetl. The solution must maximize the number of usable subnets.

What is the maximum number of IPv4 subnets you can create, and how many usable IP addresses will be available per subnet? To answer, select the appropriate
options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area
Usable IP addresses: | 7 @ "’[
" !
3
IPvd subnets: 128 -
16
a2
&4
A. Mastered

B. Not Mastered

Answer: A
Explanation:
Answer Area
Usable IP addresses: I 7 @ "[
" :
3
gz |
IPwd subnets: 128 T
16
32
4

NEW QUESTION 127

- (Topic 3)

You have an Azure virtual network named Vnetl that has one subnet. Vnetl is in the West Europe Azure region.

You deploy an Azure App Service app hamed Appl to the West Europe region. You need to provide Appl with access to the resources in Vnetl. The solution
must
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minimize costs.
What should you do first?

A. Create a private link.

B. Create a new subnet.

C. Create a NAT gateway.

D. Create a gateway subnet and deploy a virtual network gateway.

Answer: D
Explanation:

Virtual network integration depends on a dedicated subnet.
https://docs.microsoft.com/en-us/azure/app-service/overview-vnet-integration#regional-virtual-network-integration

For outgoing traffic from Web App to vnet, it will go through Internet, so the cost not the minimum.

The connection between the Private Endpoint and the Web App uses a secure Private Link. Private Endpoint is only used for incoming flows to your Web App.
Outgoing flows will not use this Private Endpoint, but you can inject outgoing flows to your network in a different subnet through the VNet integration feature.
https://docs.microsoft.com/en-us/azure/app-service/networking/private- endpoint#conceptual-overview

NEW QUESTION 130

- (Topic 3)

You have an Azure virtual network named Vnetl and an on-premises network.

The on-premises network has policy-based VPN devices. In Vnetl, you deploy a virtual network gateway named GW1 that uses a SKU of VpnGw1 and is route-
based.

You have a Site-to-Site VPN connection for GW1 as shown in the following exhibit.

Lise AT7ure Private |2 Adcdress |

L Disabled Enabled

BGP
Disabled Enabled
IPsec KE policy

Custom

Use policy based trathc selector
Enable Dhsable

DFPD timeout 1in secondcs ™

45

Connecuon Mode

(@) pefault () InitiatorOnly () ResponderOnly

IKE Protocol
:-"\:‘ W .-\

You need to ensure that the on-premises network can connect to the route-based GW1. What should you do before you create the connection?

A. Set Use Azure Private IP Address to Enabled
B. Set IPsec / IKE policy to Custom.

C. Set Connection Mode to ResponderOnly

D. Set BGP to Enabled

Answer: A

NEW QUESTION 131

- (Topic 3)

You have an Azure Web Application Firewall (WAF) policy in prevention mode that is associated to an Azure Front Door instance.
You need to configure the policy to meet the following requirements:

? Log all connections from Australia.

? Deny all connections from New Zealand.

? Deny all further connections from a network of 131.107.100.0/24 if there are more than 100 connections during one minute.
What is the minimum number of objects you should create?

A. three custom rules that each has one condition

B. one custom rule that has three conditions

C. one custom rule that has one condition

D. one rule that has two conditions and another rule that has one condition
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Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/web-application-firewall/afds/afds-overview

NEW QUESTION 134
- (Topic 3)
You have the Azure Traffic Manager profiles shown |n the foIIowmg table.

' .‘le Ill .'r'll i 5 [ i

fffr rl'll' I"
Profile2 | Mu w D |

SRR R

You plan to add the endpoints sho_wn in the following table.

=

o "t | FQDN or IP: 131.107.10.15 i
“Nested endpoint_ Target resource: Profilel "|

Which endpoints can you add to Profile2?

A. Endpointl and Endpoint4 only

B. Endpointl, Endpoint2, Endpoint3, and Endpoint4
C. Endpointl only

D. Endpoint2 and Endpoint3 only

E. Endpoint3 only

Answer: A

NEW QUESTION 138

- (Topic 3)

You have an Azure subscription that is linked to an Azure Active Directory (Azure AD) tenant named contoso.onmicrosoft.com. The subscription contains the
following resources:

* An Azure App Service app named Appl

* An Azure DNS zone named contoso.com

* An Azure private DNS zone named private.contoso.com

* A virtual network named Vnetl

You create a private endpoint for Appl. The record for the endpoint is registered automatically in Azure DNS.
You need to provide a developer with the name that is registered in Azure DNS for the private endpoint.
What should you provide?

A. appl.privatelink.azurewebsites.net
B. appl.contoso.com

C. appl.contoso.onmicrosoft.com

D. appl.private.contoso.com

Answer: A

NEW QUESTION 142

HOTSPOT - (Topic 3)

You have an Azure Traffic Manager parent profile named TM1. TM1 has two child profiles named TM2 and TM3.
TM1 uses the performance traffic-routing method and has the endpoints shown in the following table.

Name Location
App1 North Europe
App2 East US
App3 Central US
TM2 West Europe
TM3 West US

TM2 uses the weighted traffic-routing method with MinChildEndpoint = 2 and has the endpoints shown in the following table.

Name Location Weight
App4 West Europe | 99
AppS West Europe 1

TMS3 uses priority traffic-routing method and has the endpoints shown in the following table.
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Name Location
Appb West US
App2 East US

The App2, App4, and App6 endpoints have a degraded monitoring status.
To which endpoint is traffic directed? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point

Traffic from West Europe: | A 4

App1 |
App2 |
 App4 _
. App5 |

Traffic from West US: | \4
App1
App2

App3 |
App6 ‘

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Traffic from West Europe: v |
App1 |

App2 |
~ App4

App5 |

Traffic from West US: | v

. App1
App2

1ApP3 | |
App6 |

NEW QUESTION 144

- (Topic 3)

You have an Azure Front Door instance named FD1 that is protected by using Azure Web Application Firewall (WAF).

FD1 uses a frontend host named appl.contoso.com to provide access to Azure web apps hosted in the East US Azure region and the West US Azure region.
You need to configure FD1 to block requests to appl.contoso.com from all countries other than the United States.

What should you include in the WAF policy?

A. a frontend host association

B. a managed rule set

C. a custom rule that uses a rate limit rule
D. a custom rule that uses a match rule

Answer: D

NEW QUESTION 149
- (Topic 3)
You have an Azure subscription that contains the virtual networks shown in the following table.
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|Vnet1 |RGY = | Westus
s s [T ”;‘,:#W us.

s
I
ilsa

You plan to deploy an Azure firewall named AF1 to RG1 in the West US Azure region. To Whlch V|rtual networks can you deploy AF1?

A. Vnetl only

B. Vnetl and Vnet2 only

C. Vnetl, Vnet2, and Vnet4 only
D. Vnetl and Vnet4 only

E. Vnetl, Vnet2. Vnet3, and Vnet4

Answer: A

NEW QUESTION 153

HOTSPOT - (Topic 3)

You have the Azure environment shown In the Azure Environment exhibit. (Click the Azure Environment tab.) The settings for each subnet are shown in the
following table.

Subnet Service endpoint
Vnet1/Subnetl Storage
Vnet1/Subnet2 Storage
Vnet2/Subnetil None

The Firewalls and virtual networks settings for storagel are configured as shown in the Storagel exhibit. (Click the Storagel tab.) For each of the following
statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes Mo
VM1 can access storagel. L o
V2 can acoess storage 1 by using a service endpoint. o [
b VM2 can access storagel by using the public IP address. [ o
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Statements Yes Mo
VM1 can access storagel. I_'_ti.‘- i L
V2 can access storage 1 by using a service endpoint. o ’_(')_I
b O el |

VM2 can access storage by using the public IP address.

NEW QUESTION 154

HOTSPOT - (Topic 3)

You have two Azure subscriptions named Subscription1 and Subscription2. There are no connections between the virtual networks in two subscriptions.
You configure a private link service as shown in the privatelinkservicel exhibit. (Click the privatelinkservicel tab.)

bl

o privatelinkservicel = x
[ Oetete ) meein
“ Exsertialy AN Varw
Borsmce groap fmpyed - A, aurgatwiera e | 55508 - 309 ) -S68e -2l - ] 22 T FEES FT paiuni ) asuew progalwirinavecy
T St TRAT et arsbd ket
(T Bt U5 2 PEAT TP maar
psnpnon EOCE subduame] Lo} Buslinrurme ¢ B
wenpsan iD cdDe ) Sal TEDS 8110 hade W OLISOT] RN An
Tiafi ) Lok Bt 15 addl Ladd

You create a load balancer name in Subscriptionl and configure the backend pool shown in the Ib1 exhibit. (Click tie 1b1 tab.)
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$ 11

Ohmrview e Eunervitad

You create a private endpoint in Subscription2 as shown in the privateendpoint4 exhibit. (Click the privateendpoint4)

Connection State == Pending - "o Add filter

Subnet T Connection State

@ Pending

For each of the following statements, select YES if the statement is true. Otherwise. select No.

Statements Yes No
The resources that will be accessed by using privatelinksenvicel must be added ic
backendpooll on LB
Users in Subscriptiond can connéct to the resources published by privatelinksenace 1 by
using IP address 10.3.0.7
The private endpoint must be approved by an administrator in Subscription
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Yes, Yes, No

NEW QUESTION 156

- (Topic 3)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have two Azure virtual networks named Vnetl and Vnet2.

You have a Windows 10 device named Clientl that connects to Vnetl by using a Point-to- Site (P2S) IKEv2 VPN.

You implement virtual network peering between Vnetl and Vnet2. Vnetl allows gateway transit. Vnet2 can use the remote gateway.

You discover that Clientl cannot communicate with Vnet2. You need to ensure that Clientl can communicate with Vnet2. Solution: You enable BGP on the
gateway of Vnetl.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

The VPN client must be downloaded again if any changes are made to VNet peering or the network topology.
Reference:

https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-point-to-site- routing

NEW QUESTION 158
HOTSPOT - (Topic 3)
You have the network topology shown in the Topology exhibit. (Click the Topology tab.)
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Agure Firewwall
Firampamili

O premises network Agure Virtual MNetwork Agure Virtual Metwork
Addreis ipace WVinetl Vet
10.9.0.0/16 Address space 1010000008 Address space 10.100.0,0/16
Fire -to-Sive VPN = Ty
connection | Subnetl Subnetd
e, % £ Sy
You have the Azure firewall shown in the Firewall 1 exhibit. (Click the Firewall tab.)
All s runcss Firspmliv
ey Firewalll = - -
W oelete &) Lock
n Wil Apure Ferrsall Blangpss 10 (anhjpds S manages thee (e el =k
- Eisontials atm WELVITONE
Asascanice gioup (CRange) Frreswall sku
G2 SLandang
Locatson Firewrall soabeet
Forith Europes aruraFaraveal [ Sulirnet
SpeErRC R R0 (CFRaMgy Virewall prubbc o
Wil fudied Prearreum weith RS DM Frrmwrall 1 =121
Subscnpison ID Furgwall prvate I
BITI43 3 -2dod-434 1Y -bSel - 5 1 BETedB T oil 1O 1002534
Wirtuasl rertveo i FAansgperria sl
vt
Firewall polisy Managemend public i
FirenvvaliPod sy
POV LIO PRy TR FEvaTE | ELANgEE
LucsEsciac] rAan acged by Firewall Balicy
Bagrs (CHE gl
Chck Favrs IS aeidl 1agt
You have the route table shown in the RouteTablel exhibit. (Click the RouteTablel tab.)
All pmrwrcea Fouts talisa
3 RouteTablel = - =
Faoite talsles
¥ AADVE |;] Dralate |. ) Bafresh n_-! e Teedback
== Essamitials ISOM Wi
Resource groun (changs) A SSOCiaThon
TR I subinel isoCatons
LD TR RO
Marth Eurcpe
Subscnpaon (chamnga)
FiaEl Sroarss Drsrmiumm Aath RS0
Subscrpteon §iD
BITII433-2dod -4 38 1 -b3ef-5b i E8TedB oD
Theph fehangs)
Clsck hapie To aod Lage
Rt
= Smarch roulss
B arme i Ackdress prafix Ti Foxt hop type i raxt hop 1P address T
Routel Fi0, 10018 Wirtual neTwork gatewy Ll
Routed e Xrl Betye) Wirtual appliance 10. 1002534 i
Subnets
" Semsch subnets
LEETT +3 Address range L Wirtusl metwork 5 Securily group T
Subnati L 10, 1O et e
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
Anzwer Arca
Statomonts Yoz Mo
The resources in Subnet can connect 1o The internet Throwugh Firsswalll £ {3
The resowrces in Subnet1 can connect o the resources in Vinet2.
The fresgurces i Subnetl? Can conmedt o e mtermel thiowgh Firessalll,
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Anzwer Arca
Statomonts _ll'.!l- Mo
The resources in Subnet can connect 1o The internet Throwugh Firsswalll I‘_'_ r -]
The resowrces in Subnet1 can connect o the resources in Vinet2. |_- ;r

The fresgurces i Subnetl? Can conmedt o e mtermel thiowgh Firessalll,
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NEW QUESTION 162
HOTSPOT - (Topic 3)
You have an Azure subscription that contains the virtual machines shown in the following table.
Name Connected to
VM1 Vnet1/Subnet1

VM2 Vnet1/Subnet2

Subnetl and Subnet2 are associated to a network security group (NSG) named NSG1 that has the following outbound rule:

? Priority: 100

? Port: Any

? Protocol: Any

? Source: Any

? Destination: Storage

? Action: Deny

You create a private endpoint that has the following settings:
? Name: Privatel

? Resource type: Microsoft.Storage/storageAccounts

? Resource: storagel

? Target sub-resource: blob

? Virtual network: Vnetl

? Subnet: Subnetl

For each of the following statements, select Yes of the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements No

From VM2, you can create a container in storagel

From VM1, you can upload data to a blob storage container in storagel

OO IO 8§
OO O

From VM2, you can upload data to a blob storage container in storagel

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Yes, Yes, Yes

NSG rules applied to the subnet hosting the private endpoint are not applied to the private endpoint.So the NSG1 doesn't limit storage access from either VM1 or
VMZ2. https://docs.microsoft.com/en-us/azure/storage/common/storage-private- endpoints#network-security-group-rules-for-subnets-with-private-endpoints

NEW QUESTION 166
DRAG DROP - (Topic 3)

You have two Azure virtual networks named Hub1 and Spokel. Hubl connects to an on- premises network by using a Site-to-Site VPN connection.

You are implementing peering between Hubl and Spokel.
You need to ensure that a virtual machine connected to Spokel can connect to the on- premises network through Hub1.

How should you complete the PowerShell script? To answer, drag the appropriate values to the correct targets. Each value may be used once, more than once, or

not at all. You may need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.

Values Answer Area
& ol (LT . & e 2l - - i i N o L e ek 1 - LT e e
Shub Get-AZVirtualNetwork -RescurceGroup “BGl Mame “Hubl
AllowForwardedTraffic ]
sspoke Gat-AZVirtualNetwork -RescurceGroup “RG2" -Name “Spokel”
AllowGatewayTransit . ) .

Add-AZVirtualNetworkPeering -Name “Hubl-Spokel” -VirtualMNetwork Shub

UseRemoteGateways RemoteVirtualNetworkld $spoke.id Value ‘
Add-AZVirtualNetworkPeering -Name “Spokel-Hubl®™ -VirtualMNetwork Sapoke

RemoteVirtualNetworkId $hub.id Value ‘

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Values Answer Area

o _ BN WN AN AN __ NN iy - - Wy Lo i
AllowF ledTrafl ! $hub = Get-AZVirtualNetwork -RescurceGroup “RGI Hukb]
E 2 oOWroOrwardedira 16 {
e = a A u Y A e A
T — o sspoke Get-AZVirtualNetwork -ResourceGroup “RG2 Hame “Spokel
AllowGatewayTransit | . ) .

! | Add-AZVirtualNetworkPeering -Name “Hubl-Spokel” -VirtualMNetwork Fhub
________ —4 : ) |

UseRemoteGateways i RemoteVirtualNetworkld $spoke. -AllowGatewayTransit H

a

Add-AZVirtualNetworkPeering -Name “Spokel-Hubl”

-RemoteVirtualNetworkId Shub. id

NEW QUESTION 169
- (Topic 3)

VirtualMetwork $apoke

&
-UsaRemotaGateways }

You are planning an Azure Point-to-Site (P2S) VPN that will use OpenVPN. Users will authenticate by using an on premises Active Directory domain. Which

additional service should you deploy to support the VPN authentication?

A. a certification authority (CA)

B. a RADIUS server

C. an Azure key vault

D. Azure Active Directory (Azure AD) Application Proxy

Answer: B
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/vpn-gateway/point-to-site-about

NEW QUESTION 170

- (Topic 3)
You have an Azure subscription that contains the Azure app service web apps show in the following table:
MName Location Description
Appieu | West Europe Praduction app service for a URL of hittps:/ s fabrikam.com

Applus | East US Standby app service for a URL of https://www fabrikam.com

You need to deploy Azure Traffic Manager. The solution must meet the following requirements:

« Traffic to https//www.fabrikam.com must be directed to Appleu.

« If Appleu becomes unresponsive, all the traffic to https://www.fabrikam.com must be directed to Applus. You need to implement Traffic Manager to meet the

requirements.

Which two resources should you create? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. a Traffic Manager profile that uses the priority routing method

B. a Traffic Manager profile that uses the geographic routing method C a CNAME record in a DNS domain named fabrikam.com

C. a TXT record in a DNS domain named tabrikam.com
D. a real user measurements key in Traffic Manager

Answer: AC
NEW QUESTION 172

DRAG DROP - (Topic 3)
You have an on-premises network.

You have an Azure subscription that contains a virtual network named VNetl. VNetl contains an ExpressRoute gateway.

You need to connect VNetl to the on-premises network by using an ExpressRoute circuit. Which four actions should you perform in sequence? To answer, move

the appropriate
actions from the list of actions to the answer area and arrange them in the correct order.

Actions Answer Arca

Configure Azure public peering

Create the ExpressRoute arount @
Send a senvice key 10 your connectivity provides

Configure Azure private peefing @

Create a connection from ViNet1 1o the ExpressRoute

CCWIL.

A. Mastered
B. Not Mastered

Answer: A
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Explanation:

""'P“,,“.___...,-_..,....,,-_-...,,_. TN ... =" .= IR RPN
= Y

|C¢nﬁg1.re_mrem-cpge_nn_q. e ol Create the ExpressRoute circuit :

R P P e e T Ty G U T g by ey P N B Mo b B i

[Ef_ﬂft_____ﬂflm_________l 6 Send a service key to your connectivity provider, ] I

[5end a service key to your connectiviy provider._ | SR ZIIIITITIIITIIIITIIIIIIICIIN
***** Y Configure Azure private peering. !

rcf' “ﬂ?!f_ﬂ* L sl S B L L T, --

{ Create a connection from VNet] to the ExpressRoute || | SN A TR S A s L ¢

1 ircuit. (L o S L g

i i

NEW QUESTION 174
HOTSPOT - (Topic 3)
You have the network security groups (NSGs) shown in the following table.

Gl | Subnet1 [ 10.10.00/24 |

NSG2 has only the default rules configured.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NO, NO, YES

* 1. VM3 can connect to port 8080 on VML1 : false, UserRule_DenyVirtualNetworkinbound
* 2. VM1 and VM2 can connect on port 9090: false, UserRule_DenyVirtualNetworkinbound
* 3. VM1 can connect to VM3 on port 9090: true

NEW QUESTION 176
DRAG DROP - (Topic 3)
You have an Azure subscription that contains the resources shown in the following table.

Name Type Location
WebApp1 Web app West US
VNet1 Virtual network East US

The IP Addresses settings for Vnetl are configured as shown in the exhibit.
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Basic IP Addresses Security Tags Review + create

The virtual network’'s address space, specified as one or more address prefixes in CIDR notation (e.g. 192.168.1.0/24).
IPv4 address space

10.3.0.0/16 103.0.0 - 10.3.255.255 (65536 addresses)

(] Add iPv6 address space ©

The subnet's address range in CIDR notation (e.g. 192.168.1.0/24). It must be contained by the address space of the virtual
network.

-+ Add subnet

[] subnet name Subnet address range NAT gateway
[] subnett 10.3.0.0/16
o Lise of a NAT gateway is recommended for outbound internet access from a subnet. You can deploy a NAT gateway and assign it 1o a

subnet after you create the virtual network. Learmn more

You need to ensure that you can integrate WebAppl and Vnetl.

Which three actions should you perform in sequence before you can integrate WebAppl and Vnetl? To answer, move the appropriate actions from the list of
actions to the answer area and arrange them in the correct order.

Actions Answer Area

Create a service endpoint

Deploy a VPN gateway

)
3 S

Madify the address space of Vnet1

Configure a Point-to-Site (F25) VPN

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Actions Answer Area

rCmalg a service endpoint
L

e = T o e e T T e T T Tl e T T e
E Deploy a VPN gateway e e Lt e M R, s e A L e
]
! Add a private endpoint I

Meodify the address space of Vnet1

e omm omm o mm omm omm o o mm omm ome owm m— m

S e Ry S R B P T T W T e s O

]
Configure a Point-to-Site (P25) VPN |

e e e we?

NEW QUESTION 178

- (Topic 3)

You have an application named Appl that listens for incoming requests on a preconfigured group of 50 TCP ports and UDP ports.

You install Appl on 10 Azure virtual machines.

You need to implement load balancing for Appl across all the virtual machines. The solution must minimize the number of load balancing rules.
What should you include in the solution?

A. Azure Standard Load Balancer that has Floating IP enabled

B. Azure Application Gateway V2 that has multiple listeners

C. Azure Application Gateway v2 that has multiple site hosting enabled

D. Azure Standard Load Balancer that has high availability (HA) ports enabled
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Answer: B

NEW QUESTION 179
HOTSPOT - (Topic 3)

You have an Azure subscription that contains the resources shown in the following table.

Name Type
Vnet1 Virtual network
Vnet2 Virtual network

Firewalll | Azure Firewall
Subnet1 Virtual subnet
Subnet?2 Virtual subnet
VM1 Virtual machine
VM2 Virtual machine

The virtual network topology is shown in the following exhibit.

(" AzureFirewaiSubnet | [ Subnet? |

il network

W2

Subnet2

- s 2 wa
Address space 10.100.0.0/16 Firewall1 Virtual Address space 10.101.0.0/16

5 5 = , o peering %

Firewalll is configured as shown in following exhibit.

@ Firewalll =#
I Celete fj Lock

@ vt dzure Frewas Manager to configune and manage this firewsll. =3

- Essentials

Resource group (change)

LoCaton

MNorth Europe

Subscnpbon (change)
s

Subscrption 1

Virtual nigtwork

L

Firewall pohlcy

FirewaliFohoy1

FTOVISIONING state

Succeeded

Tags (change)

LICK nere 10 300 tags

FirewallPolicyl contains the following rules:
* Allow outbound traffic from Vnetl and Vnet2 to the internet.
* Allow any traffic between Vnetl and Vnet2.

Firewall 1ku

Ctancand

Ferewall publec IF
Firewall 1191

Managemen! yubmnet

-

Management public 1P

Privale P R ANges

Managed by Firgwall

L

No custom private endpoints. service endpoints. routing tables, or network security groups (NSGs) were created. For each of the following statements, select Yes
if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

Statements

A routing table marst be associated with Subnet1 and Subnet? 1o ensure that all internet

traffic for VM1 and VB2 i senl wia Firewalll.

The enabke remote gateway setting must be enabled on the wirtual net peering to provide

VM2 Intermeed access by witng Fardwall 1

Firewalll can be configured o limdt access to websites by categories.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Ares

Statements

ey Yes

I
A rouiting table manst bie associsted with Subnet] and Subnet? 1o ensidre thot all internet
traffic for VT and YBA2 & sent wia Firewall =

|
The enable remote gatewsy setting must be enabled on the virtual net peeting to proyide J'
VM2 Intemel access by using Farawalll

Forewalll can be configured bo limit scoess 10 websites by categories

NEW QUESTION 181
HOTSPOT - (Topic 3)
You have an Azure application gateway.

You need to create a rewrite rule that will remove the origin port from the HTTP header of incoming requests that are being forwarded to the backend pool.
How should you configure each setting? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

NEW QUESTION 184
- (Topic 3)

Common header: lx'_FDf'-*{ﬁ*ﬂfﬂ.'Fm. v
Via
X-Forwarded-For
X-Forwarded-Host

Header value: l client_port

add_x_forwarded_for_proxy

client_port
host

Common header: ['X-Forwarded-For ¥

Via
X-Forwarded-For
“J(-Fcn_rwalde-d—Hcst

Header value: | client_port

add_x_forwarded_for_proxy

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the

stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have an Azure application gateway that has Azure Web Application Firewall (WAF) enabled.
You configure the application gateway to direct traffic to the URL of the application gateway.

You attempt to access the URL and receive an HTTP 403 error. You view the diagnostics log and discover the following error.
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You need to ensure that the URL is accessible through the application gateway. Solution: You create a WAF policy exclusion for request headers that contain
137.135.10.24.
Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
The parameter here should be RemoteAddr not Request header. https://docs.microsoft.com/en-us/azure/web-application-firewall/ag/custom-waf-rules-
overview#match-variable-required

NEW QUESTION 187

HOTSPOT - (Topic 2)

You are implementing the virtual network requirements for VM Analyze.

What should you include in a custom route that is linked to Subnet2? To answer, select the
appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Address prefix: | \ A

0.0.0.0/0

' 0.0.0.0/32

' 10.1.0.0/16

~ 255.255.255,255/0
255.255.255.255/32

Next hop type: | ' -

None

. Internet

 Virtual appliance
Virtual network

. Virtual network gateway

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Address prefix: \ A

' 0.0.0.0/0 '
0.0.0.0/32
10.1.0.0/16
255.255.255.255/0
| 255.255.255.255/32 )

Next hop type: \

None
Internet
Virtual appliance
 Virtual network
. Virtual network gateway %

NEW QUESTION 192
HOTSPOT - (Topic 2)

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 196

HOTSPOT - (Topic 2)

You need to meet the network security requirements for the NSG flow logs.

Which type of resource do you need, and how many instances should you create? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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NEW QUESTION 200
FILL IN THE BLANK - (Topic 2)
You are implementing the Virtual network requirements for Vnet6.

What is the minimum number of subnets and service endpoints you should create? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Answer Arca

‘Subnets: 0 =

Service endpoints: 0 3

A. Mastered
B. Not Mastered

Answer: A

Explanation:
2,4

NEW QUESTION 202

HOTSPOT - (Topic 1)

You need to implement name resolution for the cloud.liwareinc.com. The solution must
meet the networking requirements.

To implerment automatic DNS name registration in
cloud.litwareinc.com: v

| Create virtual network links
| Configure conditional forwarding
| Create an SOA record in cloud litwareinc.com

To implement name resolution of the cloud.litwareinc.com
DNS records from the on-premises locations: | 1%

Enable the Azure Firewall DM5 proxy
| Create SRV records in cloud litwareinc.com
Deploy an Azure virtual machine configured as a DNS server to Vinet1

appropriate options in the answer area. NOTE: Each correct selection is worth one point.

To implement automatic DNS name registration in
cloud.litwareinc.com:

| Create virtual network links
| Configure conditional forwarding

What should you do? To answer, select the

| Create an SOA record in cloud.litwareinc.com

To implement name resolution of the cloud.litwareinc.com
DNS records from the on-premises locations:

v

| Enable the Azure Firewall DNS proxy
| Create SRV records in cloud.litwareinc.com

Deploy an Azure virtual machine configured as a DNS server to Vnet1

A. Mastered
B. Not Mastered

Answer: A

Explanation:

To implement automatic DNS name registration in
cloud.litwareinc.com:

! Create virtual network links |
| Configure conditional forwarding

| Create an SOA record in cloud.litwareinc.com

To implement name resolution of the cloud.litwareinc.com
DNS records from the on-premises locations:

| Enable the Azure Firewall DNS proxy
Create SRV records in cloud.litwarginc.com _

T A .

| Deploy an Azure virtual machine configured as a DNS server to Vnet1
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NEW QUESTION 205

- (Topic 1)

You need to connect Vnet2 and Vnet3. The solution must meet the virtual networking requirements and the business requirements.
Which two actions should you include in the solution? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. On the peerings from Vnet2 and Vnet3, select Use remote gateways.
B. On the peering from Vnetl, select Allow forwarded traffic.

C. On the peering from Vnetl, select Use remote gateways.

D. On the peering from Vnetl, select Allow gateway transit.

E. On the peerings from Vnet2 and Vnet3, select Allow gateway transit.

Answer: BD

NEW QUESTION 206

- (Topic 1)

You need to provide connectivity to storagel. The solution must meet the PaaS networking requirements and the business requirements.
What should you include in the solution?

A. a service endpoint

B. Azure Front Door

C. a private endpoint

D. Azure Traffic Manager

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-service-endpoints- overview

NEW QUESTION 209
DRAG DROP - (Topic 1)
You need to prepare Vnetl for the deployment of an ExpressRoute gateway. The solution must meet the hybrid connectivity requirements and the business
requirements.

Which three actions should you perform in sequence for Vnetl? To answer, move the appropriate actions from the list of actions to the answer area and arrange
them in the correct order.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 210
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