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NEW QUESTION 1
- (Exam Topic 1)
Which of the following protocols multicasts messages and information among all member devices in an IP multicast group?

A. ARP
B. ICMP
C. TCP
D. IGMP

Answer: D

NEW QUESTION 2
- (Exam Topic 1)
Which of the following statements about a stream cipher are true? Each correct answer represents a complete solution. Choose three.

A. It typically executes at a higher speed than a block cipher.
B. It divides a message into blocks for processing.
C. It typically executes at a slower speed than a block cipher.
D. It divides a message into bits for processing.
E. It is a symmetric key cipher.

Answer: ADE

NEW QUESTION 3
- (Exam Topic 1)
You have decided to implement video surveillance in your company in order to enhance network security. Which of the following locations must have a camera in
order to provide the minimum level of security for the network resources? Each correct answer represents a complete solution. Choose two.

A. Parking lot
B. All hallways
C. Server Rooms
D. All offices
E. All entrance doors

Answer: CE

NEW QUESTION 4
- (Exam Topic 1)
Which of the following should the administrator ensure during the test of a disaster recovery plan?

A. Ensure that the plan works properly
B. Ensure that all the servers in the organization are shut down.
C. Ensure that each member of the disaster recovery team is aware of their responsibility.
D. Ensure that all client computers in the organization are shut down.

Answer: AC

NEW QUESTION 5
- (Exam Topic 1)
A user is sending a large number of protocol packets to a network in order to saturate its resources and to disrupt connections to prevent communications between
services. Which type of attack is this?

A. Denial-of-Service attack
B. Vulnerability attack
C. Social Engineering attack
D. Impersonation attack

Answer: A

NEW QUESTION 6
- (Exam Topic 1)
Which of the following types of firewall functions at the Session layer of OSI model?

A. Circuit-level firewall
B. Application-level firewall
C. Packet filtering firewall
D. Switch-level firewall

Answer: A

NEW QUESTION 7
- (Exam Topic 1)
You work as an Incident handling manager for Orangesect Inc. You detect a virus attack incident in the network of your company. You develop a signature based
on the characteristics of the detected virus. Which of the following phases in the Incident handling process will utilize the signature to resolve this incident?
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A. Eradication
B. Identification
C. Recovery
D. Containment

Answer: A

NEW QUESTION 8
- (Exam Topic 1)
Which of the following can be configured so that when an alarm is activated, all doors lock and the suspect or intruder is caught between the doors in the dead-
space?

A. Man trap
B. Biometric device
C. Host Intrusion Detection System (HIDS)
D. Network Intrusion Detection System (NIDS)

Answer: A

NEW QUESTION 9
- (Exam Topic 1)
You work as a Network Administrator for NetTech Inc. The company wants to encrypt its e-mails. Which of the following will you use to accomplish this?

A. PGP
B. PPTP
C. IPSec
D. NTFS

Answer: A

NEW QUESTION 10
- (Exam Topic 1)
Which of the following attacks can be overcome by applying cryptography?

A. Web ripping
B. DoS
C. Sniffing
D. Buffer overflow

Answer: C

NEW QUESTION 10
- (Exam Topic 1)
Which of the following disaster recovery tests includes the operations that shut down at the primary site, and are shifted to the recovery site according to the
disaster recovery plan?

A. Structured walk-through test
B. Simulation test
C. Full-interruption test
D. Parallel test

Answer: C

NEW QUESTION 13
- (Exam Topic 1)
An organization wants to allow a certificate authority to gain access to the encrypted data and create digital signatures on behalf of the user. The data is encrypted
using the public key from a user's certificate. Which of the following processes fulfills the above requirements?

A. Key escrow
B. Key storage
C. Key revocation
D. Key recovery

Answer: A

NEW QUESTION 15
- (Exam Topic 1)
You want to connect a twisted pair cable segment to a fiber-optic cable segment. Which of the following networking devices will you use to accomplish the task?

A. Hub
B. Switch
C. Repeater
D. Router

Answer: C

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



Recommend!! Get the Full ISSAP dumps in VCE and PDF From SurePassExam
https://www.surepassexam.com/ISSAP-exam-dumps.html (237 New Questions)

NEW QUESTION 17
- (Exam Topic 1)
Which of the following statements best describes a certification authority?

A. A certification authority is a technique to authenticate digital documents by using computer cryptography.
B. A certification authority is a type of encryption that uses a public key and a private key pair for data encryption.
C. A certification authority is an entity that issues digital certificates for use by other parties.
D. A certification authority is a type of encryption that uses a single key to encrypt and decrypt data.

Answer: C

NEW QUESTION 21
- (Exam Topic 1)
You are the Network Administrator for a small business. You need a widely used, but highly secure hashing algorithm. Which of the following should you choose?

A. AES
B. SHA
C. EAP
D. CRC32

Answer: B

NEW QUESTION 22
- (Exam Topic 1)
You work as a technician for Trade Well Inc. The company is in the business of share trading. To enhance security, the company wants users to provide a third
key (apart from ID and password) to access the company's Web site. Which of the following technologies will you implement to accomplish the task?

A. Smart cards
B. Key fobs
C. VPN
D. Biometrics

Answer: B

NEW QUESTION 25
- (Exam Topic 1)
Which of the following protocols provides connectionless integrity and data origin authentication of IP packets?

A. ESP
B. AH
C. IKE
D. ISAKMP

Answer: B

NEW QUESTION 29
- (Exam Topic 1)
Which of the following is a technique used for modifying messages, providing Information and Cyber security, and reducing the risk of hacking attacks during
communications and message passing over the Internet?

A. Risk analysis
B. OODA loop
C. Cryptography
D. Firewall security

Answer: C

NEW QUESTION 32
- (Exam Topic 1)
Which of the following layers of the OSI model corresponds to the Host-to-Host layer of the TCP/IP model?

A. The transport layer
B. The presentation layer
C. The session layer
D. The application layer

Answer: A

NEW QUESTION 35
- (Exam Topic 1)
Computer networks and the Internet are the prime mode of Information transfer today. Which of the following is a technique used for modifying messages,
providing Information and Cyber security, and reducing the risk of hacking attacks during communications and message passing over the Internet?

A. Risk analysis
B. Firewall security
C. Cryptography
D. OODA loop
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Answer: C

NEW QUESTION 38
- (Exam Topic 1)
You are the Security Consultant advising a company on security methods. This is a highly secure location that deals with sensitive national defense related data.
They are very concerned about physical security as they had a breach last month. In that breach an individual had simply grabbed a laptop and ran out of the
building. Which one of the following would have been most effective in preventing this?

A. Not using laptops.
B. Keeping all doors locked with a guard.
C. Using a man-trap.
D. A sign in log.

Answer: C

NEW QUESTION 41
- (Exam Topic 1)
Which of the following is a method for transforming a message into a masked form, together with a way of undoing the transformation to recover the message?

A. Cipher
B. CrypTool
C. Steganography
D. MIME

Answer: A

NEW QUESTION 43
- (Exam Topic 1)
Which of the following is the duration of time and a service level within which a business process must be restored after a disaster in order to avoid unacceptable
consequences associated with a break in business continuity?

A. RCO
B. RTO
C. RPO
D. RTA

Answer: B

NEW QUESTION 44
- (Exam Topic 1)
In which of the following network topologies does the data travel around a loop in a single direction and pass through each device?

A. Ring topology
B. Tree topology
C. Star topology
D. Mesh topology

Answer: A

NEW QUESTION 45
- (Exam Topic 1)
John works as a professional Ethical Hacker. He has been assigned the project of testing the security of www.we-are-secure.com. John notices that the We-are-
secure network is vulnerable to a man-in-the-middle attack since the key exchange process of the cryptographic algorithm it is using does not thenticate
participants. Which of the following cryptographic algorithms is being used by the We-are-secure server?

A. Blowfish
B. Twofish
C. RSA
D. Diffie-Hellman

Answer: D

NEW QUESTION 47
- (Exam Topic 1)
You work as a Network Administrator for NetTech Inc. You want to have secure communication on the company's intranet. You decide to use public key and
private key pairs. What will you implement to accomplish this?

A. Microsoft Internet Information Server (IIS)
B. VPN
C. FTP server
D. Certificate server

Answer: D

NEW QUESTION 51
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- (Exam Topic 1)
John works as a Network Administrator for NetPerfect Inc. The company has a Windows-based network. John has been assigned a project to build a network for
the sales department of the company. It is important for the LAN to continue working even if there is a break in the cabling. Which of the following topologies
should John use to accomplish the task?

A. Star
B. Mesh
C. Bus
D. Ring

Answer: B

NEW QUESTION 52
- (Exam Topic 1)
Which of the following two components does Kerberos Key Distribution Center (KDC) consist of? Each correct answer represents a complete solution. Choose
two.

A. Data service
B. Ticket-granting service
C. Account service
D. Authentication service

Answer: BD

NEW QUESTION 55
- (Exam Topic 1)
You work as a Project Manager for Tech Perfect Inc. You are creating a document which emphasizes the formal study of what your organization is doing currently
and where it will be in the future. Which of the following analysis will help you in accomplishing the task?

A. Cost-benefit analysis
B. Gap analysis
C. Requirement analysis
D. Vulnerability analysis

Answer: B

NEW QUESTION 56
- (Exam Topic 1)
Which of the following protocols is an alternative to certificate revocation lists (CRL) and allows the authenticity of a certificate to be immediately verified?

A. RSTP
B. SKIP
C. OCSP
D. HTTP

Answer: C

NEW QUESTION 58
- (Exam Topic 1)
Which of the following terms refers to a mechanism which proves that the sender really sent a particular message?

A. Integrity
B. Confidentiality
C. Authentication
D. Non-repudiation

Answer: D

NEW QUESTION 63
- (Exam Topic 1)
Peter works as a Network Administrator for Net World Inc. The company wants to allow remote users to connect and access its private network through a dial-up
connection via the Internet. All the data will be sent across a public network. For security reasons, the management wants the data sent through the Internet to be
encrypted. The company plans to use a Layer 2 Tunneling Protocol (L2TP) connection. Which communication protocol will Peter use to accomplish the task?

A. IP Security (IPSec)
B. Microsoft Point-to-Point Encryption (MPPE)
C. Pretty Good Privacy (PGP)
D. Data Encryption Standard (DES)

Answer: A

NEW QUESTION 64
- (Exam Topic 1)
An authentication method uses smart cards as well as usernames and passwords for authentication. Which of the following authentication methods is being
referred to?

A. Mutual
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B. Anonymous
C. Multi-factor
D. Biometrics

Answer: C

NEW QUESTION 68
- (Exam Topic 1)
Mark has been hired by a company to work as a Network Assistant. He is assigned the task to configure a dial-up connection. He is configuring a laptop. Which of
the following protocols should he disable to ensure that the password is encrypted during remote access?

A. SPAP
B. MSCHAP
C. PAP
D. MSCHAP V2

Answer: C

NEW QUESTION 71
- (Exam Topic 1)
Which of the following does PEAP use to authenticate the user inside an encrypted tunnel? Each correct answer represents a complete solution. Choose two.

A. GTC
B. MS-CHAP v2
C. AES
D. RC4

Answer: AB

NEW QUESTION 74
- (Exam Topic 2)
Which of the following methods offers a number of modeling practices and disciplines that contribute to a successful service-oriented life cycle management and
modeling?

A. Service-oriented modeling framework (SOMF)
B. Service-oriented modeling and architecture (SOMA)
C. Sherwood Applied Business Security Architecture (SABSA)
D. Service-oriented architecture (SOA)

Answer: A

NEW QUESTION 76
- (Exam Topic 2)
Which of the following heights of fence deters only casual trespassers?

A. 8 feet
B. 3 to 4 feet
C. 2 to 2.5 feet
D. 6 to 7 feet

Answer: B

NEW QUESTION 79
- (Exam Topic 2)
You work as a Network Administrator for company Inc. The company has deployed an ASA at the network perimeter. Which of the following types of firewall will
you use to create two different communications, one between the client and the firewall, and the other between the firewall and the end server?

A. Stateful firewall
B. Endian firewall
C. Packet filter firewall
D. Proxy-based firewall

Answer: D

NEW QUESTION 80
- (Exam Topic 2)
Which of the following protocols supports encapsulation of encrypted packets in secure wrappers that can be transmitted over a TCP/IP connection?

A. PPTP
B. UDP
C. IPSec
D. PAP

Answer: A

NEW QUESTION 84
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- (Exam Topic 2)
Which of the following is an infrastructure system that allows the secure exchange of data over an unsecured network?

A. PMK
B. PTK
C. PKI
D. GTK

Answer: C

NEW QUESTION 85
- (Exam Topic 2)
Which of the following life cycle modeling activities establishes service relationships and message exchange paths?

A. Service-oriented logical design modeling
B. Service-oriented conceptual architecture modeling
C. Service-oriented discovery and analysis modeling
D. Service-oriented business integration modeling

Answer: A

NEW QUESTION 89
- (Exam Topic 2)
Which of the following encryption algorithms are based on block ciphers?

A. RC4
B. Twofish
C. Rijndael
D. RC5

Answer: BCD

NEW QUESTION 93
- (Exam Topic 2)
Which of the following terms related to risk management represents the estimated frequency at which a threat is expected to occur?

A. Safeguard
B. Annualized Rate of Occurrence (ARO)
C. Single Loss Expectancy (SLE)
D. Exposure Factor (EF)

Answer: B

NEW QUESTION 97
- (Exam Topic 2)
You are the administrator for YupNo.com. You want to increase and enhance the security of your computers and simplify deployment. You are especially
concerned with any portable computers that are used by remote employees. What can you use to increase security, while still allowing your users to perform
critical tasks?

A. BitLocker
B. Smart Cards
C. Service Accounts
D. AppLocker

Answer: B

NEW QUESTION 99
- (Exam Topic 2)
The OSI reference model is divided into layers and each layer has a specific task to perform. At which layer of OSI model is the File and Print service performed?

A. Session layer
B. Presentation layer
C. Transport layer
D. Application layer

Answer: D

NEW QUESTION 103
- (Exam Topic 2)
You are responsible for security at a defense contracting firm. You are evaluating various possible encryption algorithms to use. One of the algorithms you are
examining is not integer based, uses shorter keys, and is public key based. What type of algorithm is this?

A. Symmetric
B. None - all encryptions are integer based.
C. Elliptic Curve
D. RSA
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Answer: C

NEW QUESTION 108
- (Exam Topic 2)
Which of the following protocols provides the highest level of VPN security with a VPN connection that uses the L2TP protocol?

A. IPSec
B. PPPoE
C. PPP
D. TFTP

Answer: A

NEW QUESTION 109
- (Exam Topic 2)
Which of the following are used to suppress gasoline and oil fires? Each correct answer represents a complete solution. Choose three.

A. Water
B. CO2
C. Halon
D. Soda acid

Answer: BCD

NEW QUESTION 112
- (Exam Topic 2)
The Public Key Infrastructure (PKI) is a set of hardware, software, people, policies, and procedures needed to create, manage, distribute, use, store, and revoke
digital certificates. Which of the following components does the PKI use to list those certificates that have been revoked or are no longer valid?

A. Certification Practice Statement
B. Certificate Policy
C. Certificate Revocation List
D. Certification Authority

Answer: C

NEW QUESTION 116
- (Exam Topic 2)
You work as a Network Administrator for Net World Inc. You are required to configure a VLAN for the company. Which of the following devices will you use to
physically connect the computers in the VLAN? Each correct answer represents a complete solution. Choose two.

A. Switch
B. Router
C. Bridge
D. Hub
E. Repeater

Answer: AB

NEW QUESTION 117
- (Exam Topic 2)
Fill in the blank with the appropriate encryption system. The _____ encryption system is an asymmetric key encryption algorithm for the public-key cryptography,
which is based on the Diffie- Hellman key agreement.

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
ElGamal

NEW QUESTION 121
- (Exam Topic 2)
Which of the following techniques can be used by an administrator while working with the symmetric encryption cryptography? Each correct answer represents a
complete solution. Choose all that apply.

A. Block cipher
B. Stream cipher
C. Transposition cipher
D. Message Authentication Code

Answer: ABD

NEW QUESTION 126
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- (Exam Topic 2)
You work as a Network Administrator for NetTech Inc. When you enter http://66.111.64.227 in the browser 's address bar, you are able to access the site. But, you
are unable to access the site when you enter http://www.company.com. What is the most likely cause?

A. The site's Web server is offline.
B. The site's Web server has heavy traffic.
C. WINS server has no NetBIOS name entry for the server.
D. DNS entry is not available for the host name.

Answer: D

NEW QUESTION 127
- (Exam Topic 2)
Mark works as a Network Administrator for NetTech Inc. He wants to connect the company's headquarter and its regional offices using a WAN technology. For
this, he uses packet-switched connection. Which of the following WAN technologies will Mark use to connect the offices? Each correct answer represents a
complete solution. Choose two.

A. ISDN
B. X.25
C. Frame Relay
D. Leased line

Answer: BC

NEW QUESTION 129
- (Exam Topic 2)
You work as a CSO (Chief Security Officer) for Tech Perfect Inc. You have a disaster scenario and you want to discuss it with your team members for getting
appropriate responses of the disaster. In which of the following disaster recovery tests can this task be performed?

A. Full-interruption test
B. Parallel test
C. Simulation test
D. Structured walk-through test

Answer: C

NEW QUESTION 133
- (Exam Topic 2)
Which of the following algorithms can be used to check the integrity of a file? 158
Each correct answer represents a complete solution. Choose two.

A. md5
B. rsa
C. blowfish
D. sha

Answer: AD

NEW QUESTION 136
- (Exam Topic 2)
You are the Network Administrator at a large company. Your company has a lot of contractors and other outside parties that come in and out of the building. For
this reason you are concerned that simply having usernames and passwords is not enough and want to have employees use tokens for authentication. Which of
the following is not an example of tokens?

A. Smart card
B. USB device with cryptographic data
C. CHAP
D. Key fob

Answer: C

NEW QUESTION 139
- (Exam Topic 2)
Which of the following are the goals of a public key infrastructure (PKI)? Each correct answer represents a part of the solution. Choose all that apply.

A. Authenticity
B. Globalization
C. Mobility
D. Integrity
E. Confidentiality
F. Nonrepudiation

Answer: ADEF

NEW QUESTION 140
- (Exam Topic 2)
In which of the following access control models, owner of an object decides who is allowed to access the object and what privileges they have?
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A. Access Control List (ACL)
B. Mandatory Access Control (MAC)
C. Role Based Access Control (RBAC)
D. Discretionary Access Control (DAC)

Answer: D

NEW QUESTION 143
- (Exam Topic 2)
Which of the following uses public key cryptography to encrypt the contents of files?

A. EFS
B. DFS
C. NTFS
D. RFS

Answer: A

NEW QUESTION 147
- (Exam Topic 2)
Which of the following encryption methods comes under symmetric encryption algorithm? Each correct answer represents a complete solution. Choose three.

A. DES
B. Blowfish
C. RC5
D. Diffie-Hellman

Answer: ABC

NEW QUESTION 150
- (Exam Topic 2)
Which of the following is the process of finding weaknesses in cryptographic algorithms and obtaining the plaintext or key from the ciphertext?

A. Kerberos
B. Cryptography
C. Cryptographer
D. Cryptanalysis

Answer: D

NEW QUESTION 151
- (Exam Topic 2)
In which of the following SDLC phases are the software and other components of the system faithfully incorporated into the design specifications?

A. Programming and training
B. Evaluation and acceptance
C. Definition
D. Initiation

Answer: A

NEW QUESTION 154
- (Exam Topic 2)
Which of the following Incident handling process phases is responsible for defining rules, collaborating human workforce, creating a back-up plan, and testing the
plans for an enterprise?

A. Eradication phase
B. Recovery phase
C. Containment phase
D. Preparation phase
E. Identification phase

Answer: D

NEW QUESTION 155
- (Exam Topic 2)
You work as a Network Administrator for Net Soft Inc. You are designing a data backup plan for your company's network. The backup policy of the company
requires high security and easy recovery of data. Which of the following options will you choose to accomplish this?

A. Take a full backup daily and use six-tape rotation.
B. Take a full backup on Monday and a differential backup on each of the following weekday
C. Keep Monday's backup offsite.
D. Take a full backup daily with the previous night's tape taken offsite.
E. Take a full backup on alternate days and keep rotating the tapes.
F. Take a full backup on Monday and an incremental backup on each of the following weekday
G. Keep Monday's backup offsite.
H. Take a full backup daily with one tape taken offsite weekly.
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Answer: C

NEW QUESTION 156
- (Exam Topic 2)
Which of the following encryption algorithms is used by the Clipper chip, which supports the escrowed encryption standard?

A. Skipjack
B. Blowfish
C. AES
D. IDEA

Answer: A

NEW QUESTION 158
- (Exam Topic 2)
You are responsible for security at a building that has a lot of traffic. There are even a significant number of non-employees coming in and out of the building. You
are concerned about being able to find out who is in the building at a particular time. What is the simplest way to accomplish this?

A. Implement a sign in sheet at the main entrance and route all traffic through there.
B. Have all people entering the building use smart cards for access.
C. Implement biometric access.
D. Implement cameras at all entrances.

Answer: A

NEW QUESTION 159
- (Exam Topic 2)
Which of the following are natural environmental threats that an organization faces? Each correct answer represents a complete solution. Choose two.

A. Strikes
B. Floods
C. Accidents
D. Storms

Answer: BD

NEW QUESTION 162
- (Exam Topic 2)
Which of the following statements are true about Public-key cryptography? Each correct answer represents a complete solution. Choose two.

A. Data encrypted with the secret key can only be decrypted by another secret key.
B. The secret key can encrypt a message, and anyone with the public key can decrypt it.
C. The distinguishing technique used in public key-private key cryptography is the use of symmetric key algorithms.
D. Data encrypted by the public key can only be decrypted by the secret key.

Answer: BD

NEW QUESTION 166
- (Exam Topic 2)
Which of the following encryption modes has the property to allow many error correcting codes to function normally even when applied before encryption?

A. OFB mode
B. CFB mode
C. CBC mode
D. PCBC mode

Answer: A

NEW QUESTION 169
- (Exam Topic 2)
In which of the following phases of the SDLC does the software and other components of the system faithfully incorporate the design specifications and provide
proper documentation and training?

A. Initiation
B. Programming and training
C. Design
D. Evaluation and acceptance

Answer: B

NEW QUESTION 174
- (Exam Topic 2)
Fill in the blank with the appropriate security method. ______ is a system, which enables an authority to control access to areas and resources in a given physical
facility, or computer- based information system.
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A. Mastered
B. Not Mastered

Answer: A

Explanation: 
Access control

NEW QUESTION 177
- (Exam Topic 2)
Which of the following uses a Key Distribution Center (KDC) to authenticate a principle?

A. CHAP
B. PAP
C. Kerberos
D. TACACS

Answer: C

NEW QUESTION 181
- (Exam Topic 2)
Which of the following processes is used by remote users to make a secure connection to internal resources after establishing an Internet connection?

A. Spoofing
B. Packet sniffing
C. Tunneling
D. Packet filtering

Answer: C

NEW QUESTION 186
- (Exam Topic 2)
Which of the following security protocols provides confidentiality, integrity, and authentication of network traffic with end-to-end and intermediate-hop security?

A. IPSec
B. SET
C. SWIPE
D. SKIP

Answer: C

NEW QUESTION 187
- (Exam Topic 2)
Della works as a security manager for SoftTech Inc. She is training some of the newly recruited personnel in the field of security management. She is giving a
tutorial on DRP. She explains that the major goal of a disaster recovery plan is to provide an organized way to make decisions if a disruptive event occurs and
asks for the other objectives of the DRP. If you are among some of the newly recruited personnel in SoftTech Inc, what will be your answer for her question? Each
correct answer represents a part of the solution. Choose three.

A. Guarantee the reliability of standby systems through testing and simulation.
B. Protect an organization from major computer services failure.
C. Minimize the risk to the organization from delays in providing services.
D. Maximize the decision-making required by personnel during a disaster.

Answer: ABC

NEW QUESTION 190
- (Exam Topic 2)
You work as a Network Administrator for McNeil Inc. The company has a TCP/IP-based network. Performance of the network is slow because of heavy traffic. A
hub is used as a central connecting device in the network. Which of the following devices can be used in place of a hub to control the network traffic efficiently?

A. Repeater
B. Bridge
C. Switch
D. Router

Answer: C

NEW QUESTION 191
- (Exam Topic 2)
You work as a Network Administrator for NetTech Inc. The company's network is connected to the Internet. For security, you want to restrict unauthorized access
to the network with minimum administrative effort. You want to implement a hardware-based solution. What will you do to accomplish this?

A. Connect a brouter to the network.
B. Implement a proxy server on the network.
C. Connect a router to the network.
D. Implement firewall on the network.
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Answer: D

NEW QUESTION 194
- (Exam Topic 2)
Which of the following schemes is used by the Kerberos authentication?

A. Public key cryptography
B. One time password
C. Private key cryptography
D. OPIE

Answer: C

NEW QUESTION 197
- (Exam Topic 2)
Which of the following are used to suppress paper or wood fires? Each correct answer represents a complete solution. Choose two.

A. Soda acid
B. Kerosene
C. Water
D. CO2

Answer: AC

NEW QUESTION 199
- (Exam Topic 2)
Which of the following are types of access control attacks? Each correct answer represents a complete solution. Choose all that apply.

A. Dictionary attack
B. Mail bombing
C. Spoofing
D. Brute force attack

Answer: BCD

NEW QUESTION 204
- (Exam Topic 2)
You work as a Network Administrator for McRoberts Inc. You are expanding your company's network. After you have implemented the network, you test the
connectivity to a remote host by using the PING command. You get the ICMP echo reply message from the remote host. Which of the following layers of the OSI
model are tested through this process? Each correct answer represents a complete solution. Choose all that apply.

A. Layer 3
B. Layer 2
C. Layer 4
D. Layer 1

Answer: ABD

NEW QUESTION 207
- (Exam Topic 2)
The security controls that are implemented to manage physical security are divided in various groups. Which of the following services are offered by the
administrative physical security control group? Each correct answer represents a part of the solution. Choose all that apply.

A. Construction and selection
B. Site management
C. Awareness training
D. Access control
E. Intrusion detection
F. Personnel control

Answer: ABCF

NEW QUESTION 212
- (Exam Topic 2)
You work as an Incident handling manager for a company. The public relations process of the company includes an event that responds to the e-mails queries. But
since few days, it is identified that this process is providing a way to spammers to perform different types of e-mail attacks. Which of the following phases of the
Incident handling process will now be involved in resolving this process and find a solution? Each correct answer represents a part of the solution. Choose all that
apply.

A. Identification
B. Eradication
C. Recovery
D. Contamination
E. Preparation

Answer: BCD
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NEW QUESTION 214
- (Exam Topic 2)
Which of the following is a network service that stores and organizes information about a network users and network resources and that allows administrators to
manage users' access to the resources?

A. SMTP service
B. Terminal service
C. Directory service
D. DFS service

Answer: C

NEW QUESTION 216
......
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