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NEW QUESTION 1
An attacker is attempting to find the password to a network by inputting common words and phrases in plaintext to the password prompt. Which of the following
attack types BEST describes this action?

A. Pass-the-hash attack
B. Rainbow table attack
C. Brute-force attack

D. Dictionary attack

Answer: D

NEW QUESTION 2
A network technician is observing the behavior of an unmanaged switch when a new device is added to the network and transmits data. Which of the following
BEST describes how the switch processes this information?

A. The data is flooded out of every por

B. including the one on which it came in.

C. The data is flooded out of every port but only in the VLAN where it is located.
D. The data is flooded out of every port, except the one on which it came in

E. The data is flooded out of every port, excluding the VLAN where it is located

Answer: C

NEW QUESTION 3
A network technician needs to ensure outside users are unable to telnet into any of the servers at the datacenter. Which of the following ports should be blocked
when checking firewall configuration?

A. 22
B. 23
C. 80
D. 3389
E. 8080

Answer: B

NEW QUESTION 4
Which of the following would MOST likely be used to review previous upgrades to a system?

A. Business continuity plan

B. Change management

C. System life cycle

D. Standard operating procedures

Answer: B

NEW QUESTION 5
A corporation has a critical system that would cause unrecoverable damage to the brand if it was taken offline. Which of the following disaster recovery solutions
should the corporation implement?

A. Full backups
B. Load balancing
C. Hot site

D. Snapshots

Answer: C

NEW QUESTION 6

A technician is installing a new fiber connection toa network device in a datacenter. The connection from the device to the switch also traverses a patch panel
connection. The chain of connections is in the following order:

Device

LC/LC patch cable Patch panel

Cross-connect fiber cable Patch panel

LC/LC patch cable Switch

The connection is not working. The technician has changed both patch cables with known working patch cables. The device had been tested and was working
properly before being installed. Which of the following is the MOST likely cause of the issue?

A. TX/RX is reversed

B. An incorrect cable was used

C. The device failed during installation
D. Attenuation is occurring

Answer: A

NEW QUESTION 7
A technician isdeploying a new switch model and would like to add it to the existing network monitoring software. The technician wants to know what metrics can
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be gathered from a given switch. Which of the following should the technician utilize for the switch?

A. MIB

B. Trap

C. Syslog
D. Audit log

Answer: A

NEW QUESTION 8
A client recently added 100 users who are using VMs. All users have since reported slow or unresponsive desktops. Reports show minimal network congestion,
zero packet loss, and acceptable packet delay. Which of the following metrics will MOST accurately show the underlying performance issues? (Choose two.)

A. CPU usage
B. Memory

C. Temperature
D. Bandwidth
E. Latency

F. Jitter

Answer: AB

NEW QUESTION 9
An ARP request is broadcasted and sends the following request. "Who is 192.168.1.200? Tell 192.168.1.55"
At which of the following layers of the OSI model does this request operate?

A. Application
B. Data link
C. Transport
D. Network
E. Session

Answer: B

NEW QUESTION 10
A technician is troubleshooting a wireless connectivity issue in a small office located in a high-rise building. Several APs are mounted in this office. The users
report that the network connections frequently disconnect and reconnect throughout the day. Whichof the following is the MOST likely cause of this issue?

A. The AP association time is set too low
B. EIRP needs to be boosted

C. Channel overlap is occurring

D. The RSSI is misreported

Answer: B

NEW QUESTION 10
Which of thefollowing DNS records works as an alias to another record?

A. AAAA
B. CNAME
C. MX

D. SOA

Answer: B

NEW QUESTION 13
A technician is troubleshooting a workstation's network connectivity and wants to confirm which switchport corresponds to the wall jack the PC is using Which of
the following concepts would BEST help the technician?

A. Consistent labeling

B. Change management

C. Standard work instructions
D. Inventory management

E. Network baseline

Answer: A

NEW QUESTION 16

A technician is installing multiple UPS units in a major retail store. The technician is required to keep track of all changes to new and old equipment. Which of the
following will allow the technician to record these changes?

A. Asset tags

B. A smart locker

C. An access control vestibule

D. A camera

Answer: A
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NEW QUESTION 17
Within the realm of network security, Zero Trust:

A. prevents attackers from moving laterally through a system.

B. allows a server to communicate with outside networks without a firewall.
C. block malicious software that is too new to be found in virus definitions.
D. stops infected files from being downloaded via websites.

Answer: C

NEW QUESTION 19
A technician is searching for a device that is connected to the network and has the device’sphysical network address. Which of the following should the technician
review on the switch to locate the device’s network port?

A. IP route table
B. VLAN tag

C. MAC table
D. QoS tag

Answer: C

NEW QUESTION 21
A network is experiencing a number of CRC errors during normal network communication. At which of the following layers of the OSI model will the administrator
MOST likely start to troubleshoot?

A. Layer 1
B. Layer 2
C. Layer 3
D. Layer 4
E. Layer 5
F. Layer 6
G. Layer 7

Answer: B

NEW QUESTION 25
A company that uses VoIP telephones is experiencing intermittent issues with one-way audio and dropped conversations The manufacturer says the system will
work if ping times are less than 50ms. The company has recorded the following ping times:

Which of the following is MOST likely causing the issue?

A. Attenuation

B. Latency

C. VLAN mismatch
D. Jitter

Answer: A

NEW QUESTION 26
A networkengineer is investigating reports of poor network performance. Upon reviewing a device configuration, the engineer finds that duplex settings are
mismatched on both ends. Which of the following would be the MOST likely result of this finding?

A. IncreasedCRC errors

B. Increased giants and runts

C. Increased switching loops

D. Increased device temperature

Answer: A

NEW QUESTION 30
Which of the following service models would MOST likely be used toreplace on-premises servers with a cloud solution?

A. PaaS
B. laaS
C. SaaS
D. Disaster recovery as a Service (DRaaS)

Answer: B

NEW QUESTION 35

A technician wants to deploy a new wireless network that comprises 30 WAPs installed throughout a

three-story office building. All the APs will broadcast the sameSSID for client access. Which of the following BEST describes this deployment?
A. Extended service set

B. Basic service set
C. Unified service set
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D. Independent basic service set

Answer: A

NEW QUESTION 38
An IT organization needs to optimize speeds for globalcontent distribution and wants to reduce latency in high-density user locations. Which of the following
technologies BEST meets the organization’s requirements?

A. Load balancing

B. Geofencing

C. Public cloud

D. Content delivery network
E. Infrastructure as a service

Answer: D

NEW QUESTION 43
Access to a datacenter should be individually recorded by a card reader even when multiple employees enter the facility at the same time. Which of the following
allowsthe enforcement of this policy?

A. Motion detection

B. Access control vestibules
C. Smart lockers

D. Cameras

Answer: B

NEW QUESTION 45
A network administrator walks into a datacenter and notices an unknown person is following closely. The administrator stops and directs the person tothe security
desk. Which of the following attacks did the network administrator prevent?

A. Evil twin

B. Tailgating

C. Piggybacking

D. Shoulder surfing

Answer: B

NEW QUESTION 50
A fiber link connecting two campus networks is broken. Which of the following tools should an engineer use to detect the exact break point of thefiber link?

A. OTDR

B. Tone generator
C. Fusion splicer
D. Cable tester

E. POE injector

Answer: A

NEW QUESTION 53

Which of the following TCP ports is used by the Windows OS for file sharing?
A.53

B. 389

C. 445

D. 1433

Answer: C

NEW QUESTION 56

Given the following output:

Which of the following attacks is this MOST likely an example of?
A. ARP poisoning

B. VLAN hopping

C. Rogue access point

D. Amplified DoS

Answer: A

NEW QUESTION 61

A workstation is configured with the following network details:

Software on the workstation needs to send a query tothe local subnet broadcast address. To which of the following addresses should the software be configured to
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send the query?

A.10.1.2.0
B.10.1.2.1
C.10.1.2.23
D. 10.1.2.255
E. 10.1.2.31

Answer: E

NEW QUESTION 66
Which of the following factors should be considered when evaluating a firewall to protect a datacenter’s east-west traffic?

A. Replication traffic between an on-premises server and a remote backup facility
B. Traffic between VMs running on different hosts

C. Concurrent connections generated by Internet DDoS attacks

D. VPN traffic from remote offices to the datacenter’'s VMs

Answer: A

NEW QUESTION 70
A network field technician is installing and configuring a secure wireless network. The technician performs a site survey. Which of the following documents would
MOST likely be created as a result of the site survey?

A. Physical diagram
B. Heat map

C. Asset list

D. Device map

Answer: B

NEW QUESTION 73
Which of the following security devices would be BEST to use to provide mechanical access control to the MDF/IDF?

A. A smart card

B. A key fob

C. An employee badge
D. A door lock

Answer: B

NEW QUESTION 78

At which of the following OSI model layers would a technician find an IP header?
A. Layer 1

B. Layer 2

C. Layer 3

D. Layer 4

Answer: C

NEW QUESTION 81
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