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NEW QUESTION 1
Wireless users are reporting intermittent internet connectivity. Connectivity is restored when the users disconnect and reconnect, utilizing the web authentication
process each time. The network administrator can see the devices connected to the APs at all times. Which of the following steps will MOST likelydetermine the
cause of the issue?

A. Verify the session time-out configuration on the captive portal settings

B. Check for encryption protocol mismatch on the client’s wireless settings

C. Confirm that a valid passphrase is being used during the web authentication
D. Investigate for a client’s disassociation caused by an evil twin AP

Answer: A

NEW QUESTION 2
A local firm has hired a consulting company to clean up its IT infrastructure. The consulting company notices remote printing is accomplished by port forwarding via
publicly accessible IPs through the firm's firewall Which of the following would be the MOST appropriate way to enable secure remote printing?

A. SSH
B. VPN
C. Telnet
D. SSL

Answer: A

NEW QUESTION 3
Which of the following is used to track and document various types of known vulnerabilities?

A. CVE

B. Penetration testing
C. Zero-day

D. SIEM

E. Least privilege

Answer: A

NEW QUESTION 4
A network technician is installing new software on a Windows-based server in a different geographical location. Which of the following would be BEST for the
technician to use to perform this task?

A. RDP
B. SSH
C.FTP
D. DNS

Answer: A

NEW QUESTION 5
A corporation has a critical system that would cause unrecoverable damage to the brand if it was taken offline. Which of the following disaster recovery solutions
should the corporation implement?

A. Full backups
B. Load balancing
C. Hot site

D. Snapshots

Answer: C

NEW QUESTION 6
An engineer is configuring redundant network links between switches. Which of thefollowing should the engineer enable to prevent network stability issues?

A. 802.1Q

B. STP

C. Flow control
D. CSMA/CD

Answer: B

NEW QUESTION 7

A network technician is investigating an issue with a desktop that is not connecting to the network. The desktop was connecting successfully the previous day, and
no changes were made to the environment. The technician locates the switchport where the device is connected and observes the LED status light on the
switchport is not lit even though the desktop is turned on Other devices that arc plugged into the switch are connecting to the network successfully Which of the
following is MOST likely the cause of the desktop not connecting?

A. Transceiver mismatch

B. VLAN mismatch
C. Port security
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D. Damaged cable
E. Duplex mismatch

Answer: C

NEW QUESTION 8

A network device is configured to send critical events to a syslog server; however, the following alerts are not being received:
Severity 5 LINK-UPDOWN: Interface 1/1, changed state to down Severity S5LINK-UPDOWN: Interface 1/3, changed state to down
Which of the following describes the reason why the events are not being received?

A. The network device is not configured to log that level to the syslog server

B. The network device was down and could not send the event

C. The syslog server is not compatible with the network device

D. The syslog server did not have the correct MIB loaded to receive the message

Answer: A

NEW QUESTION 9
A client recently added 100 users who are using VMs. All users have since reported slow or unresponsive desktops. Reports show minimal network congestion,
zero packet loss, and acceptable packet delay. Which of the following metrics will MOST accurately show the underlying performance issues? (Choose two.)

A. CPU usage
B. Memory

C. Temperature
D. Bandwidth
E. Latency

F. Jitter

Answer: AB

NEW QUESTION 10
An organization with one core and five distribution switches is transitioning from a star to a full-mesh topology Which of the following is the number of additional
network connections needed?

0

.5
.7
.1
.15

o0 w>

Answer: A

NEW QUESTION 10
A company wants to implement a large number of WAPs throughout its building and allow users to be able to move around the building without dropping their
connections Which of the following pieces of equipment would be able to handle this requirement?

A. A VPN concentrator
B. A load balancer

C. A wireless controller
D. A RADIUS server

Answer: A

NEW QUESTION 14
Which of the following systems would MOST likely be found in ascreened subnet?

A. RADIUS
B. FTP

C. SQL

D. LDAP

Answer: B

NEW QUESTION 18

A small, family-run business uses a single SOHO router to provide Internet and WiFi to its employees At the start of a new week, employees come in and find their
usual WiFi network is no longer available, and there is a new wireless network to which they cannot connect. Given that information, which of the following should
have been done to avoid this situation’

A. The device firmware should have been kept current.

B. Unsecure protocols should have been disabled.

C. Parental controls should have been enabled

D. The default credentials should have been changed

Answer: A

NEW QUESTION 20
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Which of the following routing protocols is used to exchange routeinformation between public autonomous systems?

A. OSPF
B. BGP
C. EGRIP
D. RIP

Answer: B

NEW QUESTION 22
A network administrator discovers that users in an adjacent building areconnecting to the company’s guest wireless network to download inappropriate material.
Which of the following can the administrator do to MOST easily mitigate this issue?

A. Reduce the wireless power levels
B. Adjust the wireless channels

C. Enablewireless client isolation

D. Enable wireless port security

Answer: A

NEW QUESTION 26
Which of the following is a system that is installed directly on a server's hardware and abstracts the hardware from any guest machines?

A. Storage array

B. Type 1 hypervisor
C. Virtual machine
D. Guest QS

Answer: A

NEW QUESTION 31
A network engineer is investigating reports of poor network performance. Upon reviewing a report, the engineer finds that jitter at the office is greater than 10ms on
the only WANconnection available. Which of the following would be MOST affected by this statistic?

A. A VoIP sales call with a customer

B. An in-office video call with a coworker
C. Routing table from the ISP

D. Firewall CPU processing time

Answer: A

NEW QUESTION 35
Which of the following technologies allows traffic to be sent through two different ISPs to increase performance?

A. Fault tolerance
B. Quality of service
C. Load balancing
D. Port aggregation

Answer: A

NEW QUESTION 39
A website administrator is concerned the company’s static website could be defaced by hacktivists or used as a pivot point to attack internal systems. Which of the
following should a network security administrator recommend to assist with detecting these activities?

A. Implement file integrity monitoring.
B. Change the default credentials.

C. Use SSL encryption.

D. Update the web-server software.

Answer: C

NEW QUESTION 41
Atechnician is installing a high-density wireless network and wants to use an available frequency that supports the maximum number of channels to reduce
interference. Which of the following standard 802.11 frequency ranges should the technician look for while reviewing WAP specifications?

A. 2.4GHz
B. 5GHz
C.6GHz
D. 900MHz

Answer: B

NEW QUESTION 43
Branch users are experiencing issues with videoconferencing. Which of the following will the company MOST likely configure to improveperformance for these
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applications?

A. Link Aggregation Control Protocol
B. Dynamic routing

C. Quality of service

D. Network load balancer

E. Static IP addresses

Answer: C

NEW QUESTION 46
A user recently made changes to a PC that caused it to be unable to access websites by both FQDN and IP Local resources, such as the file server remain
accessible. Which of the following settings did the user MOST likely misconfigure?

A. Static IP

B. Default gateway
C. DNS entries

D. Local host file

Answer: B

NEW QUESTION 50
The management team needs to ensure unnecessary modifications to the corporate network are not permitted and version control is maintained. Which of the
following documents would BEST support this?

A. An incident response plan
B. A business continuity plan
C. Achange management policy
D. An acceptable use policy

Answer: C

NEW QUESTION 54
A network administrator walks into a datacenter and notices an unknown person is following closely. The administrator stops and directs the person tothe security
desk. Which of the following attacks did the network administrator prevent?

A. Evil twin

B. Tailgating

C. Piggybacking

D. Shoulder surfing

Answer: B

NEW QUESTION 57
A network administrator is downloading a large patch that will be uploaded to several enterprise switches simultaneously during the day's upgrade cycle. Which of
the following should the administrator do to help ensure the upgrade process will be less likely to cause problems with the switches?

A. Confirm the patch's MD5 hash prior to the upgrade

B. Schedule the switches to reboot after an appropriate amount of time.
C. Download each switch's current configuration before the upgrade

D. Utilize FTP rather than TFTP to upload the patch

Answer: C

NEW QUESTION 62
A fiber link connecting two campus networks is broken. Which of the following tools should an engineer use to detect the exact break point of thefiber link?

A. OTDR

B. Tone generator
C. Fusion splicer
D. Cable tester

E. PoE injector

Answer: A

NEW QUESTION 67

A network administrator is implementing OSPF on all of a company’s network devices. Which of the following will MOST likely replace all the company’s hubs?
A. A Layer 3 switch

B. A proxy server

C. ANGFW

D. A WLAN controller

Answer: A

NEW QUESTION 69
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Which of the following can be used to centrally manage credentials for various types of administrative privileges on configured network devices?

A. SSO

B. TACACS+

C. Zero Trust

D. Separation of duties

E. Multifactor authentication

Answer: B

NEW QUESTION 74

A technician is troubleshooting a previously encountered issue. Which of the following should the technician reference to find what solution was implemented to
resolve the issue?

A. Standard operating procedures

B. Configuration baseline documents

C. Work instructions

D. Change management documentation

Answer: A

NEW QUESTION 78
A workstation is configured with the following network details:

Software on the workstation needs to send a query tothe local subnet broadcast address. To which of the following addresses should the software be configured to
send the query?

A.10.1.2.0
B.10.1.2.1
C.10.1.2.23
D. 10.1.2.255
E.10.1.2.31

Answer: E

NEW QUESTION 81
Which of the following factors should be considered when evaluating a firewall to protect a datacenter’s east-west traffic?

A. Replication traffic between an on-premises server and a remote backup facility
B. Traffic between VMs running on different hosts

C. Concurrent connections generated by Internet DDoS attacks

D. VPN traffic from remote offices to the datacenter's VMs

Answer: A

NEW QUESTION 85

Which of the following ports is commonly used byVolP phones?
A. 20

B. 143

C. 445

D. 5060

Answer: D
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NEW QUESTION 86
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