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NEW QUESTION 1
A network technician needs to correlate security events to analyze a suspected intrusion Which of the following should the technician use?

A. SNMP

B. Log review

C. Vulnerability scanning
D. SIEM

Answer: D

NEW QUESTION 2
A local firm has hired a consulting company to clean up its IT infrastructure. The consulting company notices remote printing is accomplished by port forwarding via
publicly accessible IPs through the firm's firewall Which of the following would be the MOST appropriate way to enable secure remote printing?

A. SSH
B. VPN
C. Telnet
D. SSL

Answer: A

NEW QUESTION 3
A company hired a technician to find all the devices connected within a network. Which of the following software tools would BEST assist the technician in
completing this task?

A. IP scanner

B. Terminal emulator
C. NetFlow analyzer
D. Port scanner

Answer: A

NEW QUESTION 4
A network technician has multimode fiber optic cable available in an existing IDF. Which of the following Ethernet standards should the technician use to connect
the network switch to the existing fiber?

A. 10GBaseT
B. 1000BaseT
C. 1000BaseSX
D. 1000BaselLX

Answer: A

NEW QUESTION 5

A network technician was troubleshooting an issue for a user who was being directed to cloned websites that were stealing credentials. The URLs were correct for
the websites but an incorrect IP address was revealed when the technician used ping on the user's PC After checking the is setting, the technician found the DNS
server address was incorrect Which of the following describes the issue?

A. Rogue DHCP server
B. Misconfigured HSRP
C. DNS poisoning

D. Exhausted IP scope

Answer: D

NEW QUESTION 6
Which of the following is used to track and document various types of known vulnerabilities?

A. CVE

B. Penetration testing
C. Zero-day

D. SIEM

E. Least privilege

Answer: A

NEW QUESTION 7
A network technician is installing new software on a Windows-based server in a different geographical location. Which of the following would be BEST for the
technician to use to perform this task?

A. RDP
B. SSH
C.FTP
D. DNS
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Answer: A

NEW QUESTION 8
A corporation has a critical system that would cause unrecoverable damage to the brand if it was taken offline. Which of the following disaster recovery solutions
should the corporation implement?

A. Full backups
B. Load balancing
C. Hot site

D. Snapshots

Answer: C

NEW QUESTION 9
An engineer notices some late collisions on a half-duplex link. The engineer verifies that the devices on both ends of the connection are configured for half duplex.
Which of the following is the MOST likely cause of this issue?

A. The link is improperly terminated

B. One of the devices is misconfigured

C. The cable length is excessive

D. One of the devices has a hardware issue

Answer: C

NEW QUESTION 10

A network technician is investigating an issue with a desktop that is not connecting to the network. The desktop was connecting successfully the previous day, and
no changes were made to the environment. The technician locates the switchport where the device is connected and observes the LED status light on the
switchport is not lit even though the desktop is turned on Other devices that arc plugged into the switch are connecting to the network successfully Which of the
following is MOST likely the cause of the desktop not connecting?

A. Transceiver mismatch
B. VLAN mismatch

C. Port security

D. Damaged cable

E. Duplex mismatch

Answer: C

NEW QUESTION 10
Which of the following BEST describes a network appliance that warns of unapproved devices that are accessing the network?

A. Firewall

B. AP

C. Proxyserver
D. IDS

Answer: D

NEW QUESTION 14
A technician isdeploying a new switch model and would like to add it to the existing network monitoring software. The technician wants to know what metrics can
be gathered from a given switch. Which of the following should the technician utilize for the switch?

A. MIB

B. Trap

C. Syslog
D. Audit log

Answer: A

NEW QUESTION 16
An organization with one core and five distribution switches is transitioning from a star to a full-mesh topology Which of the following is the number of additional
network connections needed?

0

.5
.7
1
.15

o0 w>

Answer: A

NEW QUESTION 21
A technician is assisting a user who cannot connect to a network resource. The technician first checks for a link light. According to troubleshooting methodology,
this is an example of:

A. using a bottom-to-top approach.
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B. establishing a plan of action.
C. documenting a finding.
D. questioning the obvious.

Answer: D

NEW QUESTION 25
An IDS was installed behind the edge firewall after a network was breached. The network was then breached again even though the IDS logged the attack. Which
of the following should be used in place of these devices to prevent future attacks?

A. A network tap

B. A proxy server

C. AUTM appliance
D. A content filter

Answer: C

NEW QUESTION 30

A lab environment hosts Internet-facing web servers and other experimental machines, which technicians use for various tasks A technician installs software on
one of the web servers to allow communication to the company's file server, but it is unable to connect to it Other machines in the building are able to retrieve files
from the file server. Which of the following is the MOST likely reason the web server cannot retrieve the files, and what should be done to resolve the problem?

A. The lab environment's IDS is blocking the network traffic 1 he technician can whitelist the new application in the IDS

B. The lab environment is located in the DM2, and traffic to the LAN zone is denied by defaul

C. The technician can move the computer to another zone or request an exception from theadministrator.

D. The lab environment has lost connectivity to the company router, and the switch needs to be rebooted.The technician can get the key to the wiring closet and
manually restart the switch

E. The lab environment is currently set up with hubs instead of switches, and the requests are getting bounced back The technician can submit a request for
upgraded equipment tomanagement.

Answer: B

NEW QUESTION 31
A company wants to implement a large number of WAPs throughout its building and allow users to be able to move around the building without dropping their
connections Which of the following pieces of equipment would be able to handle this requirement?

A. A VPN concentrator
B. A load balancer

C. A wireless controller
D. A RADIUS server

Answer: A

NEW QUESTION 32
A technician is writing documentation regarding a company’s server farm. The technician needs to confirm the server name for all Linux servers. Which of the
following commands should the technician run?

A. ipconfig
B. nslookup
C.arp

D. route

Answer: B

NEW QUESTION 35
A technician is troubleshooting a wireless connectivity issue in a small office located in a high-rise building. Several APs are mounted in this office. The users
report that the network connections frequently disconnect and reconnect throughout the day. Whichof the following is the MOST likely cause of this issue?

A. The AP association time is set too low
B. EIRP needs to be boosted

C. Channel overlap is occurring

D. The RSSI is misreported

Answer: B

NEW QUESTION 40

Which of the following transceiver types can support up to 40Gbps?
A. SFP+

B. QSFP+

C. QSFP

D. SFP

Answer: B

NEW QUESTION 41
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There are two managed legacy switches running that cannot be replaced or upgraded. These switches do not support cryptographic functions, but they are
password protected. Which of the following should a network administrator configure to BEST prevent unauthorized access?

A. Enable a management access list

B. Disable access to unnecessary services.
C. Configure a stronger password for access
D. Disable access to remote management
E. Use an out-of-band access method.

Answer: A

NEW QUESTION 44

A technician receives feedback that some users are experiencing high amounts of jitter while using the wireless network. While troubleshooting the network, the
technician uses the ping command with the IP address of the default gateway and verifies large variations in latency. The technician thinks the issue may be
interference from other networks and non-802.11 devices. Which of the following tools should the technician use to troubleshoot the issue?

A. NetFlow analyzer
B. Bandwidth analyzer
C. Protocol analyzer
D. Spectrum analyzer

Answer: D

NEW QUESTION 46

A city has hired a new employee who needs to be able to work when traveling at home and at the municipal sourcing of a neighboring city that snares services.
The employee is issued a laptop, and a technician needs to train the employee on the appropriate solutions for secure access to the network from all the possible
locations On which of the following solutions would the technician MOST likely train the employee?

A. Site-to-site VPNs between the two city locations and client-to-site software on the employee's laptop tor all other remote access

B. Client-to-site VPNs between the travel locations and site-to-site software on the employee's laptop for all other remote access

C. Client-to-site VPNs between the two city locations and site-to-site software on the employee's laptop for all other remote access

D. Site-to-site VPNs between the home and city locations and site-to-site software on the employee's laptop for all other remote access

Answer: A

NEW QUESTION 51
Which of thefollowing DNS records works as an alias to another record?

A. AAAA
B. CNAME
C. MX

D. SOA

Answer: B

NEW QUESTION 56
A technician is searching for a device that is connected to the network and has the device’sphysical network address. Which of the following should the technician
review on the switch to locate the device’s network port?

A. IP route table
B. VLAN tag

C. MAC table
D. QoS tag

Answer: C

NEW QUESTION 57
A network administrator discovers that users in an adjacent building areconnecting to the company’s guest wireless network to download inappropriate material.
Which of the following can the administrator do to MOST easily mitigate this issue?

A. Reduce the wireless power levels
B. Adjust the wireless channels

C. Enablewireless client isolation

D. Enable wireless port security

Answer: A

NEW QUESTION 59

A network administrator is setting up several IoT devices on a new VLAN and wants to accomplish the following
* 1. Reduce manual configuration on each system

* 2. Assign a specific IP address to each system

* 3. Allow devices to move to different switchports on the same VLAN

Which of the following should the network administrator do to accomplish these requirements?

A. Set up a reservation for each device

B. Configure a static IP on each device
C. Implement private VLANS for each device
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D. Use DHCP exclusions to address each device

Answer: C

NEW QUESTION 60
Which of the following is used to prioritize Internet usage per application and per user on the network?

A. Bandwidth management
B. Load balance routing

C. Border Gateway Protocol
D. Administrative distance

Answer: A

NEW QUESTION 64
A Chief Information Officer (CIO) wants to improve the availability of a company's SQL database Which of the following technologies should be utilized to achieve
maximum availability?

A. Clustering

B. Port aggregation
C. NIC teaming

D. Snapshots

Answer: C

NEW QUESTION 65
A network technician is reviewing an upcoming project's requirements to implement laaS. Which of the following should the technician consider?

A. Software installation processes
B. Type of database to be installed
C. Operating system maintenance
D. Server hardware requirements

Answer: D

NEW QUESTION 67
An organization wants to implement a method of centrally managing logins to network services. Which of the following protocols should the organization use to
allow for authentication, authorization and auditing?

A. MS-CHAP
B. RADIUS
C. LDAPS
D. RSTP

Answer: A

NEW QUESTION 69
Which of the following is a system that is installed directly on a server's hardware and abstracts the hardware from any guest machines?

A. Storage array

B. Type 1 hypervisor
C. Virtual machine
D. Guest QS

Answer: A
NEW QUESTION 73

Several WIFI users are reporting the inability to connect to the network. WLAN users on the guest network are able to access all network resources without any
performance issues. The following table summarizes the findings after a site survey of the area in question:

Location AP 1 AP 2 AP 3 AP 4

SSID Corp1 Corp1 Corp1/Guest Corp1/Guest
Channel 2 1 o) 11

RSSI -31dBm -8§2dBm -44dBm -41dBm
Antenna type Omni Omni Directional Directional

Which of the following should a wireless technician do NEXT to troubleshoot this issue?
A. Reconfigure the channels to reduce overlap

B. Replace the omni antennas with directional antennas

C. Update the SSIDs on all the APs

D. Decrease power in AP 3 and AP 4

Answer: A
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NEW QUESTION 75

You are tasked with verifying the following requirements are met in order to ensure network security. Requirements:

Datacenter

Ensure network is subnetted to allow all devices to communicate properly whileminimizing address space usage
Provide a dedicated server to resolve IP addresses and hostnames correctly and handle port 53 traffic Building A
Ensure network is subnetted to allow all devices to communicate properly while minimizing address space usage
Provide devices to support 5 additional different office users Add an additional mobile user
Replace the Telnet server with a more secure solution Screened subnet
Ensure network is subnetted to allow all devices to communicate properly while minimizing address space usage
Provide a server to handle external 80/443 traffic Provide a server to handle port 20/21 traffic INSTRUCTIONS
Drag and drop objects onto the appropriate locations. Objects can be used multiple times and not all placeholders need to be filled.
Available objects are located in both the Servers and Devices tabs of the Drag & Drop menu.
If at any time you would like to bring back the initial state of the simulation, please click the Reset All button.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

Top left subnet — 206.208.134.0/28
Top right subnet — 10.72.63.0/28 Bottom subnet — 192.168.11.0/28

Screened Subnet devices — Web server, FTP server

[10.72630/28

10.72.632.0/25
10.72.63.0/16
192.168,11.0/28
192.168.117.0/24
172 10.320/28
172.16.32.0/23
206.208.134.0/24
206.208.134.0/28
206.208.134.0/30

Building A devices — SSH server top left, workstations on all 5 on the right, laptop on bottom left DataCenter devices — DNS server.

NEW QUESTION 80

Which of the following protocol types describes secure communication on port 4437

A. ICMP
B. UDP
C.TCP
D.IP

Answer: C

NEW QUESTION 83

Which of the following technologies allows traffic to be sent through two different ISPs to increase performance?

A. Fault tolerance
B. Quality of service
C. Load balancing
D. Port aggregation

Answer: A

NEW QUESTION 86
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A company that uses VoIP telephones is experiencing intermittent issues with one-way audio and dropped conversations The manufacturer says the system will
work if ping times are less than 50ms. The company has recorded the following ping times:

[10ms [10ms [10ms [100ms[70ms [Sms [5ms [80ms [100ms[sms [5ms

Which of the following is MOST likely causing the issue?

A. Attenuation

B. Latency

C. VLAN mismatch
D. Jitter

Answer: A

NEW QUESTION 91
A new cabling certification is being requested every time a network technician rebuilds one end of a Cat 6 (vendor-certified)cable to create a crossover connection
that is used to connect switches. Which of the following would address this issue by allowing the use of the original cable?

A. CSMA/CD
B. LACP
C. PoE+
D. MDIX

Answer: D

NEW QUESTION 92
Atechnician is installing a high-density wireless network and wants to use an available frequency that supports the maximum number of channels to reduce
interference. Which of the following standard 802.11 frequency ranges should the technician look for while reviewing WAP specifications?

A. 2.4GHz
B. 5GHz
C. 6GHz
D. 900MHz

Answer: B

NEW QUESTION 97
A networkengineer is investigating reports of poor network performance. Upon reviewing a device configuration, the engineer finds that duplex settings are
mismatched on both ends. Which of the following would be the MOST likely result of this finding?

A. IncreasedCRC errors

B. Increased giants and runts

C. Increased switching loops

D. Increased device temperature

Answer: A

NEW QUESTION 102

A company built a new building at its headquarters location. The new building is connected to the company’s LAN via fiber-optic cable. Multiple users in the new
building are unable to access the company’s intranet site via their web browser, but they are able to access internet sites. Which of the following describes how
the network administrator can resolve this issue?

A. Correct the DNS server entries in the DHCP scope
B. Correct the external firewall gateway address

C. Correct the NTP server settings on the clients

D. Correct a TFTP Issue on the company’s server

Answer: A

NEW QUESTION 105
A user recently made changes to a PC that caused it to be unable to access websites by both FQDN and IP Local resources, such as the file server remain
accessible. Which of the following settings did the user MOST likely misconfigure?

A. Static IP

B. Default gateway
C. DNS entries

D. Local host file

Answer: B

NEW QUESTION 109
Given thefollowing information:

Protocol | Local address Foreign address State

. - - - - e e b e T - 5 4 5
TCPE 127.0.0.1:5 S | Desktop-Open:57780 | Established
TCP 127.0.0,1:57780 | Desktop-Open:57779 | Established
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Which of the following command-line tools would generate this output?

A. netstat
B. arp
C. dig
D. tracert

Answer: A

NEW QUESTION 112
Which of the following service models would MOST likely be used toreplace on-premises servers with a cloud solution?

A. PaaS
B. laaS
C. SaaS
D. Disaster recovery as a Service (DRaaS)

Answer: B

NEW QUESTION 113
A user tries to ping 192.168.1.100 from the command prompt on the 192.168.2.101 network but gets the following response: U.U.U.U. Which of the following
needs to be configured for these networks to reach each other?

A. Network address translation
B. Default gateway

C. Loopback

D. Routing protocol

Answer: B

NEW QUESTION 116
The management team needs to ensure unnecessary modifications to the corporate network are not permitted and version control is maintained. Which of the
following documents would BEST support this?

A. An incident response plan
B. A business continuity plan
C. Achange management policy
D. An acceptable use policy

Answer: C

NEW QUESTION 121
Which of the following is the LARGEST MTU for a standard Ethernet frame?

A. 1452
B. 1492
C. 1500
D. 2304

Answer: C

NEW QUESTION 125
A technician is configuring a network switch to be used in a publicly accessible location. Which of the
following should the technician configure on the switchto prevent unintended connections?

A. DHCP snooping
B. Geofencing

C. Port security

D. Secure SNMP

Answer: C

NEW QUESTION 127

An IT organization needs to optimize speeds for globalcontent distribution and wants to reduce latency in high-density user locations. Which of the following
technologies BEST meets the organization’s requirements?

A. Load balancing

B. Geofencing

C. Public cloud

D. Content delivery network

E. Infrastructure as a service

Answer: D

NEW QUESTION 128
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Access to a datacenter should be individually recorded by a card reader even when multiple employees enter the facility at the same time. Which of the following
allowsthe enforcement of this policy?

A. Motion detection

B. Access control vestibules
C. Smart lockers

D. Cameras

Answer: B

NEW QUESTION 133
Anetwork administrator is configuring a load balancer for two systems. Which of the following must the administrator configure to ensure connectivity during a
failover?

A.VIP

B. NAT

C. APIPA

D. IPv6 tunneling
E. Broadcast IP

Answer: A

NEW QUESTION 134
A fiber link connecting two campus networks is broken. Which of the following tools should an engineer use to detect the exact break point of thefiber link?

A. OTDR

B. Tone generator
C. Fusion splicer
D. Cable tester

E. PoE injector

Answer: A

NEW QUESTION 139
A network administrator needs to query the NSs for a remote application. Which of the following commands would BEST help the administrator accomplish this
task?

A. dig

B. arp

C. show interface
D. hostname

Answer: A

NEW QUESTION 142
Which of the following TCP ports is used by the Windows OS for file sharing?

A. 53
B. 389
C. 445
D. 1433

Answer: C

NEW QUESTION 144
Given the following output:

152.1€8.22.100 pO=13=0d=0D=cE=-23

Which of the following attacks is this MOST likely an example of?

A. ARP poisoning
B. VLAN hopping
C. Rogue access point
D. Amplified DoS

Answer: A

NEW QUESTION 146

A network administrator is implementing OSPF on all of a company’s network devices. Which of the following will MOST likely replace all the company’s hubs?
A. A Layer 3 switch

B. A proxy server
C. ANGFW
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D. A WLAN controller

Answer: A

NEW QUESTION 149

A workstation is configured with the following network details:

IP address

Subnet mask

Default gateway

10.1.2.23

10.1.2.0/27

10:1.2.1

Software on the workstation needs to send a query tothe local subnet broadcast address. To which of the following addresses should the software be configured to

send the query?

A.10.1.2.0
B.10.1.2.1
C.10.1.2.23
D. 10.1.2.255
E.10.1.2.31

Answer: E

NEW QUESTION 151

A user reports being unable to access network resources after making some changes in the office. Which of the following should a network technician do FIRST?

A. Check the system’s IP address

B. Do a ping test against the servers

C. Reseat the cables into the back of the PC

D. Ask what changes were made

Answer: D

NEW QUESTION 152

Which of the following factors should be considered when evaluating a firewall to protect a datacenter’s east-west traffic?

A. Replication traffic between an on-premises server and a remote backup facility
B. Traffic between VMs running on different hosts

C. Concurrent connections generated by Internet DDoS attacks
D. VPN traffic from remote offices to the datacenter's VMs

Answer: A

NEW QUESTION 153

A network engineer is designing a new secure wireless network. The engineer has been given the following requirements:
* 1 Must not use plaintext passwords

* 2 Must be certificate based
* 3. Must be vendor neutral

Which of the following methods should the engineer select?

A. TWP-RC4
B. CCMP-AES
C. EAP-TLS
D. WPA2

Answer: C

NEW QUESTION 155

A technician needs to configure a Linux computer for network monitoring. The technician has the following information:

Linux computer details:

Interface IP address MAC address

eth( 10.1.2.24 Al:B2:C3:F4-E5:D6
Switch mirror port details:

Interface IP address MAC address

ethl 10123 Al:B2:C3:D4:E5:F6

After connecting the Linux computer to the mirror port on the switch, which of the following commands should the technician run on the Linux computer?

A. ifconfig ecthO promisc
B. ifconfig eth1 up
C. ifconfig eth0 10.1.2.3

D. ifconfig ethl hw ether A1:B2:C3:D4:E5:F6

Answer: A

NEW QUESTION 158
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A systems administrator needs to improve WiFi performance in a densely populated office tower and use the latest standard. There is a mix of devices that use 2.4
GHz and 5 GHz. Which of the followingshould the systems administrator select to meet this requirement?

A. 802.11ac
B. 802.11ax
C.802.11g
D. 802.11n

Answer: B

NEW QUESTION 161
Which of the following security devices would be BEST to use to provide mechanical access control to the MDF/IDF?

A. A smart card

B. A key fob

C. An employee badge
D. A door lock

Answer: B

NEW QUESTION 166
At which of the following OSI model layers would a technician find an IP header?

A. Layer 1
B. Layer 2
C. Layer 3
D. Layer 4

Answer: C

NEW QUESTION 171
Which of the following policies is MOST commonly used for guest captive portals?

A. AUP
B. DLP
C.BYOD
D. NDA

Answer: A

NEW QUESTION 176
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