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NEW QUESTION 1
A second set of traffic selectors is negotiated between two peers using IKEv2. Which IKEv2 packet will contain details of the exchange?

A. IKEv2 IKE_SA_INIT

B. IKEv2 INFORMATIONAL

C. IKEv2 CREATE_CHILD_SA
D. IKEv2 IKE_AUTH

Answer: B

NEW QUESTION 2
Refer to the exhibit.

The DMVPN tunnel is dropping randomly and no tunnel protection is configured. Which spoke configuration mitigates tunnel drops?
A

Answer: D

NEW QUESTION 3
Which two parameters help to map a VPN session to a tunnel group without using the tunnel-group list? (Choose two.)

A. group-alias

B. certificate map

C. optimal gateway selection
D. group-url

E. AnyConnect client version

Answer: BD

NEW QUESTION 4

Which method dynamically installs the network routes for remote tunnel endpoints?

A. policy-based routing

B. CEF

C. reverse route injection

D. route filtering

Answer: C

Explanation:

Reference: https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_vpnav/configuration/12-4t/sec-vpn-availability-12-4t-book/sec-rev-rte-inject.html
NEW QUESTION 5

Which command identifies a Cisco AnyConnect profile that was uploaded to the flash of an 10S router?
A. svc import profile SSL_profile flash:simos-profile.xml

B. anyconnect profile SSL_profile flash:simos-profile.xml

C. crypto vpn anyconnect profile SSL_profile flash:simos-profile.xml

D. webvpn import profile SSL_ profile flash:simos-profile.xml

Answer: C

Explanation:

Reference: https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/200533-AnyConnect-Configure-Basic-SSLVPN-for-l.html

NEW QUESTION 6
Refer to the exhibit.
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Which value must be configured in the User Group field when the Cisco AnyConnect Profile is created to connect to an ASA headend with IPsec as the primary
protocol?

A. address-pool
B. group-alias

C. group-policy
D. tunnel-group

Answer: D

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect41l/administration/guide/b_AnyConnect_Administrator_Guide_4-1/co
nfigure-vpn.html

NEW QUESTION 7
Which configuration construct must be used in a FlexVPN tunnel?

A. EAP configuration

B. multipoint GRE tunnel interface
C. IKEv1 policy

D. IKEV2 profile

Answer: D

NEW QUESTION 8
Cisco AnyConnect Secure Mobility Client has been configured to use IKEv2 for one group of users and SSL for another group. When the administrator configures
a new AnyConnect release on the Cisco ASA, the IKEv2 users cannot download it automatically when they connect. What might be the problem?

A. The XML profile is not configured correctly for the affected users.

B. The new client image does not use the same major release as the current one.
C. Client services are not enabled.

D. Client software updates are not supported with IKEv2.

Answer: C

NEW QUESTION 9

Under which section must a bookmark or URL list be configured on a Cisco ASA to be available for clientless SSLVPN users?
A. tunnel-group (general-attributes)

B. tunnel-group (webvpn-attributes)

C. webvpn (group-policy)

D. webvpn (global configuration)

Answer: D

NEW QUESTION 10

Refer to the exhibit.

Based on the exhibit, why are users unable to access CCNP Webserver bookmark?

A. The URL is being blocked by a WebACL.

B. The ASA cannot resolve the URL.

C. The bookmark has been disabled.

D. The user cannot access the URL.

Answer: C

NEW QUESTION 10

Which feature allows the ASA to handle nonstandard applications and web resources so that they display correctly over a clientless SSL VPN connection?
A. single sign-on

B. Smart Tunnel

C. WebType ACL

D. plug-ins

Answer: B

Explanation:

Reference: https://www.cisco.com/c/en/us/td/docs/security/asa/asa90/configuration/guide/asa_90 cli_config/vpn_clientless_ssl.html#29951
NEW QUESTION 12

Refer to the exhibit.

Which two commands under the tunnel-group webvpn-attributes result in a Cisco AnyConnect user receiving the AnyConnect prompt in the exhibit? (Choose two.)

A. group-url https://172.16.31.10/General enable
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B. group-policy General internal
C. authentication aaa

D. authentication certificate

E. group-alias General enable

Answer: BE

NEW QUESTION 13
Which IKE identity does an 10S/I0S-XE headend expect to receive if an IPsec Cisco AnyConnect client uses default settings?

. *$SecureMobilityClient$*

. *$AnyConnectClient$*

. *$RemoteAccessVpnClient$*
. *$Dfltlkeldentity S*

o0 w>

Answer: B

Explanation:
Reference: https://www.cisco.com/c/en/us/support/docs/security/flexvpn/200555-FlexVPN-AnyConnect-IKEv2-Remote-Access.html

NEW QUESTION 15
Refer to the exhibit.

An engineer is troubleshooting a new GRE over IPsec tunnel. The tunnel is established but the engineer cannot ping from spoke 1 to spoke 2. Which type of traffic
is being blocked?

A. ESP packets from spoke2 to spokel
B. ISAKMP packets from spoke2 to spokel
C. ESP packets from spokel to spoke2
D. ISAKMP packets from spokel to spoke2

Answer: A

NEW QUESTION 17
In a FlexVPN deployment, the spokes successfully connect to the hub, but spoke-to-spoke tunnels do not form. Which troubleshooting step solves the issue?

A. Verify the spoke configuration to check if the NHRP redirect is enabled.

B. Verify that the spoke receives redirect messages and sends resolution requests.
C. Verify the hub configuration to check if the NHRP shortcut is enabled.

D. Verify that the tunnel interface is contained within a VRF.

Answer: B

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_dmvpn/configuration/15-mt/sec-conn-dmvpn-15-mt-book/sec-conn-dmvpn-summ-
maps.pdf

NEW QUESTION 18
An engineer is troubleshooting a new DMVPN setup on a Cisco IOS router. After the show crypto isakmp sa command is issued, a response is returned of
"MM_NO_STATE." Why does this failure occur?

A. The ISAKMP policy priority values are invalid.

B. ESP traffic is being dropped.

C. The Phase 1 policy does not match on both devices.

D. Tunnel protection is not applied to the DMVPN tunnel.
Answer: B

NEW QUESTION 19

Refer to the exhibit.

A site-to-site tunnel between two sites is not coming up. Based on the debugs, what is the cause of this issue?
A. An authentication failure occurs on the remote peer.

B. A certificate fragmentation issue occurs between both sides.
C. UDP 4500 traffic from the peer does not reach the router.

D. An authentication failure occurs on the router.

Answer: C

NEW QUESTION 20

Refer to the exhibit.

Client 1 cannot communicate with client 2. Both clients are using Cisco AnyConnect and have established a successful SSL VPN connection to the hub ASA.
Which command on the ASA is missing?
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A. dns-server value 10.1.1.2
B. same-security-traffic permit intra-interface
C. same-security-traffic permit inter-interface
D. dns-server value 10.1.1.3

Answer: B

NEW QUESTION 25

Refer to the exhibit.

An SSL client is connecting to an ASA headend. The session fails with the message “Connection attempt has timed out. Please verify Internet connectivity.”
Based on how the packet is processed, which phase is causing the failure?

A. phase 9: rpf-check

B. phase 5: NAT

C. phase 4. ACCESS-LIST
D. phase 3: UN-NAT

Answer: D

NEW QUESTION 29
What are two functions of ECDH and ECDSA? (Choose two.)

A. nonrepudiation
B. revocation

C. digital signature
D. key exchange
E. encryption

Answer: CD

Explanation:
Reference: https://tools.cisco.com/security/center/resources/next_generation_cryptography

NEW QUESTION 31
Which two remote access VPN solutions support SSL? (Choose two.)

A. FlexVPN

B. clientless

C. EZVPN

D. L2TP

E. Cisco AnyConnect

Answer: BE

NEW QUESTION 35
Which VPN solution uses TBAR?

A. GETVPN

B. VTI

C. DMVPN

D. Cisco AnyConnect

Answer: A
Explanation:

Reference: https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_getvpn/configuration/xe-3s/sec-get-vpn-xe-3s-book/sec-get-vpn.html

NEW QUESTION 40
Which two commands help determine why the NHRP registration process is not being completed even after the IPsec tunnel is up? (Choose two.)

A. show crypto isakmp sa
B. show ip traffic

C. show crypto ipsec sa
D. show ip nhrp traffic

E. show dmvpn detail

Answer: AD
NEW QUESTION 44
Refer to the exhibit.

All internal clients behind the ASA are port address translated to the public outside interface that has an IP address of 3.3.3.3. Client 1 and client 2 have
established successful SSL VPN connections to the ASA. What must be implemented so that "3.3.3.3" is returned from a browser search on the IP address?

A. Same-security-traffic permit inter-interface under Group Policy
B. Exclude Network List Below under Group Policy
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C. Tunnel All Networks under Group Policy
D. Tunnel Network List Below under Group Policy

Answer: D

NEW QUESTION 45
Refer to the exhibit.

Which VPN technology is used in the exhibit?

A. DVTI

B. VTI

C. DMVPN
D. GRE

Answer: B

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_vpnips/configuration/zZ-Archive/IPsec_Virtual_Tunnel_Interface.html#GUID-
EB8C433B-2394-42B9-997F-B40803E58A91

NEW QUESTION 50
Which VPN does VPN load balancing on the ASA support?

A. VTI

B. IPsec site-to-site tunnels
C. L2TP over IPsec

D. Cisco AnyConnect

Answer: D

NEW QUESTION 53
What is a requirement for smart tunnels to function properly?

A. Java or ActiveX must be enabled on the client machine.
B. Applications must be UDP.

C. Stateful failover must not be configured.

D. The user on the client machine must have admin access.

Answer: A

Explanation:

Reference: https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/111007-smart-tunnel-asa-00.html
NEW QUESTION 54

Refer to the exhibit.

Cisco AnyConnect must be set up on a router to allow users to access internal servers 192.168.0.10 and 192.168.0.11. All other traffic should go out of the client's
local NIC. Which command accomplishes this configuration?

A. svc splitinclude 192.168.0.0 255.255.255.0
B. svc split exclude 192.168.0.0 255.255.255.0
C. svc splitinclude acl CCNP
D. svc split exclude acl CCNP

Answer: C

NEW QUESTION 57
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