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NEW QUESTION 1

Which feature utilizes sensor information obtained from Talos intelligence to filter email servers connecting into the Cisco ESA?

A. SenderBase Reputation Filtering
B. Connection Reputation Filtering
C. Talos Reputation Filtering

D. SpamCop Reputation Filtering

Answer: A

NEW QUESTION 2

What are two phases of the Cisco ESA email pipeline? (Choose two.)
A. reject

B. workqueue

C. action

D. delivery

E. quarantine

Answer: BD

NEW QUESTION 3

What is the order of virus scanning when multilayer antivirus scanning is configured?

A. The default engine scans for viruses first and the McAfee engine scans for viruses second.

B. The Sophos engine scans for viruses first and the McAfee engine scans for viruses second.

C. The McAfee engine scans for viruses first and the default engine scans for viruses second.

D. The McAfee engine scans for viruses first and the Sophos engine scans for viruses second.

Answer: C

NEW QUESTION 4
Which action must be taken before a custom quarantine that is being used can be deleted?

A. Delete the quarantine that is assigned to a filter.

B. Delete the quarantine that is not assigned to a filter.

C. Delete only the unused quarantine.

D. Remove the quarantine from the message action of a filter.

Answer: D

NEW QUESTION 5

What is the maximum message size that can be configured for encryption on the Cisco ESA?
A. 20 MB

B. 25 MB

C.15MB

D. 30 MB

Answer: A

NEW QUESTION 6

Which process is skipped when an email is received from safedomain.com, which is on the safelist?

A. message filter
B. antivirus scanning
C. outbreak filter
D. antispam scanning

Answer: A

NEW QUESTION 7

Which two query types are available when an LDAP profile is configured? (Choose two.)
A. proxy consolidation

B. user

C. recursive

D. group

E. routing

Answer: DE

NEW QUESTION 8
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Email encryption is configured on a Cisco ESA that uses CRES.
Which action is taken on a message when CRES is unavailable?

A. Itis requeued.

B. Itis sent in clear text.

C. Itis dropped and an error message is sent to the sender.
D. It is encrypted by a Cisco encryption appliance.

Answer: B

NEW QUESTION 9
What is the default behavior of any listener for TLS communication?

A. preferred-verify
B. off

C. preferred

D. required

Answer: B

NEW QUESTION 10
Which two factors must be considered when message filter processing is configured? (Choose two.)

A. message-filter order

B. lateral processing

C. structure of the combined packet
D. mail policies

E. MIME structure of the message

Answer: AE

NEW QUESTION 10
How does the graymail safe unsubscribe feature function?

A. It strips the malicious content of the URI before unsubscribing.

B. It checks the URI reputation and category and allows the content filter to take an action on it.

C. It redirects the end user who clicks the unsubscribe button to a sandbox environment to allow a safe unsubscribe.
D. It checks the reputation of the URI and performs the unsubscribe process on behalf of the end user.

Answer: D

NEW QUESTION 11
Which method enables an engineer to deliver a flagged message to a specific virtual gateway address in the most flexible way?

A. Set up the interface group with the flag.

B. Issue the altsrchost command.

C. Map the envelope sender address to the host.
D. Apply a filter on the message.

Answer: B

NEW QUESTION 14
Which type of attack is prevented by configuring file reputation filtering and file analysis features?

A. denial of service
B. zero-day

C. backscatter

D. phishing

Answer: B

NEW QUESTION 17
When DKIM signing is configured, which DNS record must be updated to load the DKIM public signing key?

A. AAAA record
B. PTR record
C. TXT record
D. MX record

Answer: B

Explanation:

37 Which attack is mitigated by using Bounce Verification?
A. spoof

B. denial of service

C. eavesdropping
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D. smurf

NEW QUESTION 22
When outbreak filters are configured, which two actions are used to protect users from outbreaks? (Choose two.)

A. redirect
B. return
C. drop

D. delay

E. abandon

Answer: AD

NEW QUESTION 25
Which two features are applied to either incoming or outgoing mail policies? (Choose two.)

A. Indication of Compromise
B. application filtering

C. outbreak filters

D. sender reputation filtering
E. antivirus

Answer: CE

NEW QUESTION 26
What must be configured to allow the Cisco ESA to encrypt an email using the Cisco Registered Envelope Service?

A. provisioned email encryption profile

B. message encryption from a content filter that select "Message Encryption" over TLS
C. message encryption from the mail flow policies with "CRES" selected

D. content filter to forward the email to the Cisco Registered Envelope server

Answer: B

NEW QUESTION 30
What is the default port to deliver emails from the Cisco ESA to the Cisco SMA using the centralized Spam Quarantine?

A. 8025
B. 6443
C. 6025
D. 8443

Answer: C

NEW QUESTION 32
Which two components must be configured to perform DLP scanning? (Choose two.)

A. Add a DLP policy on the Incoming Mail Policy.

B. Add a DLP policy to the DLP Policy Manager.

C. Enable a DLP policy on the Outgoing Mail Policy.

D. Enable a DLP policy on the DLP Policy Customizations.
E. Add a DLP policy to the Outgoing Content Filter.

Answer: BC

NEW QUESTION 35
Which two certificate authority lists are available in Cisco ESA? (Choose two.)

A. default
B. system
C. user
D. custom
E. demo

Answer: BD

NEW QUESTION 40
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Refer to the exhibit. Which SPF record is valid for mycompany.com?

A. v=spfl a mx ip4:199.209.31.2 -all
B. v=spfl a mx ip4:10.1.10.23 -all

C. v=spfl a mx ip4:199.209.31.21 -all
D. v=spfl a mx ip4:172.16.18.230 -all

Answer: B

Explanation:

54 What is a valid content filter action?
A. decrypt on delivery

B. quarantine

C. skip antispam

D. archive

NEW QUESTION 41

Which global setting is configured under Cisco ESA Scan Behavior?
A. minimum attachment size to scan

B. attachment scanning timeout

C. actions for unscannable messages due to attachment type

D. minimum depth of attachment recursion to scan

Answer: B

NEW QUESTION 44

Which action on the Cisco ESA provides direct access to view the safelist/blocklist?

A. Show the SLBL cache on the CLI.
B. Monitor Incoming/Outgoing Listener.
C. Export the SLBL to a .csv file.

D. Debug the mail flow policy.

Answer: C

NEW QUESTION 49

What are two primary components of content filters? (Choose two.)
A. conditions

B. subject

C. content

D. actions

E. policies

Answer: AD

NEW QUESTION 54
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