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NEW QUESTION 1
- (Exam Topic 1)
Which of the following statements is TRUE about R80 management plug-ins?

A. The plug-in is a package installed on the Security Gateway.

B. Installing a management plug-in requires a Snapshot, just like any upgrade process.

C. A management plug-in interacts with a Security Management Server to provide new features and support for new products.
D. Using a plug-in offers full central management only if special licensing is applied to specific features of the plug-in.

Answer: C

NEW QUESTION 2
- (Exam Topic 1)
By default, which port does the WebUI listen on?

A. 80
B. 4434
C. 443
D. 8080

Answer: C

Explanation:
To configure Security Management Server on Gaia:
Open a browser to the WebUI: https:<//Gaia management IP address>

NEW QUESTION 3
- (Exam Topic 1)
When doing a Stand-Alone Installation, you would install the Security Management Server with which other Check Point architecture component?

A. None, Security Management Server would be installed by itself.
B. SmartConsole

C. SecureClient

D. SmartEvent

Answer: D

Explanation:
There are different deployment scenarios for Check Point software products.
Standalone Deployment - The Security Management Server and the Security Gateway are installed on the same computer or appliance.

NEW QUESTION 4

- (Exam Topic 1)

While enabling the Identity Awareness blade the Identity Awareness wizard does not automatically detect the windows domain. Why does it not detect the windows
domain?

A. Security Gateways is not part of the Domain

B. SmartConsole machine is not part of the domain

C. SMS is not part of the domain

D. Identity Awareness is not enabled on Global properties

Answer: B

Explanation:

To enable Identity Awareness:

Log in to SmartDashboard.

From the Network Objects tree, expand the Check Poinbtranch.

Double-click the Security Gateway on which to enable Identity Awareness.

In the Software Blades section, select Identity Awarenesosn the Network Security tab. The Identity Awareness Configuration wizard opens.

Select one or more options. These options set the methods for acquiring identities of managed and unmanaged assets.

AD Query - Lets the Security Gateway seamlessly identify Active Directory users and computers.

Browser-Based Authentication - Sends users to a Web page to acquire identities from unidentified users. If Transparent Kerberos Authentication is configured, AD
users may be identified transparently.

Terminal Servers - Identify users in a Terminal Server environment (originating from one IP address).

See Choosing Identity Sources.

Note - When you enable Browser-Based Authentication on a Security Gateway that is on an IP Series appliance, make sure to set the Voyager management
application port to a port other than 443 or 80.

Click Next.

The Integration With Active Directory window opens.

When SmartDashboard is part of the domain, SmartDashboard suggests this domain automatically. If you select this domain, the system creates an LDAP
Account Unit with alolf the domain controllers in the organization's Active Directory.

NEW QUESTION 5
- (Exam Topic 1)
The Gaia operating system supports which routing protocols?

A. BGP, OSPF, RIP
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B. BGP, OSPF, EIGRP, PIM, IGMP
C. BGP, OSPF, RIP, PIM, IGMP
D. BGP, OSPF, RIP, EIGRP

Answer: A

Explanation:
The Advanced Routing Suite

The Advanced Routing Suite CLI is available as part of the Advanced Networking Software Blade.

For organizations looking to implement scalable, fault-tolerant, secure networks, the Advanced Networking blade enables them to run industry-standard dynamic
routing protocols including BGP, OSPF, RIPv1, and RIPv2 on security gateways. OSPF, RIPv1, and RIPv2 enable dynamic routing over a single autonomous
system—Iike a single department, company, or service provider—to avoid network failures. BGP provides dynamic routing support across more complex networks
involving multiple autonomous systems—such as when a company uses two service providers or divides a network into multiple areas with different administrators

responsible for the performance of each.

NEW QUESTION 6
- (Exam Topic 1)
What does ExternalZone represent in the presented rule?

A. The Internet.

B. Interfaces that administrator has defined to be part of External Security Zone.

C. External interfaces on all security gateways.
D. External interfaces of specific gateways.

Answer: B

Explanation:
Configuring Interfaces

Configure the Security Gateway 80 interfaces in the Interfaces tab in the Security Gateway window. To configure the interfaces:
From the Devices window, double-click the Security Gateway 80.

The Security Gateway
window opens.
Select the Interfaces tab.

Select Use the following settings. The interface settings open.

Select the interface and click Edit.
The Edit window opens.

From the IP Assignment section, configure the IP address of the interface:

Select Static IP.
Enter the IP address and subnet mask for the interface.

In Security Zone, select Wireless, DMS, External, or Internal. Security zone is a type of zone, created by a bridge to easily create segments, while maintaining IP

addresses and router configurations. Security zones let you choose if to enable or not the firewall between segments.

References:

NEW QUESTION 7
- (Exam Topic 1)
Fill in the blank: To build an effective Security Policy, use a

A. Cleanup; stealth
B. Stealth; implicit
C. Cleanup; default
D. Implicit; explicit

Answer: A

NEW QUESTION 8
- (Exam Topic 1)
What is the default shell for the command line interface?

A. Expert
B. Clish

C. Admin
D. Normal

Answer: B

Explanation:
The default shell of the CLI is called clish References:

NEW QUESTION 9
- (Exam Topic 1)
DLP and Geo Policy are examples of what type of Policy?

A. Standard Policies
B. Shared Policies

C. Inspection Policies
D. Unified Policies
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Answer: B

Explanation:
The Shared policies are installed with the Access Control Policy.

NEW QUESTION 10
- (Exam Topic 1)
What is the purpose of Captive Portal?

A. It provides remote access to SmartConsole

B. It manages user permission in SmartConsole

C. It authenticates users, allowing them access to the Internet and corporate resources
D. It authenticates users, allowing them access to the Gaia OS

Answer: C

Explanation:

Captive Portal — a simple method that authenticates users through a web interface before granting them access to Intranet resources. When users try to access a
protected resource, they get a web page that

must be filled out to continue.

Reference : https://www.checkpoint.com/products/identity-awareness-software-blade/

NEW QUESTION 10
- (Exam Topic 1)
What will be the effect of running the following command on the Security Management Server?

A. Remove the installed Security Policy.
B. Remove the local ACL lists.

C. No effect.

D. Reset SIC on all gateways.

Answer: A
Explanation:

This command uninstall actual security policy (already installed) References:

NEW QUESTION 12
- (Exam Topic 1)
Tom has been tasked to install Check Point R80 in a distributed deployment. Before Tom installs the systems this way, how many machines will he need if he does
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NOT include a SmartConsole machine in his calculations?

A. One machine, but it needs to be installed using SecurePlatform for compatibility purposes.
B. One machine

C. Two machines

D. Three machines

Answer: C

Explanation:
One for Security Management Server and the other one for the Security Gateway.

NEW QUESTION 17
- (Exam Topic 1)
Which type of the Check Point license ties the package license to the IP address of the Security Management Server?

A. Local

B. Central
C. Corporate
D. Formal

Answer: B

NEW QUESTION 20
- (Exam Topic 1)
Choose what BEST describes the Policy Layer Traffic Inspection.

A. If a packet does not match any of the inline layers, the matching continues to the next Layer.

B. If a packet matches an inline layer, it will continue matching the next layer.

C. If a packet does not match any of the inline layers, the packet will be matched against the Implicit Clean-up Rule.
D. If a packet does not match a Network Policy Layer, the matching continues to its inline layer.

Answer: B

NEW QUESTION 23
- (Exam Topic 1)
What are the three authentication methods for SIC?

A. Passwords, Users, and standards-based SSL for the creation of security channels

B. Certificates, standards-based SSL for the creation of secure channels, and 3DES or AES128 for encryption
C. Packet Filtering, certificates, and 3DES or AES128 for encryption

D. Certificates, Passwords, and Tokens

Answer: B

Explanation:

Secure Internal Communication (SIC)

Secure Internal Communication (SIC) lets Check Point platforms and products authenticate with each other. The SIC procedure creates a trusted status between
gateways, management servers and other Check Point components. SIC is required to install polices on gateways and to send logs between gateways and
management servers.

These security measures make sure of the safety of SIC:

Certificates for authentication

Standards-based SSL for the creation of the secure channel

3DES for encryption

References:

NEW QUESTION 27
- (Exam Topic 1)
Which VPN routing option uses VPN routing for every connection a satellite gateway handles?

A. To satellites through center only

B. To center only

C. To center and to other satellites through center

D. To center, or through the center to other satellites, to internet and other VPN targets

Answer: D

Explanation:

On the VPN Routing page, enable the VPN routing for satellites section, by selecting one of these options:

To center and to other Satellites through center; this allows connectivity between Gateways; for example, if the spoke Gateways are DAIP Gateways, and the hub
is a Gateway with a static IP address

To center, or through the center to other satellites, to Internet and other VPN targets; this allows connectivity between the Gateways, as well as the ability to
inspect all communication passing through the hub to the Internet.

NEW QUESTION 30
- (Exam Topic 1)
Fill in the blank: Gaia can be configured using the or
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A. Gaia; command line interface
B. WebUI; Gaia Interface

C. Command line interface; WebUI
D. Gaia Interface; GaiaUl

Answer: C

Explanation:

Configuring Gaia for the First Time In This Section:

Running the First Time Configuration Wizard in WebUI Running the First Time Configuration Wizard in CLI

After you install Gaia for the first time, use the First Time Configuration Wizard to configure the system and the Check Point products on it.

NEW QUESTION 33
- (Exam Topic 1)
Which Check Point feature enables application scanning and the detection?

A. Application Dictionary
B. AppWiki

C. Application Library

D. CPApp

Answer: B

Explanation:
AppWiki Application Classification Library

AppWiki enables application scanning and detection of more than 5,000 distinct applications and over 300,000 Web 2.0 widgets including instant messaging,
social networking, video streaming, VolP, games and more.

NEW QUESTION 34
- (Exam Topic 1)
In R80, Unified Policy is a combination of

A. Access control policy, QoS Policy, Desktop Security Policy and endpoint policy.

B. Access control policy, QoS Policy, Desktop Security Policy and Threat Prevention Policy.

C. Firewall policy, address Translation and application and URL filtering, QoS Policy, Desktop Security Policy and Threat Prevention Policy.
D. Access control policy, QoS Policy, Desktop Security Policy and VPN policy.

Answer: D

Explanation:

D is the best answer given the choices. Unified Policy

In R80 the Access Control policy unifies the policies of these pre-R80 Software Blades:
Firewall and VPN

Application Control and URL Filtering

Identity Awareness

Data Awareness

Mobile Access

Security Zones

NEW QUESTION 36
- (Exam Topic 1)
Which options are given on features, when editing a Role on Gaia Platform?

A. Read/Write, Read Only

B. Read/Write, Read only, None
C. Read/Write, None

D. Read Only, None

Answer: B

Explanation:

Roles

Role-based administration (RBA) lets you create administrative roles for users. With RBA, an administrator can allow Gaia users to access specified features by
including those features in a role and assigning that role to users. Each role can include a combination of administrative (read/write) access to some features,
monitoring (readonly) access to other features, and no access to other features.

You can also specify which access mechanisms (WebUI or the CLI) are available to the user.

Note - When users log in to the WebUI, they see only those features that they have read-only or read/write access to. If they have read-only access to a feature,
they can see the settings pages, but cannot change the settings.

Gaia includes these predefined roles:
You cannot delete or change the predefined roles.

Note - Do not define a new user for external users. An external user is one that is defined on an authentication server (such as RADIUS or TACACS) and not on
the local Gaia system.

NEW QUESTION 38
- (Exam Topic 1)
In R80 spoofing is defined as a method of:

A. Disguising an illegal IP address behind an authorized IP address through Port Address Translation.
B. Hiding your firewall from unauthorized users.
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C. Detecting people using false or wrong authentication logins
D. Making packets appear as if they come from an authorized IP address.

Answer: D

Explanation:
IP spoofing replaces the untrusted source IP address with a fake, trusted one, to hijack connections to your network. Attackers use IP spoofing to send malware
and bots to your protected network, to execute DoS attacks, or to gain unauthorized access.

NEW QUESTION 43

- (Exam Topic 1)

Fill in the blank: A VPN deployment is used to provide remote users with secure access to internal corporate resources by authenticating the user through an
internet browser.

A. Clientless remote access

B. Clientless direct access

C. Client-based remote access
D. Direct access

Answer: A

Explanation:
Clientless - Users connect through a web browser and use HTTPS connections. Clientless solutions usually supply access to web-based corporate resources.

NEW QUESTION 44
- (Exam Topic 1)
Which type of Check Point license is tied to the IP address of a specific Security Gateway and cannot be transferred to a gateway that has a different IP address?

A. Central

B. Corporate
C. Formal
D. Local

Answer: D

NEW QUESTION 47

- (Exam Topic 1)

When attempting to start a VPN tunnel, in the logs the error 'no proposal chosen' is seen numerous times. No other VPN-related log entries are present. Which
phase of the VPN negotiations has failed?

A. IKE Phase 1
B. IPSEC Phase 2
C. IPSEC Phase 1
D. IKE Phase 2

Answer: D

NEW QUESTION 48
- (Exam Topic 1)
Fill in the blank: A new license should be generated and installed in all of the following situations EXCEPT when .

A. The license is attached to the wrong Security Gateway

B. The existing license expires

C. The license is upgraded

D. The IP address of the Security Management or Security Gateway has changed

Answer: A

Explanation:
There is no need to generate new license in this situation, just need to detach license from wrong Security Gateway and attach it to the right one.

NEW QUESTION 51
- (Exam Topic 1)
Which policy type has its own Exceptions section?

A. Thread Prevention
B. Access Control

C. Threat Emulation
D. Desktop Security

Answer: A

Explanation:

The Exceptions Groups pane lets you define exception groups. When necessary, you can create exception groups to use in the Rule Base. An exception group
contains one or more defined exceptions. This option facilitates ease-of-use so you do not have to manually define exceptions in multiple rules for commonly
required exceptions. You can choose to which rules you want to add exception groups. This means they can be added to some rules and not to others, depending
on necessity.
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NEW QUESTION 54

- (Exam Topic 1)

ABC Corp has a new administrator who logs into the Gaia Portal to make some changes. He realizes that even though he has logged in as an administrator, he is
unable to make any changes because all configuration options are greyed out as shown in the screenshot image below. What is the likely cause for this?

A. The Gaia /bin/confd is locked by another administrator from a SmartConsole session.
B. The database is locked by another administrator SSH session.

C. The Network address of his computer is in the blocked hosts.

D. The IP address of his computer is not in the allowed hosts.

Answer: B

Explanation:
There is a lock on top left side of the screen. B is the logical answer.

NEW QUESTION 56

- (Exam Topic 1)

You are the administrator for ABC Corp. You have logged into your R80 Management server. You are making some changes in the Rule Base and notice that rule
No.6 has a pencil icon next to it.

What does this mean?

A. The rule No.6 has been marked for deletion in your Management session.

B. The rule No.6 has been marked for deletion in another Management session.
C. The rule No.6 has been marked for editing in your Management session.

D. The rule No.6 has been marked for editing in another Management session.

Answer: C

NEW QUESTION 59
- (Exam Topic 2)
Mesh and Star are two types of VPN topologies. Which statement below is TRUE about these types of communities?

A. A star community requires Check Point gateways, as it is a Check Point proprietary technology.
B. In a star community, satellite gateways cannot communicate with each other.

C. In a mesh community, member gateways cannot communicate directly with each other.

D. In a mesh community, all members can create a tunnel with any other member.

Answer: D

NEW QUESTION 63
- (Exam Topic 2)
Provide very wide coverage for all products and protocols, with noticeable performance impact.

How could you tune the profile in order to lower the CPU load still maintaining security at good level? Select the BEST answer.

A. Set High Confidence to Low and Low Confidence to Inactive.

B. Set the Performance Impact to Medium or lower.

C. The problem is not with the Threat Prevention Profil

D. Consider adding more memory to the appliance.

E. Set the Performance Impact to Very Low Confidence to Prevent.

Answer: B

NEW QUESTION 64

- (Exam Topic 2)

Vanessa is a Firewall administrator. She wants to test a backup of her company’s production Firewall cluster Dallas_GW. She has a lab environment that is
identical to her production environment. She decided to restore production backup via SmartConsole in lab environment. Which details she need to fill in System
Restore window before she can click OK button and test the backup?

A. Server, SCP, Username, Password, Path, Comment, Member

B. Server, TFTP, Username, Password, Path, Comment, All Members
C. Server, Protocol, Username, Password, Path, Comment, All Members
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D. Server, Protocol, Username, Password, Path, Comment, member

Answer: C

NEW QUESTION 67

- (Exam Topic 2)

To install a brand new Check Point Cluster, the MegaCorp IT department bought 1 Smart-1 and 2 Security Gateway Appliances to run a cluster. Which type of
cluster is it?

A. Full HA Cluster
B. High Availability
C. Standalone
D. Distributed

Answer: B

NEW QUESTION 70

- (Exam Topic 2)

Fill in the blanks: In the Network policy layer, the default action for the Implied last rule is ____ all traffic. However, in the Application Control policy layer, the default
action is all traffic.

A. Accept; redirect
B. Accept; drop

C. Redirect; drop
D. Drop; accept

Answer: D

NEW QUESTION 72
- (Exam Topic 2)
What are the three tabs available in SmartView Tracker?

A. Network & Endpoint, Management, and Active
B. Network, Endpoint, and Active

C. Predefined, All Records, Custom Queries

D. Endpoint, Active, and Custom Queries

Answer: C

NEW QUESTION 73
- (Exam Topic 2)
Which of the following is NOT a set of Regulatory Requirements related to Information Security?

A. ISO 37001

B. Sarbanes Oxley (SOX)
C. HIPPA

D. PCI

Answer: A

Explanation:
ISO 37001 - Anti-bribery management systems

NEW QUESTION 76
- (Exam Topic 2)
Can a Check Point gateway translate both source IP address and destination IP address in a given packet?

A. Yes.

B. No.

C. Yes, but only when using Automatic NAT.
D. Yes, but only when using Manual NAT.

Answer: A

NEW QUESTION 81
- (Exam Topic 2)
What does it mean if Bob gets this result on an object search? Refer to the image below. Choose the BEST answer.
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A. Search detailed is missing the subnet mask.

B. There is no object on the database with that name or that IP address.
C. There is no object on the database with that IP address.

D. Object does not have a NAT IP address.

Answer: B

NEW QUESTION 86
- (Exam Topic 2)
Which of the following is NOT a VPN routing option available in a star community?

A. To satellites through center only

B. To center, or through the center to other satellites, to Internet and other VPN targets
C. To center and to other satellites through center

D. To center only

Answer: A

Explanation:

SmartConsole

For simple hubs and spokes (or if there is only one Hub), the easiest way is to configure a VPN star community in R80 SmartConsole:

On the Star Communitywindow, in the:

Center Gateways section, select the Security Gateway that functions as the "Hub".

Satellite Gateways section, select Security Gateways as the "spokes", or satellites.

On the VPN Routing page, Enable VPN routing for satellites section, select one of these options:

To center and to other Satellites through center - This allows connectivity between the Security Gateways, for example if the spoke Security Gateways are DAIP
Security Gateways, and the Hub is a Security Gateway with a static IP address.

To center, or through the center to other satellites, to internet and other VPN targets - This allows connectivity between the Security Gateways as well as the
ability to inspect all communication passing through the Hub to the Internet.

Create an appropriate Access Control Policy rule.

NAT the satellite Security Gateways on the Hub if the Hub is used to route connections from Satellites to the Internet.

The two Dynamic Objects (DAIP Security Gateways) can securely route communication through the Security Gateway with the static IP address.

NEW QUESTION 90
- (Exam Topic 2)
In which VPN community is a satellite VPN gateway not allowed to create a VPN tunnel with another satellite VPN gateway?

A. Pentagon
B. Combined
C. Meshed
D. Star

Answer: D

Explanation:
VPN communities are based on Star and Mesh topologies. In a Mesh community, there are VPN connections between each Security Gateway. In a Star
community, satellites have a VPN connection with the center Security Gateway, but not to each other.

NEW QUESTION 95
- (Exam Topic 2)
Which of the following is TRUE about the Check Point Host object?

A. Check Point Host has no routing ability even if it has more than one interface installed.

B. When you upgrade to R80 from R77.30 or earlier versions, Check Point Host objects are converted to gateway objects.
C. Check Point Host is capable of having an IP forwarding mechanism.

D. Check Point Host can act as a firewall.

Answer: A

Explanation:
A Check Point host is a host with only one interface, on which Check Point software has been installed, and which is managed by the Security Management
server. It is not a routing mechanism and is not capable of IP forwarding.

NEW QUESTION 98
- (Exam Topic 2)
What action can be performed from SmartUpdate R77?

A. upgrade_export

B. fw stat -1

C. cpinfo

D. remote_uninstall_verifier

Answer: C

NEW QUESTION 103
- (Exam Topic 2)
Choose what BEST describes a Session.
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A. Starts when an Administrator publishes all the changes made on SmartConsole.

B. Starts when an Administrator logs in to the Security Management Server through SmartConsole and ends when it is published.
C. Sessions ends when policy is pushed to the Security Gateway.

D. Sessions locks the policy package for editing.

Answer: B

Explanation:

Administrator Collaboration

More than one administrator can connect to the Security Management Server at the same time. Every administrator has their own username, and works in a
session that is independent of the other administrators.

When an administrator logs in to the Security Management Server through SmartConsole, a new editing session starts. The changes that the administrator makes
during the session are only available to that administrator. Other administrators see a lock icon on object and rules that are being edited.

To make changes available to all administrators, and to unlock the objects and rules that are being edited, the administrator must publish the session.

NEW QUESTION 108
- (Exam Topic 2)
Fill in the blanks: A High Availability deployment is referred to as a cluster and a Load Sharing deployment is referred to as a cluster.

A. Standby/standby; active/active
B. Active/active; standby/standby
C. Active/active; active/standby;
D. Active/standby; active/active

Answer: D

Explanation:

In a High Availability cluster, only one member is active (Active/Standby operation).

ClusterXL Load Sharing distributes traffic within a cluster so that the total throughput of multiple members is increased. In Load Sharing configurations, all
functioning members in the cluster are active, and handle network traffic (Active/Active operation).

NEW QUESTION 112
- (Exam Topic 2)
Office mode means that:

A. SecurelD client assigns a routable MAC addres

B. After the user authenticates for a tunnel, the VPN gateway assigns a routable IP address to the remote client.
C. Users authenticate with an Internet browser and use secure HTTPS connection.

D. Local ISP (Internet service Provider) assigns a non-routable IP address to the remote user.

E. Allows a security gateway to assign a remote client an IP addres

F. After the user authenticates for a tunnel, the VPN gateway assigns a routable IP address to the remote client.

Answer: D

Explanation:

Office Mode enables a Security Gateway to assign internal IP addresses to SecureClient users. This IP address will not be exposed to the public network, but is
encapsulated inside the VPN tunnel between the client and the Gateway. The IP to be used externally should be assigned to the client in the usual way by the
Internet Service provider used for the Internet connection. This mode allows a Security Administrator to control which addresses are used by remote clients inside
the local network and makes them part of the local network. The mechanism is based on an IKE protocol extension through which the Security Gateway can send
an internal IP address to the client.

NEW QUESTION 117

- (Exam Topic 2)

You installed Security Management Server on a computer using GAIA in the MegaCorp home office. You use IP address 10.1.1.1. You also installed the Security
Gateway on a second GAIA computer, which you plan to ship to another Administrator at a MegaCorp hub office. What is the correct order for pushing SIC
certificates to the Gateway before shipping it?

1. Run cpconfig on the Gateway, select Secure Internal Communication, enter the activation key, and reconfirm.

2. Initialize Internal Certificate Authority (ICA) on the Security Management Server.

3. Configure the Gateway object with the host name and IP addresses for the remote site.

4. Click the Communication button in the Gateway object's General screen, enter the activation key, and click Initialize and OK.
5. Install the Security Policy.

A.2,3,415

B.2,1,3,4,5

C.1,3,2,4,5

D.2,3,45,1

Answer: B

NEW QUESTION 118

- (Exam Topic 2)

Administrator wishes to update IPS from SmartConsole by clicking on the option “update now” under the IPS tab. Which device requires internet access for the
update to work?

A. Security Gateway

B. Device where SmartConsole is installed
C. SMS

D. SmartEvent
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Answer: B

Explanation:

Updating IPS Manually

You can immediately update IPS with real-time information on attacks and all the latest protections from the IPS website. You can only manually update IPS if a
proxy is defined in Internet Explorer settings.

To obtain updates of all the latest protections from the IPS website:

Configure the settings for the proxy server in Internet Explorer.

In Microsoft Internet Explorer, open Tools > Internet Options > Connections tab > LAN Settings.
The LAN Settings window opens.

Select Use a proxy server for your LAN.

Configure the IP address and port number for the proxy server.

Click OK.

The settings for the Internet Explorer proxy server are configured.

In the IPS tab, select Download Updates

and clickUpdate Now.

NEW QUESTION 121

- (Exam Topic 2)

Bob and Joe both have Administrator Roles on their Gaia Platform. Bob logs in on the WebUI and then Joe logs in through CLI. Choose what BEST describes the
following scenario, where Bob and Joe are both logged in:

A. When Joe logs in, Bob will be log out automatically.

B. Since they both are log in on different interfaces, they both will be able to make changes.
C. If Joe tries to make changes, he won't, database will be locked.

D. Bob will be prompt that Joe logged in.

Answer: C

NEW QUESTION 125
- (Exam Topic 2)
What happens if the identity of a user is known?

A. If the user credentials do not match an Access Role, the system displays the Captive Portal.

B. If the user credentials do not match an Access Role, the system displays a sandbox.

C. If the user credentials do not match an Access Role, the traffic is automatically dropped.

D. If the user credentials match an Access Role, the rule is applied and traffic is accepted or dropped based on the defined action.

Answer: D

NEW QUESTION 130
- (Exam Topic 2)
Where can administrator edit a list of trusted SmartConsole clients in R80?

A. cpconfig on a Security Management Server, in the WebUI logged into a Security Management Server.

B. Only using SmartConsole: Manage and Settings > Permissions and Administrators > Advanced > Trusted Clients.

C. In cpconfig on a Security Management Server, in the WebUI logged into a Security Management Server, in SmartConsole: Manage and Settings>Permissions
and Administrators>Advanced>Trusted Clients.

D. WebUI client logged to Security Management Server, SmartDashboard: Manage and Settings>Permissions and Administrators>Advanced>Trusted Clients, via
cpconfig on a Security Gateway.

Answer: C

NEW QUESTION 132
- (Exam Topic 2)
What CLI utility allows an administrator to capture traffic along the firewall inspection chain?

A. show interface (interface) —chain
B. tcpdump

C. tcpdump /snoop

D. fw monitor

Answer: D

NEW QUESTION 133
- (Exam Topic 2)
Which information is included in the “Full Log” tracking option, but is not included in the “Log” tracking option?

A. file attributes

B. application information
C. destination port

D. data type information

Answer: D
Explanation:

Network Log - Generates a log with only basic Firewall information: Source, Destination, Source Port,
Destination Port, and Protocol.
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Log - Equivalent to the Network Log option, but also includes the application name (for example, Dropbox), and application information (for example, the URL of
the Website). This is the default Tracking option.

Full Log - Equivalent to the log option, but also records data for each URL request made.

If suppression is not selected, it generates a complete log (as defined in pre-R80 management).

If suppression is selected, it generates an extended log(as defined in pre-R80 management).

None - Do not generate a log.

NEW QUESTION 136
- (Exam Topic 2)
Which authentication scheme requires a user to possess a token?

A. TACACS

B. SecurlD

C. Check Point password
D. RADIUS

Answer: B

Explanation:
SecurlD
SecurlD requires users to both possess a token authenticator and to supply a PIN or password References:

NEW QUESTION 137

- (Exam Topic 2)

You are conducting a security audit. While reviewing configuration files and logs, you naotice logs accepting POP3 traffic, but you do not see a rule allowing POP3
traffic in the Rule Base. Which of the following is the

most likely cause?

A. The POP3 rule is disabled.

B. POP3 is accepted in Global Properties.

C. The POP3 rule is hidden.

D. POP3 is one of 3 services (POP3, IMAP, and SMTP) accepted by the default mail object in R77.

Answer: C

NEW QUESTION 138
- (Exam Topic 2)
AdminA and AdminB are both logged in on SmartConsole. What does it mean if AdminB sees a locked icon on a rule? Choose the BEST answer.

A. Rule is locked by AdminA, because the save bottom has not been press.
B. Rule is locked by AdminA, because an object on that rule is been edited.
C. Rule is locked by AdminA, and will make it available if session is published.
D. Rule is locked by AdminA, and if the session is saved, rule will be available

Answer: C

NEW QUESTION 139
- (Exam Topic 2)
When using LDAP as an authentication method for Identity Awareness, the query:

A. Requires client and server side software.

B. Prompts the user to enter credentials.

C. Requires administrators to specifically allow LDAP traffic to and from the LDAP Server and the Security Gateway.
D. Is transparent, requiring no client or server side software, or client intervention.

Answer: D

NEW QUESTION 143

- (Exam Topic 2)

Sally has a Hot Fix Accumulator (HFA) she wants to install on her Security Gateway which operates with GAIA, but she cannot SCP the HFA to the system. She
can SSH into the Security Gateway, but she has never been able to SCP files to it. What would be the most likely reason she cannot do so?

A. She needs to edit /etc/SSHA/SSHd_config and add the Standard Mode account.
B. She needs to run sysconfig and restart the SSH process.

C. She needs to edit /etc/scpusers and add the Standard Mode account.

D. She needs to run cpconfig to enable the ability to SCP files.

Answer: C

NEW QUESTION 144
- (Exam Topic 2)
R80 Security Management Server can be installed on which of the following operating systems?

A. Gaia only

B. Gaia, SPLAT, Windows Server only

C. Gaia, SPLAT, Windows Server and IPSO only
D. Gaia and SPLAT only
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Answer: A

Explanation:

R80 can be installed only on GAIA OS.

Supported Check Point Installations All R80 servers are supported on the Gaia Operating System:
 Security Management Server

« Multi-Domain Security Management Server

* Log Server

» Multi-Domain Log Server

* SmartEvent Server

NEW QUESTION 147

- (Exam Topic 2)

Jack works for a managed service provider and he has been tasked to create 17 new policies for several new customers. He does not have much time. What is the
BEST way to do this with R80 security management?

A. Create a text-file with mgmt_cli script that creates all objects and policie

B. Open the file in SmartConsole Command Line to run it.

C. Create a text-file with Gaia CLI -commands in order to create all objects and policie

D. Run the file in CLISH with command load configuration.

E. Create a text-file with DBEDIT script that creates all objects and policie

F. Run the file in the command line of the management server using command dbedit -f.

G. Use Object Explorer in SmartConsole to create the objects and Manage Policies from the menu to create the policies.
Answer: A

Explanation:

Did you know: mgmt_cli can accept csv files as inputs using the --batch option.

The first row should contain the argument names and the rows below it should hold the values for these parameters.
So an equivalent solution to the powershell script could look like this:

data.csv:

mgmt_cli add host --batch data.csv -u <username> -p <password> -m <management server>
This can work with any type of command not just "add host" : simply replace the column names with the ones relevant to the command you need.

NEW QUESTION 151

- (Exam Topic 3)

SandBlast has several functional components that work together to ensure that attacks are prevented in real-time. Which the following is NOT part of the
SandBlast component?

A. Threat Emulation

B. Mobile Access

C. Mail Transfer Agent
D. Threat Cloud

Answer: C

NEW QUESTION 154
- (Exam Topic 3)
Which limitation of CoreXL is overcome by using (mitigated by) Multi-Queue?

A. There is no traffic queue to be handled

B. Several NICs can use one traffic queue by one CPU

C. Each NIC has several traffic queues that are handled by multiple CPU cores
D. Each NIC has one traffic queue that is handled by one CPU

Answer: C

NEW QUESTION 156
- (Exam Topic 3)
What component of R80 Management is used for indexing?

A. DBSync

B. API Server
C. fwm

D. SOLR

Answer: D

NEW QUESTION 157
- (Exam Topic 3)
The CPD daemon is a Firewall Kernel Process that does NOT do which of the following?

A. Secure Internal Communication (SIC)

B. Restart Daemons if they fail

C. Transfer messages between Firewall processes
D. Pulls application monitoring status
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Answer: D

NEW QUESTION 162
- (Exam Topic 3)

The WebUI offers three methods for downloading Hotfixes via CPUSE. One of them is Automatic method. How many times per day will CPUSE agent check for

hotfixes and automatically download them?

A. Six times per day

B. Seven times per day
C. Every two hours

D. Every three hours

Answer: D

NEW QUESTION 166
- (Exam Topic 3)

Which of the below is the MOST correct process to reset SIC from SmartDashboard?

A. Run cpconfig, and click Reset.
B. Click the Communication button for the firewall object, then click Rese
C. Run cpconfig on the gateway and type a new activation key.

D. Run cpconfig, and select Secure Internal Communication > Change One Time Password.
E. Click Communication > Reset on the Gateway object, and type a new activation key.

Answer: B

NEW QUESTION 167
- (Exam Topic 3)

An internal router is sending UDP keep-alive packets that are being encapsulated with GRE and sent through your R77 Security Gateway to a partner site. A rule
for GRE traffic is configured for ACCEPT/LOG. Although the keep-alive packets are being sent every minute, a search through the SmartView Tracker logs for

GRE traffic only shows one entry for the whole day (early in the morning after a Policy install).
Your partner site indicates they are successfully receiving the GRE encapsulated keep-alive packets on the 1-minute interval.

If GRE encapsulation is turned off on the router, SmartView Tracker shows a log entry for the UDP keep-alive packet every minute.

Which of the following is the BEST Explanation: for this behavior?

. The setting Log does not capture this level of detail for GR

. This is a known issue with GR
Use IPSEC instead of the non-standard GRE protocol for encapsulation.

ITOMMMmMOO®>

I. The Log Server is failing to log GRE traffic properly because it is VPN traffi
J. Disable all VPN configuration to the partner site to enable proper logging.

Answer: C

NEW QUESTION 169
- (Exam Topic 3)
Which command can you use to enable or disable multi-queue per interface?

A. cpmq set

B. Cpmqueue set
C. Cpmq config

D. Set cpmq enable

Answer: A

NEW QUESTION 170

- (Exam Topic 3)

How many packets does the IKE exchange use for Phase 1 Main Mode?

2

00w
o Wk k-

Answer: D

NEW QUESTION 174
- (Exam Topic 3)
What is also referred to as Dynamic NAT?

A. Automatic NAT

B. Static NAT
C. Manual NAT
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D. Hide NAT

Answer: D

NEW QUESTION 177
- (Exam Topic 3)
Which rule is responsible for the user authentication failure?

A. Rule 4
B. Rule 6
C. Rule 3
D. Rule 5

Answer: C

NEW QUESTION 178

- (Exam Topic 3)

Check Point APIs allow system engineers and developers to make changes to their organization’s security policy with CLI tools and Web Services for all of the
following except:

A. Create new dashboards to manage 3rd party task

B. Create products that use and enhance 3rd party solutions

C. Execute automated scripts to perform common tasks

D. Create products that use and enhance the Check Point Solution

Answer: A

NEW QUESTION 181
- (Exam Topic 3)
Which of the following actions do NOT take place in IKE Phase 1?

A. Peers agree on encryption method.

B. Diffie-Hellman key is combined with the key material to produce the symmetrical IPsec key.
C. Peers agree on integrity method.

D. Each side generates a session key from its private key and peer's public key.

Answer: B

NEW QUESTION 185

- (Exam Topic 3)

Your users are defined in a Windows 2008 R2 Active Directory server. You must add LDAP users to a Client Authentication rule. Which kind of user group do you
need in the Client Authentication rule in R77?

A. External-user group

B. LDAP group

C. A group with a genetic user
D. All Users

Answer: B

NEW QUESTION 189

- (Exam Topic 3)

Review the rules. Assume domain UDP is enabled in the implied rules.

What happens when a user from the internal network tries to browse to the internet using HTTP? The user:
A. can connect to the Internet successfully after being authenticated.

B. is prompted three times before connecting to the Internet successfully.

C. can go to the Internet after Telnetting to the client authentication daemon port 259.

D. can go to the Internet, without being prompted for authentication.

Answer: D

NEW QUESTION 192
- (Exam Topic 3)
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Which remote Access Solution is clientless?

A. Checkpoint Mobile

B. Endpoint Security Suite
C. SecuRemote

D. Mobile Access Portal

Answer: D

NEW QUESTION 193
- (Exam Topic 3)
A digital signature:

A. Guarantees the authenticity and integrity of a message.

B. Automatically exchanges shared keys.

C. Decrypts data to its original form.

D. Provides a secure key exchange mechanism over the Internet.

Answer: A

NEW QUESTION 194
- (Exam Topic 3)
Which of the following uses the same key to decrypt as it does to encrypt?

A. Asymmetric encryption

B. Dynamic encryption

C. Certificate-based encryption
D. Symmetric encryption

Answer: D

NEW QUESTION 199
- (Exam Topic 3)
In SmartEvent, what are the different types of automatic reactions that the administrator can configure?

A. Mail, Block Source, Block Event Activity, External Script, SNMP Trap
B. Mail, Block Source, Block Destination, Block Services, SNMP Trap
C. Mail, Block Source, Block Destination, External Script, SNMP Trap
D. Mail, Block Source, Block Event Activity, Packet Capture, SNMP Trap

Answer: A

NEW QUESTION 200
- (Exam Topic 3)

As a Security Administrator, you must refresh the Client Authentication authorized time-out every time a new user connection is authorized. How do you do this?

Enable the Refreshable Timeout setting:

A. in the user object's Authentication screen.

B. in the Gateway object's Authentication screen.

C. in the Limit tab of the Client Authentication Action Properties screen.
D. in the Global Properties Authentication screen.

Answer: C

NEW QUESTION 203
- (Exam Topic 3)

Which of the following authentication methods can be configured in the Identity Awareness setup wizard?

A. Check Point Password
B. TACACS

C. LDAP

D. Windows password

Answer: C

NEW QUESTION 204
- (Exam Topic 3)

Vanessa is expecting a very important Security Report. The Document should be sent as an attachment via

e-m ail. An e-mail with Security_report.pdf file was delivered to her e-mail inbox. When she opened the PDF file, she noticed that the file is basically empty and
only few lines of text are in it. The report is missing some graphs, tables and links. Which component of SandBlast protection is her company using on a Gateway?

A. SandBlast Threat Emulation
B. SandBlast Agent

C. Check Point Protect

D. SandBlast Threat Extraction

Answer: D
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NEW QUESTION 205

- (Exam Topic 3)

You find that Users are not prompted for authentication when they access their Web servers, even though you have created an HTTP rule via User Authentication.
Choose the BEST reason why.

A. You checked the cache password on desktop option in Global Properties.

B. Another rule that accepts HTTP without authentication exists in the Rule Base.

C. You have forgotten to place the User Authentication Rule before the Stealth Rule.
D. Users must use the SecuRemote Client, to use the User Authentication Rule.

Answer: B

NEW QUESTION 208
- (Exam Topic 3)
You want to establish a VPN, using certificates. Your VPN will exchange certificates with an external partner. Which of the following activities sh you do first?

A. Create a new logical-server object to represent your partner's CA

B. Exchange exported CA keys and use them to create a new server object to represent your partner's Certificate Authority (CA)
C. Manually import your partner's Certificate Revocation List.

D. Manually import your partner's Access Control List.

Answer: B

NEW QUESTION 210
- (Exam Topic 3)
What is the command to see cluster status in cli expert mode?

A. fw ctl stat

B. clusterXL stat
C. clusterXL status
D. cphaprob stat

Answer: A

NEW QUESTION 211
- (Exam Topic 3)
Using mgmt_cli, what is the correct syntax to import a host object called Server_1 from the CLI?

A. mgmt_cli add-host “Server_1" ip_address “10.15.123.10" --format txt

B. mgmt_cli add host name “Server_1" ip_address “10.15.123.10" --format json
C. mgmt_cli add object-host “Server_1" ip_address “10.15.123.10” --format json
D. mgmt_cli add object “Server_1" ip_address “10.15.123.10"” --format json

Answer: A

NEW QUESTION 215
- (Exam Topic 3)
Where would an administrator enable Implied Rules logging?

A. In Smart Log Rules View

B. In SmartDashboard on each rule

C. In Global Properties under Firewall

D. In Global Properties under log and alert

Answer: B

NEW QUESTION 218

- (Exam Topic 3)

You believe Phase 2 negotiations are failing while you are attempting to configure a site-to-site VPN with one of your firm's business partners. Which
SmartConsole application should you use to confirm your suspicious?

A. SmartDashboard
B. SmartUpdate

C. SmartView Status
D. SmartView Tracker

Answer: D

NEW QUESTION 219
- (Exam Topic 3)
What port is used for communication to the User Center with SmartUpdate?

A. CPMI 200
B. TCP 8080
C.HTTP 80
D. HTTPS 443
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Answer: D

NEW QUESTION 223
- (Exam Topic 3)
Which NAT rules are prioritized first?

A. Post-Automatic/Manual NAT rules
B. Manual/Pre-Automatic NAT

C. Automatic Hide NAT

D. Automatic Static NAT

Answer: B

NEW QUESTION 228
- (Exam Topic 3)
Which component functions as the Internal Certificate Authority for R77?

A. Security Gateway

B. Management Server
C. Policy Server

D. SmartLSM

Answer: B

NEW QUESTION 233
- (Exam Topic 3)
Which tool CANNOT be launched from SmartUpdate R77?

A. IP Appliance Voyager
B. snapshot

C. GAIA WebUI

D. cpinfo

Answer: B

NEW QUESTION 237
- (Exam Topic 3)
When defining QoS global properties, which option below is not valid?

A. Weight

B. Authenticated timeout
C. Schedule

D. Rate

Answer: C

NEW QUESTION 238
- (Exam Topic 3)
What happens when you run the command: fw sam -J src [Source IP Address]?

A. Connections from the specified source are blocked without the need to change the Security Policy.

B. Connections to the specified target are blocked without the need to change the Security Policy.

C. Connections to and from the specified target are blocked without the need to change the Security Policy.
D. Connections to and from the specified target are blocked with the need to change the Security Policy.

Answer: A

NEW QUESTION 241
- (Exam Topic 3)
What must a Security Administrator do to comply with a management requirement to log all traffic accepted through the perimeter Security Gateway?

A. In Global Properties > Reporting Tools check the box Enable tracking all rules (including rules marked as None in the Track column). Send these logs to a
secondary log server for a complete logging histor

B. Use your normal log server for standard logging for troubleshooting.

C. Install the View Implicit Rules package using SmartUpdate.

D. Define two log servers on the R77 Gateway objec

E. Lof Implied Rules on the first log serve

F. Enable Log Rule Base on the second log serve

G. Use SmartReporter to merge the two log server records into the same database for HIPPA log audits.

H. Check the Log Implied Rules Globally box on the R77 Gateway object.

Answer: A

NEW QUESTION 244
- (Exam Topic 4)
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Which one of the following is TRUE?

A. Ordered policy is a sub-policy within another policy

B. One policy can be either inline or ordered, but not both
C. Inline layer can be defined as a rule action

D. Pre-R80 Gateways do not support ordered layers

Answer: C

NEW QUESTION 246

- (Exam Topic 4)

You are asked to check the status of several user-mode processes on the management server and gateway. Which of the following processes can only be seen
on a Management Server?

A. fwd
B. fwm
C.cpd
D. cpwd

Answer: B

NEW QUESTION 249

- (Exam Topic 4)

Traffic from source 192.168.1.1 is going to www.google.com. The Application Control Blade on the gateway is inspecting the traffic. Assuming acceleration is
enable which path is handling the traffic?

A. Slow Path

B. Medium Path

C. Fast Path

D. Accelerated Path

Answer: A

NEW QUESTION 254
- (Exam Topic 4)
The software blade package uses CPU-level and OS-level sandboxing in order to delect and block malware.

A. Next Generation Threat Prevention
B. Next Generation Threat Emulation
C. Next Generation Threat Extraction
D. Next Generation Firewall

Answer: B

NEW QUESTION 258
- (Exam Topic 4)
When logging in for the first time to a Security management Server through SmartConsole, a fingerprint is saved to the:

A. Security Management Server’s /home/.fgpt file and is available for future SmartConsole authentications.
B. Windows registry is available for future Security Management Server authentications.

C. there is no memory used for saving a fingerprint anyway.

D. SmartConsole cache is available for future Security Management Server authentications.

Answer: D

NEW QUESTION 259
- (Exam Topic 4)
The SmartEvent R80 Web application for real-time event monitoring is called:

A. SmartView Monitor

B. SmartEventWeb

C. There is no Web application for SmartEvent
D. SmartView

Answer: B

NEW QUESTION 262

- (Exam Topic 4)

Which message indicates IKE Phase 2 has completed successfully?
A. Quick Mode Complete

B. Aggressive Mode Complete

C. Main Mode Complete

D. IKE Mode Complete

Answer: A
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NEW QUESTION 266

- (Exam Topic 4)

If the Active Security Management Server fails or if it becomes necessary to change the Active to Standby, the following steps must be taken to prevent data loss.
Providing the Active Security Management Server is responsible, which of these steps should NOT be performed:

A. Rename the hostname of the Standby member to match exactly the hostname of the Active member.
B. Change the Standby Security Management Server to Active.

C. Change the Active Security Management Server to Standby.

D. Manually synchronize the Active and Standby Security Management Servers.

Answer: A

NEW QUESTION 267
- (Exam Topic 4)
Which back up utility captures the most information and tends to create the largest archives?

A. backup

B. snapshot

C. Database Revision
D. migrate export

Answer: B

NEW QUESTION 269
- (Exam Topic 4)
Which is a suitable command to check whether Drop Templates are activated or not?

A. fw ctl get int activate_drop_templates
B. fwaccel stat

C. fwaccel stats

D. fw ctl templates —d

Answer: B

NEW QUESTION 272
- (Exam Topic 4)
When connected to the Check Point R80 Management Server using the SmartConsole the first administrator to connect has a lock on:

A. Only the objects being modified in the Management Database and other administrators can connect to make changes using a special session as long as they all
connect from the same LAN network.

B. The entire Management Database and other administrators can connect to make changes only if the first administrator switches to Read-only.

C. The entire Management Database and all sessions and other administrators can connect only as Read-only.

D. Only the objects being modified in his session of the Management Database and other administrators can connect to make changes using different sessions.

Answer: D

NEW QUESTION 275
- (Exam Topic 4)
Which SmartConsole tab shows logs and detects security threats, providing a centralized display of potential attack patterns from all network devices?

A. Gateway and Servers
B. Logs and Monitor

C. Manage Seeting

D. Security Policies

Answer: B

NEW QUESTION 277
- (Exam Topic 4)
What is the purpose of the Clean-up Rule?

A. To log all traffic that is not explicitly allowed or denied in the Rule Base.

B. To clean up policies found inconsistent with the compliance blade reports.

C. To remove all rules that could have a conflict with other rules in the database.
D. To eliminate duplicate log entries in the Security Gateway

Answer: A

NEW QUESTION 280
- (Exam Topic 4)
Which Threat Prevention Profile is not included by default in R80 Management?

A. Basic — Provides reliable protection on a range of non-HTTP protocols for servers, with minimal impact on network performance
B. Optimized — Provides excellent protection for common network products and protocols against recent or popular attacks

C. Strict — Provides a wide coverage for all products and protocols, with impact on network performance

D. Recommended — Provides all protection for all common network products and servers, with impact on network performance
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Answer: D

NEW QUESTION 281
- (Exam Topic 4)
What is true about the IPS-Blade?

A. in R80, IPS is managed by the Threat Prevention Policy

B. in R80, in the IPS Layer, the only three possible actions are Basic, Optimized and Strict
C. in R80, IPS Exceptions cannot be attached to “all rules”

D. in R80, the GeoPolicy Exceptions and the Threat Prevention Exceptions are the same

Answer: A

NEW QUESTION 286
- (Exam Topic 4)
SmartEvent does NOT use which of the following procedures to identity events:

A. Matching a log against each event definition
B. Create an event candidate

C. Matching a log against local exclusions

D. Matching a log against global exclusions

Answer: C

NEW QUESTION 290
- (Exam Topic 4)
What SmartEvent component creates events?

A. Consolidation Policy
B. Correlation Unit

C. SmartEvent Policy
D. SmartEvent GUI

Answer: B

NEW QUESTION 295
- (Exam Topic 4)
When a Security Gateways sends its logs to an IP address other than its own, which deployment option is installed?

A. Distributed
B. Standalone
C. Bridge

Answer: A

NEW QUESTION 298
- (Exam Topic 4)
Which deployment adds a Security Gateway to an existing environment without changing IP routing?

A. Distributed
B. Bridge Mode
C. Remote

D. Standalone

Answer: B

NEW QUESTION 303
- (Exam Topic 4)
What is the SOLR database for?

A. Used for full text search and enables powerful matching capabilities

B. Writes data to the database and full text search

C. Serves GUI responsible to transfer request to the DLE server

D. Enables powerful matching capabilities and writes data to the database

Answer: A

NEW QUESTION 305
- (Exam Topic 4)
When installing a dedicated R80 SmartEvent server, what is the recommended size of the root partition?

A. Any size

B. Less than 20GB

C. More than 10GB and less than 20 GB
D. At least 20GB
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Answer: D

NEW QUESTION 310
- (Exam Topic 4)
When an encrypted packet is decrypted, where does this happen?

A. Security policy

B. Inbound chain

C. Outbound chain

D. Decryption is not supported

Answer: A

NEW QUESTION 314
- (Exam Topic 4)
Which option would allow you to make a backup copy of the OS and Check Point configuration, without stopping Check Point processes?

A. All options stop Check Point processes
B. backup

C. migrate export

D. snapshot

Answer: D

NEW QUESTION 318
- (Exam Topic 4)
You have discovered activity in your network. What is the BEST immediate action to take?

A. Create a policy rule to block the traffic.

B. Create a suspicious action rule to block that traffic.

C. Wait until traffic has been identified before making any changes.
D. Contact ISP to block the traffic.

Answer: B

NEW QUESTION 320

- (Exam Topic 4)

Which of the following methods can be used to update the trusted log server regarding the policy and configuration changes performed on the Security
Management Server?

A. Save Policy

B. install Database
C. Save Session
D. install Policy

Answer: D

NEW QUESTION 322
- (Exam Topic 4)
What are the three components for Check Point Capsule?

A. Capsule Docs, Capsule Cloud, Capsule Connect

B. Capsule Workspace, Capsule Cloud, Capsule Connect
C. Capsule Workspace, Capsule Docs, Capsule Connect
D. Capsule Workspace, Capsule Docs, Capsule Cloud

Answer: D

NEW QUESTION 327
- (Exam Topic 4)
What is the difference between SSL VPN and IPSec VPN?

A. IPSec VPN does not require installation of a resident VPN client

B. SSL VPN requires installation of a resident VPN client

C. SSL VPN and IPSec VPN are the same

D. IPSec VPN requires installation of a resident VPN client and SSL VPN requires only an installed Browser

Answer: D

NEW QUESTION 330

- (Exam Topic 4)

What Check Point technologies deny or permit network traffic?

A. Application Control DLP
B. Packet Filtering, Stateful Inspection, Application Layer Firewall
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C. ACL SandBlast, MPT
D. IPS, Mobile Threat Protection

Answer: B

NEW QUESTION 334
- (Exam Topic 4)
Fill in the blank: An LDAP server holds one or more

A. Server Units

B. Administrator Units
C. Account Units

D. Account Server

Answer: C

NEW QUESTION 337
- (Exam Topic 4)
Which GUI tool can be used to view and apply Check Point licenses?

A. cpconfig

B. Management Command Line
C. SmartConsole

D. SmartUpdate

Answer: D

Explanation:
SmartUpdate GUI is the recommended way of managing licenses. References:

NEW QUESTION 339
- (Exam Topic 4)
What is the main difference between Threat Extraction and Threat Emulation?

A. Threat Emulation never delivers a file and takes more than 3 minutes to complete
B. Threat Extraction always delivers a file and takes less than a second to complete
C. Threat Emulation never delivers a file that takes less than a second to complete

D. Threat Extraction never delivers a file and takes more than 3 minutes to complete

Answer: B

NEW QUESTION 342
- (Exam Topic 4)

Which tool provides a list of trusted files to the administrator so they can specify to the Threat Prevention blade that these files do not need to be scanned or

analyzed?

A. ThreatWiki

B. Whitelist Files
C. AppWiki

D. IPS Protections

Answer: A

NEW QUESTION 344
- (Exam Topic 4)

In R80 Management, apart from using SmartConsole, objects or rules can also be modified using:

A. 3rd Party integration of CLI and API for Gateways prior to R80.

B. A complete CLI and API interface using SSH and custom CPCode integration.
C. 3rd Party integration of CLI and API for Management prior to R80.

D. A complete CLI and API interface for Management with 3rd Party integration.

Answer: B

NEW QUESTION 346

- (Exam Topic 4)

Which of the following is NOT a valid deployment option for R80?
A. All-in-one (stand-alone)

B. Log Server

C. SmartEvent

D. Multi-domain management server

Answer: D
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NEW QUESTION 349
- (Exam Topic 4)
Which two Identity Awareness commands are used to support identity sharing?

A. Policy Decision Point (PDP) and Policy Enforcement Point (PEP)

B. Policy Enforcement Point (PEP) and Policy Manipulation Point (PMP)
C. Policy Manipulation Point (PMP) and Policy Activation Point (PAP)
D. Policy Activation Point (PAP) and Policy Decision Point (PDP)

Answer: A

NEW QUESTION 351
- (Exam Topic 4)
Which is NOT an encryption algorithm that can be used in an IPSEC Security Association (Phase 2)?

A. AES-GCM-256
B. AES-CBC-256
C. AES-GCM-128

Answer: B

NEW QUESTION 355
- (Exam Topic 4)
Which path below is available only when CoreXL is enabled?

A. Slow path

B. Firewall path

C. Medium path

D. Accelerated path

Answer: C

NEW QUESTION 357
- (Exam Topic 4)
How Capsule Connect and Capsule Workspace differ?

A. Capsule Connect provides a Layer3 VP

B. Capsule Workspace provides a Desktop with usable applications
C. Capsule Workspace can provide access to any application

D. Capsule Connect provides Business data isolation

E. Capsule Connect does not require an installed application at client

Answer: A

NEW QUESTION 358
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