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NEW QUESTION 1
- (Exam Topic 1)

How should you complete the code to initialize App Center in the mobile application? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection a worth one point.

MEAppCenter.start
( “{Your App Secret}”,

MSAnalytics self]
MSCrashes self]
MSDistribute self]

withServices:
) IMSAnalytics self
[MSDistribute self,
[MSPush.self,
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Scenario: Visual Studio App Center must be used to centralize the reporting of mobile application crashes and device types in use.

In order to use App Center, you need to opt in to the service(s) that you want to use, meaning by default no services are started and you will have to explicitly call

each of them when starting the SDK.

Insert the following line to start the SDK in your app's AppDelegate class in the didFinishLaunchingWithOptions method.

MSAppCenter.start("{Your App Secret}", withServices: [MSAnalytics.self, MSCrashes.self]) References: https://docs.microsoft.com/en-us/appcenter/sdk/getting-

started/ios

NEW QUESTION 2
- (Exam Topic 1)

Which branching strategy should you recommend for the investment planning applications suite?

A. release isolation

B. main only

C. development isolation
D. feature isolation

Answer: C

Explanation:

Scenario: A branching strategy that supports developing new functionality in isolation must be used. Feature isolation is a special derivation of the development

isolation, allowing you to branch one or more feature branches from main, as shown, or from your dev branches.

o

v

— o o—0

When you need to work on a particular feature, it might be a good idea to create a feature branch.

NEW QUESTION 3
- (Exam Topic 1)

To resolve the current technical issue, what should you do to the Register-AzureRmAutomationDscNode command?

A. Change the value of the ConfigurationMode parameter.

B. Replace the Register-AzureRmAutomationDscNode cmdlet with Register-AzureRmAutomationScheduledRunbook

C. Add the AllowModuleOverwrite parameter.
D. Add the DefaultProfile parameter.

Answer: A

Explanation:

™
-

Change the ConfigurationMode parameter from ApplyOnly to ApplyAndAutocorrect.
The Register-AzureRmAutomationDscNode cmdlet registers an Azure virtual machine as an APS Desired State Configuration (DSC) node in an Azure Automation

account.
Scenario: Current Technical Issue

The test servers are configured correctly when first deployed, but they experience configuration drift over time. Azure Automation State Configuration fails to

correct the configurations.

Azure Automation State Configuration nodes are registered by using the following command.
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FRegister-AzureRmRutomaticonDscNode
-RescurceCGroupiName ‘TestRescurceGroup’
-AutomaticonfccountName ‘LitwarelRutcomationBccount’
—AzureViMiamse Svmanms
-ConfiguraticnMode “ZpplyOnly’

References:
https://docs.microsoft.com/en-us/powershell/module/azurerm.automation/register-azurermautomationdscnode?v

NEW QUESTION 4

- (Exam Topic 2)

Your company creates a new Azure DevOps team. D18912E1457D5D1DDCBD40AB3BF70D5D

You plan to use Azure DevOps for sprint planning.

You need to visualize the flow of your work by using an agile methodology. Which Azure DevOps component should you use?

A. Kanban boards
B. sprint planning

C. delivery plans

D. portfolio backlogs

Answer: A

Explanation:

Customizing Kanban boards

To maximize a team'’s ability to consistently deliver high quality software, Kanban emphasize two main practices. The first, visualize the flow of work, requires you
to map your team’s workflow stages and configure your Kanban board to match. Your Kanban board turns your backlog into an interactive signboard, providing a
visual flow of work.

Reference: https://azuredevopslabs.com/labs/azuredevops/agile/

NEW QUESTION 5

- (Exam Topic 2)

This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated
goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure DevOps project.

Your build process creates several artifacts.

You need to deploy the artifacts to on-premises servers.

Solution: You deploy an Azure self-hosted agent to an on-premises server. You add a Copy and Publish Build Artifacts task to the deployment pipeline. Does this
meet the goal?

A. Yes
B. No

Answer: A

Explanation:

To build your code or deploy your software using Azure Pipelines, you need at least one agent.

If your on-premises environments do not have connectivity to a Microsoft-hosted agent pool (which is typically the case due to intermediate firewalls), you'll need to
manually configure a self-hosted agent on on-premises computer(s). The agents must have connectivity to the target on-premises environments, and access to the
Internet to connect to Azure Pipelines or Team Foundation Server.

References:

https://docs.microsoft.com/en-us/azure/devops/pipelines/agents/agents?view=azure-devops

NEW QUESTION 6

- (Exam Topic 2)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen

Your company has a project in Azure DevOps for a new web application. You need to ensure that when code is checked in, a build runs automatically.
Solution: From the Continuous deployment trigger settings of the release pipeline, you enable the Pull request trigger setting.

Does the meet the goal?

A. Yes
B. No

Answer: B

Explanation:

In Visual Designer you enable continuous integration (CI) by:

> Select the Triggers tab.

> Enable Continuous integration. References:
https://docs.microsoft.com/en-us/azure/devops/pipelines/get-started-designer

NEW QUESTION 7

- (Exam Topic 2)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
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Your company uses Azure DevOps to manage the build and release processes for applications. You use a Git repository for applications source control.

You need to implement a pull request strategy that reduces the history volume in the master branch. Solution: You implement a pull request strategy that uses fast-
forward merges.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

No fast-forward merge - This option merges the commit history of the source branch when the pull request closes and creates a merge commit in the target
branch.

Reference:

https://docs.microsoft.com/en-us/azure/devops/repos/git/branch-policies

NEW QUESTION 8

- (Exam Topic 2)

You need to ensure that an Azure web app named az400-9940427-main can retrieve secrets from an Azure key vault named az400-9940427-kv1 by using a
system managed identity.

The solution must use the principle of least privilege.

To complete this task, sign in to the Microsoft Azure portal.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

* 1. In Azure portal navigate to the az400-9940427-main app.

* 2. Scroll down to the Settings group in the left navigation.

* 3. Select Managed identity.

* 4, Within the System assigned tab, switch Status to On. Click Save.
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References:

https://docs.microsoft.com/en-us/azure/app-service/overview-managed-identity

NEW QUESTION 9

- (Exam Topic 2)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your company has a prefect in Azure DevOps for a new web application. You need to ensure that when code is checked in, a build runs automatically.
Solution: from the Triggers tab of the build pipeline, you select Enable continuous integration Does the meet the goal?

A. Yes
B. No

Answer: A
Explanation:

References:
https://docs.microsoft.com/en-us/azure/devops/pipelines/get-started-designer

NEW QUESTION 10
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- (Exam Topic 2)
You are planning projects for three customers. Each customer’s preferred process for work items is shown in the following table.

Customer name Preferred process

Litware, Inc. Track product backlog items (PBIs) and bugs on the
Kanban board. Break the PBls down into tasks on the task
poard.

Contoso, Ltd. Track user stories and bugs on the Kanban board. Track
the bugs and tasks on the task board.

A. Datum Corporation | Track requirements, change requests, risks, and reviews.

The customers all plan to use Azure DevOps for work item management.

Which work item process should you use for each customer? To answer, drag the appropriate work item process to the correct customers. Each work item process
may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content. NOTE: Each correct selection is
worth one point.

Processes Answer Area
Agile Litware
CMMI Contoso:
Scrum A, Datum:
XP

A. Mastered

B. Not Mastered
Answer: A

Explanation:

Box 1: Scrum

Choose Scrum when your team practices Scrum. This process works great if you want to track product backlog items (PBIs) and bugs on the Kanban board, or
break PBIs and bugs down into tasks on the taskboard.

Box 2: Agile

Choose Agile when your team uses Agile planning methods, including Scrum, and tracks development and test activities separately. This process works great if
you want to track user stories and (optionally) bugs on the Kanban board, or track bugs and tasks on the taskboard.

Box 3: CMMI

Choose CMMI when your team follows more formal project methods that require a framework for process improvement and an auditable record of decisions. With
this process, you can track requirements, change requests, risks, and reviews.

NEW QUESTION 10

- (Exam Topic 2)

You need to create a virtual machine template in an Azure DevTest Labs environment named

az400-9940427-dtl1. The template must be based on Windows Server 2016 Datacenter. Virtual machines created from the template must include the selenium
tool and the Google Chrome browser.

To complete this task, sign in to the Microsoft Azure portal.

A. Mastered
B. Not Mastered

Answer: A
Explanation:

* 1. Open Microsoft Azure Portal
* 2. Select All Services, and then select DevTest Labs in the DEVOPS section.
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* 3. From the list of labs, select the az400-9940427-dtl1 lab

* 4, On the home page for your lab, select + Add on the toolbar.

* 5. Select the Windows Server 2016 Datacenter base image for the VM.

* 6. Select automation options at the bottom of the page above the Submit button.

* 7. You see the Azure Resource Manager template for creating the virtual machine.

* 8. The JSON segment in the resources section has the definition for the image type you selected earlier. References:
https://docs.microsoft.com/bs-cyrl-ba/azure//lab-services/devtest-lab-vm-powershell

NEW QUESTION 11

- (Exam Topic 2)

You have an Azure DevOps organization named Contoso.

You need to receive Microsoft Teams notifications when work items are updated. What should you do?

A. From Azure DevOp

B. configure a service hook subscription.

C. From Microsoft Teams, configure a connector.

D. From Microsoft Teams, add a channel.

E. From Azure DevOp

F. install an extension.

G. From the Microsoft Teams admin center configure external access.

Answer: B

Explanation:
https://azuredevopslabs.com/labs/vstsextend/teams/

NEW QUESTION 12
- (Exam Topic 2)
As part of your application build process, you need to deploy a group of resources to Azure by using an Azure Resource Manager template located on GitHub.
Which three action should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actioes Rrwtr Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Step 1: Create a release pipeline You need to create a new pipeline.

You can integrate Azure Resource Manager templates (ARM templates) with Azure Pipelines for continuous integration and continuous deployment (CI/CD).
Step 2: Add an Azure Resource Group Deployment task

Step 3: Set the template parameters

Reference:

https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/add-template-to-azure-pipelines
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NEW QUESTION 16

- (Exam Topic 2)

You plan to provision a self-hosted Linux agent

Which authentication mechanism should you use to register the self-hosted agent?

A. SSH key

B. personal access token (PAT)
C. Alternate credentials

D. certificate

Answer: B

Explanation:

Note: PAT Supported only on Azure Pipelines and TFS 2017 and newer. After you choose PAT, paste the PAT token you created into the command prompt
window. Use a personal access token (PAT) if your Azure DevOps Server or TFS instance and the agent machine are not in a trusted domain. PAT authentication
is handled by your Azure DevOps Server or TFS instance instead of the domain controller.

Reference:

https://docs.microsoft.com/en-us/azure/devops/pipelines/agents/v2-linux https://docs.microsoft.com/en-us/azure/devops/pipelines/agents/v2-linux?view=azure-
devops

NEW QUESTION 21
- (Exam Topic 2)
You are defining release strategies for two applications as shown in the following table.

Application name Goal

Appl Failure of Appl has a major impact on your company.
You need a small group of users, who optedinto a
testing Appl, to test new releases of the application.
App2 You need to minimize the time it takes to deploy new
releases of App2, and you must be able to roll back
as quickly as possible.

Which release strategy should you use for each application? To answer, drag the appropriate release strategies to the correct applications. Each release strategy
may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.

Release Strategies Answer Area:

Appl:
Blue/Green deployment
Canary deployment App2:

Rolling deployment

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Appl: Canary deployment

With canary deployment, you deploy a new application code in a small part of the production infrastructure. Once the application is signed off for release, only a
few users are routed to it. This minimizes any impact.

With no errors reported, the new version can gradually roll out to the rest of the infrastructure. App2: Rolling deployment:

In a rolling deployment, an application’s new version gradually replaces the old one. The actual deployment happens over a period of time. During that time, new
and old versions will coexist without affecting functionality or user experience. This process makes it easier to roll back any new component incompatible with the
old components.

NEW QUESTION 23

- (Exam Topic 2)

Your company is building a mobile app that targets Android devices and OS devices. Your team uses Azure DevOps to manage all work items and release cycles.
You need to recommend a solution to perform the following tasks:

* Collect crash reports for issue analysis

« Distribute beta releases to your testers.

* Get user feedback on the functionality of new apps. What should you include in the recommendation?

A. Jenkins integration

B. Azure Application Insights widgets

C. the Microsoft Test & Feedback extension

D. Microsoft Visual Studio App Center integration

Answer: C
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Explanation:

The "Exploratory Testing" extension is now "Test & Feedback” and is now Generally Available.

Anyone can now test web apps and give feedback, all directly from the browser on any platform: Windows, Mac, or Linux. Available for Google Chrome and
Mozilla Firefox (required version 50.0 or above) currently. Support for Microsoft Edge is in the pipeline and will be enabled once Edge moves to a Chromium-
compatible web platform.

References:

https://marketplace.visualstudio.com/items?itemName=ms.vss-exploratorytesting-web

NEW QUESTION 26

- (Exam Topic 2)

Your company is building a new solution in Java.

The company currently uses a SonarQube server to analyze the code of .NET solutions. You need to analyze and monitor the code quality of the Java solution.
Which task types should you add to the build pipeline?

A. Chef

B. Gradle
C. Octopus
D. Gulp

Answer: B

Explanation:

SonarQube is a set of static analyzers that can be used to identify areas of improvement in your code. It allows you to analyze the technical debt in your project
and keep track of it in the future. With Maven and Gradle build tasks, you can run SonarQube analysis with minimal setup in a new or existing Azure DevOps
Services build task.

References:

https://docs.microsoft.com/en-us/azure/devops/java/sonarqube?view=azure-devops

NEW QUESTION 29

- (Exam Topic 2)

You have an existing build pipeline in Azure Pipelines.

You need to use incremental builds without purging the environment between pipeline executions. What should you use?

A. a File Transform task
B. a self-hosted agent
C. Microsoft-hosted parallel jobs

Answer: B

Explanation:

When you run a pipeline on a self-hosted agent, by default, none of the subdirectories are cleaned in between two consecutive runs. As a result, you can do
incremental builds and deployments, provided that tasks are implemented to make use of that. You can override this behavior using the workspace setting on the
job.

Reference:

https://docs.microsoft.com/en-us/azure/devops/pipelines/process/phases

NEW QUESTION 30

- (Exam Topic 2)

You need to ensure that Microsoft Visual Studio 2017 can remotely attach to an Azure Function named fa-11566895.
To complete this task, sign in to the Microsoft Azure portal.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Enable Remote Debugging

Before we start a debugging session to our Azure Function app we need to enable the functionality.

> Navigate in the Azure portal to your function app fa-11566895

® Go to the “Application settings”

» Under “Debugging” set Remote Debugging to On and set Remote Visual Studio version to 2017. Reference:
https://www.locktar.nl/uncategorized/azure-remote-debugging-manually-in-visual-studio-2017/

NEW QUESTION 32

- (Exam Topic 2)

You are designing a build pipeline in Azure Pipelines.

The pipeline requires a self-hosted agent. The build pipeline will run once daily and will take 30 minutes to complete.
You need to recommend a compute type for the agent. The solution must minimize costs. What should you recommend?

A. Azure virtual machines

B. an Azure virtual machine scale set

C. an Azure Kubernetes Service (AKS) cluster
D. Azure Container Instances

Answer: B

Explanation:
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https://docs.microsoft.com/en-us/azure/devops/pipelines/agents/agents?view=azure-devops&tabs=browser#faq

NEW QUESTION 35

- (Exam Topic 2)

You have an Azure DevOps project that contains a build pipeline. The build pipeline uses approximately 50 open source libraries.

You need to ensure that all the open source libraries comply with your company’s licensing standards. Which service should you use?

A. Ansible

B. Maven

C. WhiteSource Bolt
D. Helm

Answer: C

Explanation:

WhiteSource provides WhiteSource Bolt, a lightweight open source security and management solution developed specifically for integration with Azure DevOps
and Azure DevOps Server.

Note: WhiteSource is the leader in continuous open source software security and compliance management. WhiteSource integrates into your build process,
irrespective of your programming languages, build tools, or development environments. It works automatically, continuously, and silently in the background,
checking the security, licensing, and quality of your open source components against WhiteSource constantly-updated denitive database of open source
repositories.

Note: Blackduck would also be a good answer, but it is not an option here. Reference: https://www.azuredevopslabs.com/labs/vstsextend/whitesource/

NEW QUESTION 40

- (Exam Topic 2)

You are deploying a new application that uses Azure virtual machines.

You plan to use the Desired State Configuration (DSC) extension on the virtual machines.

You need to ensure that the virtual machines always have the same Windows features installed.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Answer Area

= ligure The JFLoIm 3 il Exfens the weiual @ @
LT [ o
Load the file to Amure Blob storage.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Step 1: Create a PowerShell configuration file

You create a simple PowerShell DSC configuration file. Step 2: Load the file to Azure Blob storage

Package and publish the module to a publically accessible blob container URL Step 3: Configure the Custom Script Extension on the virtual machines.

The Custom Script Extension downloads and executes scripts on Azure virtual machines. Reference:
https://docs.microsoft.com/en-us/azure/automation/automation-dsc-getting-started https://docs.microsoft.com/en-us/azure/virtual-machines/extensions/custom-
script-windows

NEW QUESTION 41

- (Exam Topic 2)

You manage the Git repository for a large enterprise application.

During the development of the application, you use a file named Config.json.

You need to prevent Config.json from being committed to the source control whenever changes to the application are committed.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Achions Answer Area

i the git coamit command

Run the git reflog sxpire COmmand

him the git add .gitignore cCOmmand @ @
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

Step 1: Delete and recreate the repository. Step 2: Add Config.json to the .gitignore file

Each line in the .gitignore excludes a file or set of files that match a pattern. Example:

# ignore a single file Config.json

Step 3: Run the git add .gitignore command

At the initial commit we want basically move from Untracked to Staged, for staging we have to indicate which file we want to move or specify a pattern, as
example:

Reference:

http://hermit.no/how-to-find-the-best-gitignore-for-visual-studio-and-azure-devops/
https://geochernandez.net/how-to-add-an-existing-repository-into-azure-devops-repo-with-git/

NEW QUESTION 45

- (Exam Topic 2)

Your company has an Azure subscription named Subscription1. Subscriptionl is associated to an Azure Active Directory tenant named contoso.com.

You need to provision an Azure Kubernetes Services (AKS) cluster in Subscriptionl and set the permissions for the cluster by using RBAC roles that reference the
identities in contoso.com.

Which three objects should you create in sequence? To answer, move the appropriate objects from the list of objects to the answer area and arrange them in the
correct order.

Answer Area

Objects

a system-assigned managed identity

a cluster

an application registration in contoso.com

an RBAC binding

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Step 1: Create an AKS cluster

Step 2: a system-assigned managed identity

To create an RBAC binding, you first need to get the Azure AD Object ID.
> Sign in to the Azure portal.

> In the search field at the top of the page, enter Azure Active Directory.
> Click Enter.

2 Inthe Manage menu, select Users.

> In the name field, search for your account.

2 In the Name column, select the link to your account.

> In the Identity section, copy the Object ID.

Identity edit

IS8T Tharme

E@hotmail.com

"eiact

Step 3: a RBAC binding Reference:
https://docs.microsoft.com/en-us/azure/developer/ansible/aks-configure-rbac

NEW QUESTION 46

- (Exam Topic 2)

You are designing an Azure DevOps strategy for your company’s development team. You suspect that the team’s productivity is low due to accumulate technical
debt. You need to recommend a metric to assess the amount of the team'’s technical debt. What should you recommend?

A. the number of code modules in an application
B. the number of unit test failures

C. the percentage of unit test failures

D. the percentage of overall time spent on rework

Answer: D
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NEW QUESTION 48

- (Exam Topic 2)

You have a GitHub repository.

You create a new repository in Azure DevOps.

You need to recommend a procedure to clone the repository from GitHub to Azure DevOps. What should you recommend?

A. Create a webhook.

B. Create a service connection for GitHub.

C. From Import a Git repository, click Import

D. Create a pull request.

E. Create a personal access token in Azure DevOps.

Answer: C

NEW QUESTION 49

- (Exam Topic 2)

You have an Azure DevOps organization named Contoso.

You need to recommend an authentication mechanism that meets the following requirements:

* Supports authentication from Git

» Minimizes the need to provide credentials during authentication What should you recommend?

A. managed identities in Azure Active Directory (Azure AD)
B. personal access tokens (PATS) in Azure DevOps

C. user accounts in Azure Active Directory (Azure AD)

D. Alternate credentials in Azure DevOps

Answer: B

Explanation:

Personal access tokens (PATS) give you access to Azure DevOps and Team Foundation Server (TFS), without using your username and password directly. These
tokens have an expiration date from when they're created. You can restrict the scope of the data they can access. Use PATSs to authenticate if you don't already
have SSH keys set up on your system or if you need to restrict the permissions that are granted by the credential.

Reference:

https://docs.microsoft.com/en-us/azure/devops/repos/git/auth-overview

NEW QUESTION 53

- (Exam Topic 2)

You have several apps that use an Azure SQL Database named dbl.

You need to ensure that queries to dbl are tuned by Azure over time. The solution must only apply to dbl. To complete this task, sign in to the Microsoft Azure
portal.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
* 1. To enable automatic tuning on a single database, navigate to the database in the Azure portal and select Automatic tuning.

- -

a

* 2. Select the automatic tuning options you want to enable and select Apply.

Note: Individual automatic tuning settings can be separately configured for each database. You can manually configure an individual automatic tuning option, or
specify that an option inherits its settings from the server.

Reference:

https://docs.microsoft.com/en-us/azure/azure-sql/database/automatic-tuning-enable

NEW QUESTION 55
- (Exam Topic 2)
You company uses Azure DevOps to deploy infrastructures to Azure. Pipelines are developed by using YAML.
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You execute a pipeline and receive the results in the web portal for Azure Pipelines as shown in the following exhibit.

m Fast Track + . it s
lobs in run #20191120.1 initial_build
ﬂ Crvendew
ol: Az peli
iﬂ — Build v Pool: Azure Pipelines
o Image: Ubuntu-18.84
Repos W b initiakize baid Ts Agent: Hosted Agent
f Pipelines &} Initialize job <ls Started: Just now
. Chackout & Duration: 7s
i FiP' s
o) CindLine Fi3
&  Environments . 7 » Job preparation parameters
S Post-job: Coheckout <13
h k
. bjeases Finalize lob 3
W Library deploy ta_dev
= Task groups > W' deploy to dev server s
deploy a
Deployment groups deploy_to_vat
E;_. L= ol = C} deploy to_ual_server 2%
A hiteSource
Fenalize Duikd
& Test Plans
Lt Report build status <15

F_— Artifacts

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

The pipeline contains v |
one stage

two stages

three stages
four stages

five stages

Build_vm contains v
one job '
two jobs

three jobs

four jobs

five jobs

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://dev.to/rajikaimal/azure-devops-ci-cd-yaml-pipeline-4glj

NEW QUESTION 59

- (Exam Topic 2)

You need to execute inline testing of an Azure DevOps pipeline that uses a Docker deployment model. The solution must prevent the results from being published
to the pipeline.

What should you use for the inline testing?

A. a single stage Dockerfile

B. an Azure Kubernetes Service (AKS) pod
C. a multi-stage Dockerfile

D. a Docker Compose file

Answer: C

Explanation:

"Build and test with a multi-stage Dockerfile: build and tests execute inside the container using a multi-stage Docker file, as such test results are not published back
to the pipeline.”
https://docs.microsoft.com/en-us/azure/devops/pipelines/tasks/test/publish-test-results?view=azure-devops&tabs

NEW QUESTION 64

- (Exam Topic 2)

Your team uses an agile development approach.

You need to recommend a branching strategy for the team’s Git repository. The strategy must meet the following requirements.
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Provide the ability to work on multiple independent tasks in parallel. Ensure that checked-in code remains in a releasable state always. Ensure that new features
can be abandoned at any time.
Encourage experimentation. What should you recommend?

A. a single long-running branch

B. multiple long-running branches

C. a single fork per team member

D. a single-running branch with multiple short-lived topic branches

Answer: D

NEW QUESTION 65

- (Exam Topic 2)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You plan to update the Azure DevOps strategy of your company.

You need to identify the following issues as they occur during the company’s development process:

> Licensing violations

> Prohibited libraries

Solution: You implement pre-deployment gates. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

Instead use implement continuous integration.

Note: WhiteSource is the leader in continuous open source software security and compliance management. WhiteSource integrates into your build process,
irrespective of your programming languages, build tools, or development environments. It works automatically, continuously, and silently in the background,
checking the security, licensing, and quality of your open source components against WhiteSource constantly-updated denitive database of open source
repositories.

Reference: https://azuredevopslabs.com/labs/vstsextend/whitesource/

NEW QUESTION 70

- (Exam Topic 2)

You have a project in Azure DevOps. You have an Azure Resource Group deployment project in Microsoft Visual Studio that is checked in to the Azure DevOps
project.

You need to create a release pipeline that will deploy resources by using Azure Resource Manager templates. The solution must minimize administrative effort.
Which task type should you include in the solution?

A. Azure Cloud Service Deployment
B. Azure RM Web App Deployment
C. Azure PowerShell

D. Azure App Service Manage

Answer: C

Explanation:

There are two different ways to deploy templates to Azure DevOps Services. Both methods provide the same results, so choose the one that best fits your
workflow.

* 1. Add a single step to your build pipeline that runs the PowerShell script that's included in the Azure Resource Group deployment project (Deploy-
AzureResourceGroup.psl). The script copies artifacts and then deploys the template.

* 2. Add multiple Azure DevOps Services build steps, each one performing a stage task.

The first option has the advantage of using the same script used by developers in Visual Studio and providing consistency throughout the lifecycle.
References:

https://docs.microsoft.com/en-us/azure/vs-azure-tools-resource-groups-ci-in-vsts

NEW QUESTION 71

- (Exam Topic 2)

You are building an application that has the following assets:

> Source code

> Logs from automated tests and builds

> Large and frequently updated binary assets

> A common library used by multiple applications

Where should you store each asset? To answer, drag the appropriate Azure services to the correct assets. Each service may be used once. You may need to drag
the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.
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Azure Services A\

Hrure artfacts

Arure Pipelines

Answer Area

Source code; Aaure Service

A commion library used by multiple Azure Service

appecations:
Logs from automated tests and builds: Anue Senvice
Azure Repos
Large and frequently updated binary assets: Azure Sarvice
Arure Storage
L 4
HIU ¥ { >
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Box 1: Azure Repos Box 2: Azure Artifacts

Use Azure Artifacts to create, host, and share packages with your team. Box 3: Azure Pipelines

In the pipeline view you can see all the stages and associated tests. The view provides a summary of the test results

Box 4: Azure Storage Reference:

https://docs.microsoft.com/en-us/azure/devops/repos/get-started/what-is-repos https://azure.microsoft.com/en-us/services/devops/artifacts/
https://docs.microsoft.com/en-us/azure/devops/pipelines/test/review-continuous-test-results-after-build

NEW QUESTION 75
- (Exam Topic 2)
You have a project in Azure DevOps that has three teams as shown in the Teams exhibit. (Click the Teams tab.)

< (]

. Project Settings Dashboards
+

Gt al

ﬂ b
L]

- - R
. .. c
f W ” i

B Danbosdy

A

You create a new dashboard named Dashl.
You configure the dashboard permissions for the Contoso project as shown in the Permissions exhibit (Click the Permissions tab.)

< ]

. Project Settings

Dashboards

+

Grieral
n L

L]

g % =
. .. .
q " i

B Dashbosd

A

All other permissions have the default values set.

Statements Yes MNo

Web Team can delete Dash1.

Contoso Team can view Dashi.

Proiect administrators can create new dashboards,

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Statements Yes MNo

Web Team can delete Dash1.
Contoso Team can view Dashi,

Proiect administrators can create new dashboards.

NEW QUESTION 78

- (Exam Topic 2)

You are designing a configuration management solution to support five apps hosted on Azure App Service. Each app is available in the following three
environments: development, test, and production.

You need to recommend a configuration management solution that meets the following requirements:
> Supports feature flags

> Tracks configuration changes from the past 30 days

> Stores hierarchically structured configuration values

» Controls access to the configurations by using role-based access control (RBAC) permission
> Stores shared values as key/value pairs that can be used by all the apps

Which Azure service should you recommend as the configuration management solution?

A. Azure Cosmos DB

B. Azure App Service

C. Azure App Configuration
D. Azure Key Vault

Answer: C

Explanation:

The Feature Manager in the Azure portal for App Configuration provides a Ul for creating and managing the feature flags that you use in your applications.
App Configuration offers the following benefits:

> A fully managed service that can be set up in minutes

> Flexible key representations and mappings

> Tagging with labels

2 Point-in-time replay of settings

> Dedicated Ul for feature flag management

> Comparison of two sets of configurations on custom-defined dimensions
® Enhanced security through Azure-managed identities

> Encryption of sensitive information at rest and in transit

> Native integration with popular frameworks

App Configuration complements Azure Key Vault, which is used to store application secrets. Reference:
https://docs.microsoft.com/en-us/azure/azure-app-configuration/overview

NEW QUESTION 82
- (Exam Topic 2)
You have an Azure DevOps release pipeline as shown in the following exhibit.

o Create Resource Group (if not created)

e ]

Create Storage Account (if not created)

Create OWASP Container

You need to complete the pipeline to configure OWASP ZAP for security testing.

Which five Azure CLI tasks should you add in sequence? To answer, move the tasks from the list of tasks to the answer area and arrange them in the correct
order.

Tasks Answer Area

Buikd maching image "

Convert Report Format

Download the file @ @
Publish Test Resulls @ ' V
Docker CLI installer

Destroy OWASP Container

?Caﬁﬂuﬂulhnmﬂ I
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

Defining the Release Pipeline

Once the application portion of the Release pipeline has been configured, the security scan portion can be

defined. In our example, this consists of 8 tasks, primarily using the Azure CLI task to create and use the ACI instance (and supporting structures).
Otherwise specified, all the Azure CLI tasks are Inline tasks, using the default configuration options.

Create Resource Group (if not created) &
Create Storage Account (if not created)

Create OWASP Container

Call the Baseline Scan

Download the file

g Convert Report Format

ﬁ Publish Test Results
f

Destroy OWASP Container

Reference:
https://devblogs.microsoft.com/premier-developer/azure-devops-pipelines-leveraging-owasp-zap-in-the-release

NEW QUESTION 84

- (Exam Topic 2)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You manage a project in Azure DevOps.

You need to prevent the configuration of the project from changing over time. Solution: Perform a Subscription Health scan when packages are created.
Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

Instead implement Continuous Assurance for the project.

Note: The Subscription Security health check features in AzSK contains a set of scripts that examines a subscription and flags off security issues,
misconfigurations or obsolete artifacts/settings which can put your subscription at higher risk.

Reference:

https://azsk.azurewebsites.net/04-Continous-Assurance/Readme.html

NEW QUESTION 86

- (Exam Topic 2)

You have an Azure DevOps project named Projectl and an Azure subscription named Subl. Subl contains an Azure SQL database named DB1.
You need to create a release pipeline that uses the Azure SQL Database Deployment task to update DB1. Which artifact should you deploy?

A. a BACPAC
B. a DACPAC
C. an LDF file
D. an MDF file

Answer: B
Explanation:
Use Azure SQL Database Deployment task in a build or release pipeline to deploy to Azure SQL DB using a DACPAC or run scripts using SQLCMD.

Reference:
https://docs.microsoft.com/en-us/azure/devops/pipelines/tasks/deploy/sql-azure-dacpac-deployment

NEW QUESTION 89
- (Exam Topic 2)
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Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You manage a project in Azure DevOps.

You need to prevent the configuration of the project from changing over time. Solution: Add a code coverage step to the build pipelines.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Instead implement Continuous Assurance for the project. Reference:
https://azsk.azurewebsites.net/04-Continous-Assurance/Readme.html

NEW QUESTION 92

- (Exam Topic 2)

Your company is creating a suite of three mobile applications.

You need to control access to the application builds. The solution must be managed at the organization level What should you use? To answer, select the
appropriate options m the answer area.

NOTE: Each correct selection is worth one point.

Groups to control the build access: v

Active Directory groups
Azure Active Directory groups
Microsoft Visual Studio App Center distribution groups

Group type: v
Private
Public
Shared

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Microsoft Visual Studio App Center distribution Groups

Distribution Groups are used to control access to releases. A Distribution Group represents a set of users that can be managed jointly and can have common
access to releases. Example of Distribution Groups can be teams of users, like the QA Team or External Beta Testers or can represent stages or rings of releases,
such as Staging.

Box 2: Shared

Shared distribution groups are private or public distribution groups that are shared across multiple apps in a single organization. Shared distribution groups
eliminate the need to replicate distribution groups across multiple apps.

Note: With the Deploy with App Center Task in Visual Studio Team Services, you can deploy your apps from Azure DevOps (formerly known as VSTS) to App
Center. By deploying to App Center, you will be able to distribute your builds to your users.

References: https://docs.microsoft.com/en-us/appcenter/distribution/groups

NEW QUESTION 93

- (Exam Topic 2)

You need to prepare a network security group (NSG) named az400-9940427-nsg1l to host an Azure DevOps pipeline agent. The solution must allow only the
required outbound port for Azure DevOps and deny all other inbound and outbound access to the Internet.

To complete this task, sign in to the Microsoft Azure portal.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

* 1. Open Microsoft Azure Portal and Log into your Azure account.

* 2. Select network security group (NSG) named az400-9940427-nsgl
* 3. Select Settings, Outbound security rules, and click Add

* 4. Click Advanced

}:, Advanced

* 5. Change the following settings:
> Destination Port range: 8080

® Protocol. TCP

> Action: Allow
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Note: By default, Azure DevOps Server uses TCP Port 8080. References:
https://robertsmit.wordpress.com/2017/09/11/step-by-step-azure-network-security-groups-nsg-security-center-az https://docs.microsoft.com/en-
us/azure/devops/server/architecture/required-ports?view=azure-devops

NEW QUESTION 95

- (Exam Topic 2)

You use Azure Pipelines to manage build pipelines. GitHub to store source code, and Dependabot to manage dependencies.
You have an app named App1l.

Dependabot detects a dependency in Appl that requires an update. What should you do first to apply the update?

A. Perform a commit.

B. Create a pull request.

C. Approve the pull request
D. Create a branch.

Answer: C

Explanation:

DependaBot is a useful tool to regularly check for dependency updates. By helping to keep your project up to date, DependaBot can reduce technical debt and
immediately apply security vulnerabilities when patches are released. How does DependaBot work?

> DependaBot regularly checks dependencies for updates

> Ifan update is found, DependaBot creates a new branch with this upgrade and Pull Request for approval

2 You review the new Pull Request, ensure the tests passed, review the code, and decide if you can merge the change

Reference:

https://samlearnsazure.blog/2019/12/20/github-using-dependabot/

NEW QUESTION 97
- (Exam Topic 2)
You need to configure GitHub to use Azure Active Directory (Azure AD) for authentication. What should you do first?

A. Create a conditional access policy in Azure AD.

B. Modify the Security settings of the GitHub organization.

C. Create an Azure Active Directory B2C (Azure AD B2C) tenant.
D. Register GitHub in Azure AD.

Answer: D

Explanation:

When you connect to a Git repository from your Git client for the first time, the credential manager prompts for credentials. Provide your Microsoft account or Azure
AD credentials.

Note: Git Credential Managers simplify authentication with your Azure Repos Git repositories. Credential managers let you use the same credentials that you use
for the Azure DevOps Services web portal. Credential managers support multi-factor authentication through Microsoft account or Azure Active Directory (Azure
AD). Besides supporting multi-factor authentication with Azure Repos, credential managers also support two-factor authentication with GitHub repositories.
Reference:

https://docs.microsoft.com/en-us/azure/devops/repos/git/set-up-credential-managers

NEW QUESTION 100

- (Exam Topic 2)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your company uses Azure DevOps to manage the build and release processes for applications.

You use a Git repository for applications source control.

You need to implement a pull request strategy that reduces the history volume in the master branch. Solution: You implement a pull request strategy that uses an
explicit merge.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

Instead use fast-forward merge. Note:

No fast-forward merge - This option merges the commit history of the source branch when the pull request closes and creates a merge commit in the target
branch.

Reference:

https://docs.microsoft.com/en-us/azure/devops/repos/git/branch-policies

NEW QUESTION 101

- (Exam Topic 2)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You plan to create a release pipeline that will deploy Azure resources by using Azure Resource Manager templates. The release pipeline will create the following
resources:

® Two resource groups

2 Four Azure virtual machines in one resource group
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> Two Azure SQL databases in other resource group

You need to recommend a solution to deploy the resources.

Solution: Create a main template that has two linked templates, each of which will deploy the resource in its respective group.
Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

To deploy your solution, you can use either a single template or a main template with many related templates. The related template can be either a separate file
that is linked to from the main template, or a template that is nested within the main template.

References: https://docs.microsoft.com/en-us/azure/azure-resource-manager/resource-group-linked-templates

NEW QUESTION 105

- (Exam Topic 2)

You need to increase the security of your team's development process.

Which type of security tool should you recommend for each stage of the development process? To answer, drag the appropriate security toots to the correct
stages. Each security tool may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content NOTE:
Each correct selection is worth one point.

Security Tools Answer Area

Penetration testing Pull request
Static code analysis Continuous integration

Threat modeling Continuous delivery

A. Mastered
B. Not Mastered

Answer: A

Explanation:
https://docs.microsoft.com/en-us/azure/devops/migrate/security-validation-cicd-pipeline?view=azure-devops&v So:
PR: Static Code Analysis ClI: Static Code Analysis CD: PenTest

NEW QUESTION 107

- (Exam Topic 2)

You manage build and release pipelines by using Azure DevOps. Your entire managed environment resides in Azure.

You need to configure a service endpoint for accessing Azure Key Vault secrets. The solution must meet the following requirements:

> Ensure that the secrets are retrieved by Azure DevOps.

> Avoid persisting credentials and tokens in Azure DevOps.

How should you configure the service endpoint? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Service connection type: v

Azure Resource Manager
Generic service
Team Foundation Server / Azure Pipelines service connection

Authentication/authorization

method for the connection: | ¥

Azure Active Directory OAuth 2.0
Grant authorization
Managed Service Identity Authentication

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Azure Pipelines service connection

Box 2: Managed Service Identity Authentication

The managed identities for Azure resources feature in Azure Active Directory (Azure AD) provides Azure services with an automatically managed identity in Azure
AD. You can use the identity to authenticate to any service that supports Azure AD authentication, including Key Vault, without any credentials in your code.
Reference:

https://docs.microsoft.com/en-us/azure/devops/pipelines/tasks/deploy/azure-key-vault https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-
azure-resources/overview
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NEW QUESTION 109

- (Exam Topic 2)

You have an Azure function hosted in an App Service plan named az400-9940427-funcl.

You need to configure az400-9940427-funcl to upgrade the functions automatically whenever new code is committed to the master branch of
https://github.com/Azure-Samples/functions-quickstart.

To complete this task, sign in to the Microsoft Azure portal.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

* 1. Open Microsoft Azure Portal

* 2. Log into your Azure account, select App Services in the Azure portal left navigation, and then select configure az400-9940427-funcl.
* 3. On the app page, select Deployment Center in the left menu.

* 4, On the Build provider page, select Azure Pipelines (Preview), and then select Continue.

* 5. On the Configure page, in the Code section:

For GitHub, drop down and select the Organization, Repository, and Branch you want to deploy continuously.

* 6. Select Continue.

* 7. 0n the Test page, choose whether to enable load tests, and then select Continue.

* 8. Depending on your App Service plan pricing tier, you may see a Deploy to staging page. Choose whether to enable deployment slots, and then select
Continue.

* 9. After you configure the build provider, review the settings on the Summary page, and then select Finish. References:
https://docs.microsoft.com/en-us/azure/app-service/deploy-continuous-deployment

NEW QUESTION 113

- (Exam Topic 2)

You are designing the development process for your company.

You need to recommend a solution for continuous inspection of the company’s code base to locate common code patterns that are known to be problematic.
What should you include in the recommendation?

A. Microsoft Visual Studio test plans
B. Gradle wrapper scripts

C. SonarCloud analysis

D. the JavaScript task runner

Answer: C

Explanation:

SonarCloud is a cloud service offered by SonarSource and based on SonarQube. SonarQube is a widely adopted open source platform to inspect continuously the
guality of source code and detect bugs, vulnerabilities and code smells in more than 20 different languages.

Note: The SonarCloud Azure DevOps extension brings everything you need to have your projects analyzed on SonarCloud very quickly.

NEW QUESTION 117

- (Exam Topic 2)

You use Azure SQL Database Intelligent Insights and Azure Application Insights foe monitoring. You need to write ad-hoc Queries against the monitoring data.
Which Query language should you use?

A. PL/pgSQL

B. Transact-SQL

C. Azure Log Analytics
D. PL/SQL

Answer: C

Explanation:

Data analysis in Azure SQL Analytics is based on Log Analytics language for your custom querying and
reporting.

References: https://docs.microsoft.com/en-us/azure/azure-monitor/insights/azure-sql

NEW QUESTION 119

- (Exam Topic 2)

You have an Azure DevOps project that contains a release pipeline and a Git repository. When a new code revision is committed to the repository, a build and
release is triggered.

You need to ensure that release information for the pipeline is added automatically to the work items associated to the Git commit.

What should you do?

A. Modify the Integrations options for the pipeline.

B. Modify the post-deployment conditions for the last stage of the pipeline.
C. Add an agentless job to the pipeline.

D. Modify the service hooks for the project.

Answer: B
Explanation:

Configure your release definition to post deployment information to Work items.
* 1. Open Pipelines>Releases, choose to edit your release pipeline, then choose Options>Integrations.
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ntegrations

Reference:
https://docs.microsoft.com/en-us/azure/devops/boards/work-items/work-item-deployments-control

NEW QUESTION 122

- (Exam Topic 2)

You use Azure Pipelines lo manage the build and deployment of apps.

You are planning the release strategies for a new app. You need to choose strategies for the following scenarios:

* Releases will be made available to users who are grouped by their tolerance for software faults.

 Code will be deployed to enable functionality that will be available in later releases of the app.

» When a new release occurs, the existing deployment will remain active to minimize recovery time if a return to the previous version is required.

Answer Arca

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Progressive exposure

Continuous Delivery may sequence multiple deployment “rings” for progressive exposure (also known as “controlling the blast radius”). Progressive exposure
groups users who get to try new releases to monitor their experience in “rings.” The first deployment ring is often a “canary” used to test new versions in
production before a broader rollout. CD automates deployment from one ring to the next and may optionally depend on an approval step, in which a decision
maker signs off on the changes electronically. CD may create an auditable record of the approval in order to satisfy regulatory procedures or other control
objectives.

Box 2: Feature flags

Feature flags support a customer-first DevOps mindset, to enable (expose) and disable (hide) features in a solution, even before they are complete and ready for
release.

Box 3: Blue/green

Blue/green deployments which means that instead of replacing the previous version (here we refer to this version as blue), we bring up the new version (here
referred to as the green version) next to the existing version, but not expose it to the actual users right away. On the condition of having successfully validated that
the green version works correctly, we will promote this version to the public version by changing the routing configuration without downtime. If something is wrong
with the green version we can revert back without users every noticing interruptions.

Reference:

https://docs.microsoft.com/en-us/azure/devops/learn/what-is-continuous-delivery https://docs.microsoft.com/en-us/azure/devops/migrate/phase-features-with-
feature-flags

https://medium.com/@denniszielke/continuous-kubernetes-blue-green-deployments-on-azure-using-nginx-appg
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NEW QUESTION 126

- (Exam Topic 2)

Your company develops an application named App1l that is deployed in production.

As part of an application update, a new service is being added to Appl. The new service requires access to an application named App2 that is currently in
development.

You need to ensure that you can deploy the update to Appl before App2 becomes available. You must be able to enable the service in Appl once App2 is
deployed.

What should you do?

A. Create a branch in the build.
B. Implement a branch policy.
C. Create a fork in the build.

D. Implement a feature flag.

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/devops/migrate/phase-features-with-feature-flags

NEW QUESTION 130

- (Exam Topic 2)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You manage a project in Azure DevOps.

You need to prevent the configuration of the project from changing over time. Solution: Implement Continuous Assurance for the project.

Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:

The basic idea behind Continuous Assurance (CA) is to setup the ability to check for "drift" from what is considered a secure snapshot of a system. Support for
Continuous Assurance lets us treat security truly as a 'state’ as opposed to a 'point in time' achievement. This is particularly important in today's context when
‘continuous change' has become a norm.

There can be two types of drift:

> Drift involving 'baseline’ configuration: This involves settings that have a fixed number of possible states (often pre-defined/statically determined ones). For
instance, a SQL DB can have TDE encryption turned ON or OFF...or a Storage Account may have auditing turned ON however the log retention period may be less
than 365 days.

> Drift involving 'stateful' configuration: There are settings which cannot be constrained within a finite set of well-known states. For instance, the IP addresses
configured to have access to a SQL DB can be any (arbitrary) set of IP addresses. In such scenarios, usually human judgment is initially required to determine
whether a particular configuration should be considered 'secure’ or not. However, once that is done, it is important to ensure that there is no "stateful drift" from the
attested configuration. (E.qg., if, in a troubleshooting session, someone adds the IP address of a developer machine to the list, the Continuous Assurance feature
should be able to identify the drift and generate notifications/alerts or even trigger 'auto-remediation’ depending on the severity of the change).

Reference:

https://azsk.azurewebsites.net/04-Continous-Assurance/Readme.html

NEW QUESTION 135

- (Exam Topic 2)

Your company builds a multi tier web application.

>You use Azure DevOps and host the production application on Azure virtual machines.

Your team prepares an Azure Resource Manager template of the virtual machine that you mil use to test new features.
You need to create a staging environment in Azure that meets the following requirements:

» Minimizes the cost of Azure hosting

* Provisions the virtual machines automatically

» Use* the custom Azure Resource Manager template to provision the virtual machines What should you do?

A. In Azure DevOps, configure new tasks in the release pipeline to create and delete the virtual machines m Azure DevTest Labs.

B. From Azure Cloud Shell, run Azure PowerShell commands to create and delete the new virtual machines in a staging resource group.
C. In Azure DevOps, configure new tasks in the release pipeline to deploy to Azure Cloud Services.

D. In Azure Cloud Shell, run Azure CLI commands to create and delete the new virtual machines in a staging resource group.

Answer: A

Explanation:

You can use the Azure DevTest Labs Tasks extension that's installed in Azure DevOps to easily integrate your CI/CD build-and-release pipeline with Azure
DevTest Labs. The extension installs three tasks:

> Create a VM

> Create a custom image from a VM

> Delete a VM

The process makes it easy to, for example, quickly deploy a "golden image" for a specific test task and then delete it when the test is finished.

References: https://docs.microsoft.com/en-us/azure/lab-services/devtest-lab-integrate-ci-cd-vsts

NEW QUESTION 139
- (Exam Topic 2)
Your company has an Azure DevOps project,
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The source code for the project is stored in an on-premises repository and uses on an on-premises build server.

You plan to use Azure DevOps to control the build process on the build server by using a self-hosted agent. You need to implement the self-hosted agent.
You download and install the agent on the build server.

Which two actions should you perform next? Each correct answer presents part of the solution.

A. From Azure, create a shared access signature (SAS).

B. From the build server, create a certificate, and then upload the certificate to Azure Storage.
C. From the build server, create a certificate, and then upload the certificate to Azure Key Vault.
D. From DevOps, create a personal access token (PAT).

E. From the build server, run config.cmd.

Answer: DE

Explanation:
https://docs.microsoft.com/en-us/azure/devops/pipelines/agents/v2-windows?view=azure-devops (Get PAT, run config)

NEW QUESTION 144

- (Exam Topic 2)

Note: This question is part of a ser les of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question m this section, you will NOT be able to return to it As a result, these questions will not appear m the review screen

You integrate a cloud-hosted Jenkins server and a new Azure Dev Ops deployment.

You need Azure Dev Ops lo send a notification to Jenkins when a developer commits changes to a branch in Azure Repos.

Solution: You create an email subscription to an Azure DevOps natification. Does this meet the goal?

A. Yes
B. NO

Answer: B

Explanation:
You can create a service hook for Azure DevOps Services and TFS with Jenkins. References:
https://docs.microsoft.com/en-us/azure/devops/service-hooks/services/jenkins

NEW QUESTION 146

- (Exam Topic 2)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your company uses Azure DevOps to manage the build and release processes for applications. You use a Git repository for applications source control.

You need to implement a pull request strategy that reduces the history volume in the master branch. Solution: You implement a pull request strategy that uses a
three-way merge.

Does this meet the goal?

A.Yes
B. No

Answer: B

Explanation:

Instead use fast-forward merge. Note:

No fast-forward merge - This option merges the commit history of the source branch when the pull request closes and creates a merge commit in the target
branch.

Reference:

https://docs.microsoft.com/en-us/azure/devops/repos/git/branch-policies

NEW QUESTION 150

- (Exam Topic 2)

You need to recommend a solution for deploying charts by using Helm and Title to Azure Kubemets Service (AKS) in an RBAC-enabled cluster.

Which three commands should you recommend be run m sequence? To answer, move the appropriate commands from the list of commands to the answer area
and arrange them in the correct order.

Commands Answer Area

thelm install

kubectl create

|helm completion @

helm init

©®

[helm serve
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

Step 1: Kubectl create

You can add a service account to Tiller using the --service-account <NAME> flag while you're configuring Helm (step 2 below). As a prerequisite, you'll have to
create a role binding which specifies a role and a service account name that have been set up in advance.

Example: Service account with cluster-admin role

$ kubectl create -f rbac-config.yaml serviceaccount "tiller" created clusterrolebinding "tiller" created

$ helm init --service-account tiller Step 2: helm init

To deploy a basic Tiller into an AKS cluster, use the helm init command. Step 3: helm install

To install charts with Helm, use the helm install command and specify the name of the chart to install.

References:

https://docs.microsoft.com/en-us/azure/aks/kubernetes-helm https://docs.helm.sh/using_helm/#tiller-namespaces-and-rbac

NEW QUESTION 154

- (Exam Topic 2)

You need to deploy Azure Kubernetes Service (AKS) to host an application. The solution must meet the following requirements:
> Containers must only be published internally.

> AKS clusters must be able to create and manage containers in Azure.

What should you use for each requirement? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Containers must only be published internally: v
Azure Container Instances '
Azure Container Registry
Dockerfile

AKS clusters must be able to create and manage | : [v!
containers in Azure: IAnazre Active Directory (Azure AD) group

An Azure Automation account

An Azure service principal

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Azure Container Registry

Azure services like Azure Container Registry (ACR) and Azure Container Instances (ACI) can be used and connected from independent container orchestrators
like kubernetes (k8s). You can set up a custom ACR and connect it to an existing k8s cluster to ensure images will be pulled from the private container registry
instead of the public docker hub.

Box 2: An Azure service principal

When you're using Azure Container Registry (ACR) with Azure Kubernetes Service (AKS), an authentication mechanism needs to be established. You can set up
AKS and ACR integration during the initial creation of your AKS cluster. To allow an AKS cluster to interact with ACR, an Azure Active Directory service principal is
used.

References:

https://thorsten-hans.com/how-to-use-private-azure-container-registry-with-kubernetes https://docs.microsoft.com/en-us/azure/aks/cluster-container-registry-
integration

NEW QUESTION 159

- (Exam Topic 2)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You need to recommend an integration strategy for the build process of a Java application. The solution must meet the following requirements:

 The builds must access an on-premises dependency management system.

* The build outputs must be stored as Server artifacts in Azure DevOps.

 The source code must be stored in a Git repository in Azure DevOps.

Solution: Configure the build pipeline to use a Hosted Ubuntu agent pool. Include the Java Tool Installer task in the build pipeline. Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 164

- (Exam Topic 2)

Your company is concerned that when developers introduce open source libraries, it creates licensing

compliance issues.

You need to add an automated process to the build pipeline to detect when common open source libraries are added to the code base.
What should you use?
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A. SourceGear Vault

B. Jenkins

C. Microsoft Visual SourceSafe
D. WhiteSource Bolt

Answer: D

Explanation:

WhiteSource provides WhiteSource Bolt, a lightweight open source security and management solution developed specifically for integration with Azure DevOps
and Azure DevOps Server.

Note: WhiteSource is the leader in continuous open source software security and compliance management. WhiteSource integrates into your build process,
irrespective of your programming languages, build tools, or development environments. It works automatically, continuously, and silently in the background,
checking the security, licensing, and quality of your open source components against WhiteSource constantly-updated denitive database of open source
repositories.

Reference: https://www.azuredevopslabs.com/labs/vstsextend/whitesource/

NEW QUESTION 166

- (Exam Topic 2)

Your company has a project in Azure DevOps for a new web application. The company uses Service Now for change management.
You need to ensure that a change request is processed before any components can be deployed to the production environment.
What are two ways to integrate into the Azure DevOps release pipeline? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

A. Define a deployment control that invokes the Service Now SOAP API.
B. Define a post deployment gate after the deployment to the QA stage.
C. Define a deployment control that invokes the ServiceNow REST API.
D. Define a pre deployment gate before the deployment to the Prod stage.

Answer: AB
Explanation:

https://docs.microsoft.com/en-us/azure/devops/pipelines/release/approvals/servicenow?view=azure-devops

NEW QUESTION 167
- (Exam Topic 2)
You have the Azure DevOps pipeline shown in the following exhibit.

n P Lesd o
[ =]
O
-
I
LS
'

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box1:1

The Cloud agent job only.

Box 2: 4

The pipelines has the four tasks: NuGet restore, Compile Application, Copy Files, and Publish Artifact. Reference:
https://azuredevopslabs.com/labs/azuredevops/continuousintegration/
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NEW QUESTION 168

- (Exam Topic 2)

You have multi-tier application that h« an Azure Web Apps front end and art Azure SQL Datable back end. You need to recommend a solution to capture and store
telemetry data. The solution must meet the following requirements:

* Support using ad-hoc queries to identify baselines.

* Trigger alerts when metrics in the baseline are exceeded.

« Store application and database metrics in a central location. What should you include in the recommendation?

A. Azure Application Insights

B. Azure SQL Database Intelligent Insights
C. Azure Event Hubs

D. Azure Log Analytics

Answer: A

Explanation:

Azure Platform as a Service (PaaS) resources, like Azure SQL and Web Sites (Web Apps), can emit performance metrics data natively to Log Analytics.
The Premium plan will retain up to 12 months of data, giving you an excellent baseline ability.

There are two options available in the Azure portal for analyzing data stored in Log analytics and for creating queries for ad hoc analysis.

References: https://docs.microsoft.com/en-us/azure/azure-monitor/platform/collect-azurepass-posh

NEW QUESTION 173

- (Exam Topic 2)

You are automating the build process for a Java-based application by using Azure DevOps. You need to add code coverage testing and publish the outcomes to
the pipeline.

What should you use?

A. Cobertura

B. Bullseye Coverage
C. MSTest

D. Coverlet

Answer: A

Explanation:

Use Publish Code Coverage Results task in a build pipeline to publish code coverage results to Azure
Pipelines or TFS, which were produced by a build in Cobertura or JaCoCo format. Reference:
https://docs.microsoft.com/en-us/azure/devops/pipelines/tasks/test/publish-code-coverage-results

NEW QUESTION 175

- (Exam Topic 2)

Your company « concerned that when developers introduce open source Libraries, it creates licensing compliance issues.

You need to add an automated process to the build pipeline to detect when common open source libraries are added to the code base.
What should you use?

A. Code Style

B. Microsoft Visual SourceSafe
C. Black Duck

D. Jenkins

Answer: C

Explanation:

Secure and Manage Open Source Software

Black Duck helps organizations identify and mitigate open source security, license compliance and code-quality risks across application and container portfolios.
Black Duck Hub and its plugin for Team Foundation Server (TFS) allows you to automatically find and fix open source security vulnerabilities during the build
process, so you can proactively manage risk. The integration allows you to receive alerts and fail builds when any Black Duck Hub policy violations are met.
Note: WhiteSource would also be a good answer, but it is not an option here. References:
https://marketplace.visualstudio.com/items?itemName=black-duck-software.hub-tfs

NEW QUESTION 176

- (Exam Topic 2)

You have a private distribution group that contains provisioned and unprovisioned devices.

You need to distribute a new iOS application to the distribution group by using Microsoft Visual Studio App Center.
What should you do?

A. Request the Apple ID associated with the user of each device.
B. Register the devices on the Apple Developer portal.

C. Create an active subscription in App Center Test.

D. Add the device owner to the organization in App Center.

Answer: B

Explanation:

When releasing an iOS app signed with an ad-hoc or development provisioning profile, you must obtain tester's device IDs (UDIDs), and add them to the
provisioning profile before compiling a release. When you enable the distribution group's Automatically manage devices setting, App Center automates the before
mentioned operations and removes the constraint for you to perform any manual tasks. As part of automating the workflow, you must provide the user name and
password for your Apple ID and your production certificate in a .p12 format.

App Center starts the automated tasks when you distribute a new release or one of your testers registers a new device. First, all devices from the target distribution
group will be registered, using your Apple ID, in your developer portal and all provisioning profiles used in the app will be generated with both nhew and existing
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device ID. Afterward, the newly generated provisioning profiles are downloaded to App Center servers.
References:

https://docs.microsoft.com/en-us/appcenter/distribution/groups

NEW QUESTION 179

- (Exam Topic 2)

You are creating a container for an ASP.NET Core app.

You need to create a Dockerfile file to build the image. The solution must ensure that the size of the image is minimized.

How should you configure the file? To answer, drag the appropriate values to the correct targets. Each value must be used once, more than once, or not at all. You
may need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.

Answer Area
Values EROM Az build-env
dotnet publish - Release -o oqut
coey . Sfappf

dotnet restore

- WOREDIR /app

microsoft/dotnet: 2. 2-aspnetcore- runt ime RUN |

[Micresoft/dotnet 1. 2-sdk EROM ‘

COPY --from=build-env fepp/out [app

WORKDIR Japp

ENTRYPOINT [“dotnet™, * MwcMovie.d1l™]

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Box 1: microsoft.com/dotnet/sdk:2.3
The first group of lines declares from which base image we will use to build our container on top of. If the local system does not have this image already, then

docker will automatically try and fetch it. The mcr.microsoft.com/dotnet/core/sdk:2.1 comes packaged with the .NET core 2.1 SDK installed, so it's up to the task of
building ASP .NET core projects targeting version 2.1
Box 2: dotnet restore

The next instruction changes the working directory in our container to be /app, so all commands following this one execute under this context.
COPY *.csproj ./ RUN dotnet restore

Box 3: microsoft.com/dotnet/2.2-aspnetcore-runtime
When building container images, it's good practice to include only the production payload and its dependencies in the container image. We don't want the .NET

core SDK included in our final image because we only need the .NET core runtime, so the dockerfile is written to use a temporary container that is packaged with
the SDK called build-env to build the app.

Reference:
https://docs.microsoft.com/de-DE/virtualization/windowscontainers/quick-start/building-sample-app

NEW QUESTION 180

- (Exam Topic 2)

You provision an Azure Kubernetes Service (AKS) cluster that has RBAC enabled. You have a Helm chart for a client application.

You need to configure Helm and Tiller on the cluster and install the chart.

Which three commands should you recommend be run in sequence? To answer, move the appropriate commands from the list of commands to the answer area

and arrange them in the correct order.
Commands Answer Area

helm install

fubectl create

OO,

helm i1nit
helm serve
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Step 1: Kubectl create
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You can add a service account to Tiller using the --service-account <NAME> flag while you're configuring Helm (step 2 below). As a prerequisite, you'll have to
create a role binding which specifies a role and a service account name that have been set up in advance.

Example: Service account with cluster-admin role

$ kubectl create -f rbac-config.yaml serviceaccount "tiller" created clusterrolebinding "tiller" created

$ helm init --service-account tiller Step 2: helm init

To deploy a basic Tiller into an AKS cluster, use the helm init command. Step 3: helm install

To install charts with Helm, use the helm install command and specify the name of the chart to install. References:
https://docs.microsoft.com/en-us/azure/aks/kubernetes-helm https://docs.helm.sh/using_helm/#tiller-namespaces-and-rbac

NEW QUESTION 181

- (Exam Topic 2)

Your company wants to use Azure Application Insights to understand how user behaviors affect an application.

Which application Insights tool should you use to analyze each behavior? To answer, drag the appropriate tools to the correct behaviors. Each tool may be used
once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Tools | Answer Area

i el |

| Impact | Feature usage: |
| —_—

i User Flows | User actions by day: ' |

| Use | . .
faal | The effect that the performance
' of the application has on the usage
, of a page or a feature:
A. Mastered

B. Not Mastered
Answer: A

Explanation:

Box 1: User Flows

The User Flows tool visualizes how users navigate between the pages and features of your site. It's great for answering questions like:
How do users navigate away from a page on your site? What do users click on a page on your site?

Where are the places that users churn most from your site?

Are there places where users repeat the same action over and over? Box 2: Users

Box 3: Impact Reference:

https://docs.microsoft.com/en-us/azure/azure-monitor/app/usage-flows

NEW QUESTION 186

- (Exam Topic 2)

You have an Azure DevOps organization named Contoso and an Azure subscription. The subscription contains an Azure virtual machine scale set named VMSS1
and an Azure Standard Load Balancer named LB1. LB1 distributes incoming requests across VMSSL1 instances.

You use Azure DevOps to build a web app named Appl and deploy Appl to VMSS1. Appl is accessible via HTTPS only and configured to require mutual
authentication by using a client certificate.

You need to recommend a solution for implementing a health check of Appl. The solution must meet the following requirements:

« Identify whether individual instances of VMSSI are eligible for an upgrade operation.

* Minimize administrative effort.

What should you include in the recommendation?

A. the Custom Script Extension

B. the Application Health extension

C. Azure Monitor autoscale

D. an Azure Load Balancer health probe

Answer: D

NEW QUESTION 191

- (Exam Topic 2)

Your company creates a web application.

You need to recommend a solution that automatically sends to Microsoft Teams a dairy summary of the exceptions that occur m the application.

Which two Azure services should you recommend? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. Microsoft Visual Studio App Center
B. Azure DevOps Project

C. Azure Logic Apps

D. Azure Pipelines

E. Azure Application Insights

Answer: CE
Explanation:

References:
https://docs.microsoft.com/en-us/azure/azure-monitor/app/asp-net-exceptions https://docs.microsoft.com/en-us/azure/azure-monitor/app/automate-custom-reports
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NEW QUESTION 194

- (Exam Topic 2)

Your company uses cloud-hosted Jenkins for builds.

You need to ensure that Jenkins can retrieve source code from Azure Repos.

Which three actions should you perform? Each correct answer presents part of the solution NOTE: Each correct answer selection is worth one point

A. Add the Team Foundation Server (TFS) plug-in to Jenkins.

B. Create a personal access token m your Azure DevOps account.
C. Create a webhook in Jenkins.

D. Add a domain to your Jenkins account.

E. Create a service hook m Azure DevOps.

Answer: ABE

Explanation:

References:

https://blogs.msdn.microsoft.com/devops/2017/04/25/vsts-visual-studio-team-services-integration-with-jenkins/
http://www.aisoftwarellc.com/blog/post/how-to-setup-automated-builds-using-jenkins-and-visual-studio-team-foundation-serv

NEW QUESTION 196

- (Exam Topic 2)

Note: This Question Is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to ft. As a result these questions will not appear in the review screen.

You company has a prefect in Azure DevOps for a new web application. You need to ensure that when code is checked in, a build runs automatically.
Solution: From the Triggers tab of the build pipeline, you selected Batch changes while a build is in progress Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 201

- (Exam Topic 2)

You have a project in Azure DevOps that uses packages from multiple public feeds. Some of the feeds are unreliable.

You need to consolidate the packages into a single feed.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the

correct order.
Actions Arcrwer Area

G
O

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Step 1: Create a NuGet package.

NuGet and Maven are public package managers that support multiple feeds. Step 2: Create an Azure Artifacts feed that uses upstream sources

If you want to use packages from multiple feeds, use upstream sources to bring packages from multiple feeds together into a single feed.

Step 3: Create a Micrtosoft Visual Studio project that includes all the packages

Consume NuGet packages from upstream sources: Now you can open Visual Studio and install packages from the upstream sources you just configured.
Reference:

https://docs.microsoft.com/en-us/azure/devops/artifacts/how-to/set-up-upstream-sources

NEW QUESTION 205

- (Exam Topic 2)

You use Azure Artifacts to host NuGet packages that you create.

You need to make one of the packages available to anonymous users outside your organization. The solution must minimize the number of publication points.
What should you do?

A. Create a new feed for the package

B. Publish the package to a public NuGet repository.
C. Promote the package to a release view.

D. Change the feed URL of the package.

Answer: A

Explanation:
Azure Artifacts introduces the concept of multiple feeds that you can use to organize and control access to your packages.
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Packages you host in Azure Artifacts are stored in a feed. Setting permissions on the feed allows you to share your packages with as many or as few people as
your scenario requires.

Feeds have four levels of access: Owners, Contributors, Collaborators, and Readers. References:
https://docs.microsoft.com/en-us/azure/devops/artifacts/feeds/feed-permissions?view=vsts&tabs=new-nav

NEW QUESTION 207

- (Exam Topic 2)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You plan to create a release pipeline that will deploy Azure resources by using Azure Resource Manager templates. The release pipeline will create the following
resources:

2 Two resource groups

> Four Azure virtual machines in one resource group

> Two Azure SQL databases in other resource group

You need to recommend a solution to deploy the resources.

Solution: Create a main template that will deploy the resources in one resource group and a nested template that will deploy the resources in the other resource
group.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Use two linked templates, instead of the nested template.
References: https://docs.microsoft.com/en-us/azure/azure-resource-manager/resource-group-linked-templates

NEW QUESTION 208

- (Exam Topic 2)

You have a build pipeline in Azure Pipelines. You create a Slack App Integration.

You need to send build notifications to a Slack channel named #Development. What should you do first?

A. Configure a service connection.

B. Create a service hook subscription.
C. Create a project-level notification.
D. Create a global notification.

Answer: B

Explanation:

Create a service hook for Azure DevOps with Slack to post messages to Slack in response to events in your Azure DevOps organization, such as completed
builds, code changes, pull requests, releases, work items changes, and more.

Note:

* 1. Go to your project Service Hooks page: https://{orgName}/{project_name}/_settings/serviceHooksSelect Create Subscription.

* 3. Choose the types of events you want to appear in your Slack channel.

* 4, Paste the Web Hook URL from the Slack integration that you created and select Finish.

* 5. Now, when the event you configured occurs in your project, a notification appears in your team's Slack channel.

Reference:

https://docs.microsoft.com/en-us/azure/devops/service-hooks/services/slack

NEW QUESTION 212

- (Exam Topic 2)

Your company has a project in Azure DevOps.

You plan to create a release pipeline that will deploy resources by using Azure Resource Manager templates. The templates will reference secrets stored in Azure
Key Vault.

You need to recommend a solution for accessing the secrets stored in the key vault during deployments. The solution must use the principle of least privilege.
What should you include in the recommendation? To answer, drag the appropriate configurations to the correct targets. Each configuration may be used once,
more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Configurations Answer Area

T b i
gy Uault arcece nahc [ i i
TVIEY Vet HAEEED ) Enable key vaults for template deplo

nab yment by using

A L] " Ta T la aatal - ST P
AKey Vaul aovanced access polCy  pastriet aecess to the secrets in Key Vault by using
A
H'_".”-L,-

A. Mastered
B. Not Mastered

Answer: A
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Explanation:
Box 1: A key Vault advanced access policy
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Settings
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o L <Your username>
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Box 2: RBAC

Management plane access control uses RBAC.

The management plane consists of operations that affect the key vault itself, such as:

> Creating or deleting a key vault.

> Getting a list of vaults in a subscription.

> Retrieving Key Vault properties (such as SKU and tags).

> Setting Key Vault access policies that control user and application access to keys and secrets. References:
https://docs.microsoft.com/en-us/azure/azure-resource-manager/resource-manager-tutorial-use-key-vault

NEW QUESTION 216

- (Exam Topic 2)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these

guestions will not appear in the review screen.

You need to recommend an integration strategy for the build process of a Java application. The solution must meet the following requirements:
® The builds must access an on-premises dependency management system.

2 The build outputs must be stored as Server artifacts in Azure DevOps.

® The source code must be stored in a Git repository in Azure DevOps.

Solution: Configure an Octopus Tentacle on an on-premises machine. Use the Package Application task in the build pipeline.

Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:

Octopus Deploy is an automated deployment server that makes it easy to automate deployment of ASP.NET web applications, Java applications, NodeJS
application and custom scripts to multiple environments.

Octopus can be installed on various platforms including Windows, Mac and Linux. It can also be integrated with most version control tools including VSTS and GIT.
When you deploy software to Windows servers, you need to install Tentacle, a lightweight agent service, on your Windows servers so they can communicate with
the Octopus server.

When defining your deployment process, the most common step type will be a package step. This step deploys your packaged application onto one or more
deployment targets.

When deploying a package you will need to select the machine role that the package will be deployed to. References:
https://octopus.com/docs/deployment-examples/package-deployments https://explore.emtecinc.com/blog/octopus-for-automated-deployment-in-devops-models

NEW QUESTION 219

- (Exam Topic 2)

Your company hosts a web application in Azure. The company uses Azure Pipelines for the build and release management of the application.

Stakeholders report that the past few releases have negatively affected system performance. You configure alerts in Azure Monitor.

You need to ensure that new releases are only deployed to production if the releases meet defined performance baseline criteria in the staging environment first
What should you use to prevent the deployment of releases that fail to meet the performance baseline?

A. a trigger

B. an Azure function

C. agate

D. an Azure Scheduler job

Answer: C
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NEW QUESTION 221

- (Exam Topic 2)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You plan to update the Azure DevOps strategy of your company.

You need to identify the following issues as they occur during the company’s development process:

> Licensing violations

2 Prohibited libraries

Solution: You implement continuous integration. Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:

WhiteSource is the leader in continuous open source software security and compliance management. WhiteSource integrates into your build process, irrespective
of your programming languages, build tools, or development environments. It works automatically, continuously, and silently in the background, checking the
security, licensing, and quality of your open source components against WhiteSource constantly-updated denitive database of open source repositories.
Reference: https://azuredevopslabs.com/labs/vstsextend/whitesource/

NEW QUESTION 223

- (Exam Topic 2)

Your company plans to deploy an application to the following endpoints:

® Ten virtual machines hosted in Azure

® Ten virtual machines hosted in an on-premises data center environment

All the virtual machines have the Azure Pipelines agent.

You need to implement a release strategy for deploying the application to the endpoints.

What should you recommend using to deploy the application to the endpoints? To answer, drag the appropriate components to the correct endpoints. Each
component may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Components Answer Area

A deployment group

Tenwvirtual machines hosted in Azure
A management group

Ten virtual machines hosted in
A resource group an on-premises data center environment

Apphcation roles

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: A deployment group

When authoring an Azure Pipelines or TFS Release pipeline, you can specify the deployment targets for a job using a deployment group.

If the target machines are Azure VMs, you can quickly and easily prepare them by installing the Azure Pipelines Agent Azure VM extension on each of the VMs, or
by using the Azure Resource Group Deployment task in your release pipeline to create a deployment group dynamically.

Box 2: A deployment group

References: https://docs.microsoft.com/en-us/azure/devops/pipelines/release/deployment-groups

NEW QUESTION 224

- (Exam Topic 2)

You are configuring the settings of a new Git repository in Azure Repos.

You need to ensure that pull requests in a branch meet the following criteria before they are merged:

» Committed code must compile successfully.

> Pull requests must have a Quality Gate status of Passed in SonarCloud.

Which policy type should you configure for each requirement? To answer, drag the appropriate policy types to the correct requirements. Each policy type may be
used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.
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Policy Types

' Abuild polic

| POREY | Committed code must compile successfully:
!ﬁ check-in policy Pull requests must have a Quality Gate status
E— ' of Passed in SonarCloud:
A status policy

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: A check-in policy

Administrators of Team Foundation version control can add check-in policy requirements. These check-in policies require the user to take actions when they
conduct a check-in to source control.

By default, the following check-in policy types are available:

> Builds Requires that the last build was successful before a check-in.

» Code Analysis Requires that code analysis is run before check-in.

> Work Items Requires that one or more work items be associated with the check-in.

Box 2: Build policy Reference:

https://docs.microsoft.com/en-us/azure/devops/repos/tfvc/add-check-policies https://azuredevopslabs.com/labs/vstsextend/sonarcloud/

NEW QUESTION 226

- (Exam Topic 2)

Note: This question n part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution

After you answer a question in this section, you will NOT be able to return to it. As a result these questions will not appear in the review screen.

You have an approval process that contains a condition. The condition requires that releases be approved by a team leader before they are deployed.

You have a policy stating that approvals must occur within eight hours.

You discover that deployments fail if the approvals lake longer than two hours.

You need to ensure that the deployments only fail if the approvals take longer than eight hours.

Solution: From Pre-deployment conditions, you modify the Timeout setting for pre-deployment approvals. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Use a gate instead of an approval instead.
References: https://docs.microsoft.com/en-us/azure/devops/pipelines/release/approvals/gates

NEW QUESTION 229

- (Exam Topic 2)

Your company has a project in Azure DevOps for a new web application. The company identifies security as one of the highest priorities.
You need to recommend a solution to minimize the likelihood that infrastructure credentials will be leaked. What should you recommend?

A. Add a Run Inline Azure PowerShell task to the pipeline.

B. Add a PowerShell task to the pipeline and run Set-AzureKeyVaultSecret.
C. Add a Azurre Key Vault task to the pipeline.

D. Add Azure Key Vault references to Azure Resource Manger templates.

Answer: B

Explanation:

Azure Key Vault provides a way to securely store credentials and other keys and secrets.

The Set-AzureKeyVaultSecret cmdlet creates or updates a secret in a key vault in Azure Key Vault. References:
https://docs.microsoft.com/en-us/powershell/module/azurerm.keyvault/set-azurekeyvaultsecret

NEW QUESTION 233

- (Exam Topic 2)

You have a project in Azure DevOps named Contoso App that contains pipelines in Azure Pipelines for GitHub repositories. You need to ensure that developers
receive Microsoft Teams notifications when there are

failures in a pipeline of Contoso App. What should you run in Teams? To answer, select the appropriate options in the answer area. NOTE: Each correct selection
is worth one point.

Anfwer Area
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: subscribe

To start monitoring all pipelines in a project, use the following command inside a channel:
@azure pipelines subscribe [project url]

Box 2: https://dev.azure.com/contoso/contoso-app/

Subscribe to a pipeline or all pipelines in a project to receive notifications:

@azure pipelines subscribe [pipeline url/ project url]

NEW QUESTION 235

- (Exam Topic 2)

You plan to share packages that you wrote, tested, validated, and deployed by using Azure Artifacts.

You need to release multiple builds of each package by using a single feed. The solution must limit the release of packages that are in development.
What should you use?

A. global symbols

B. local symbols

C. upstream sources
D. views

Answer: D

Explanation:

Views enable you to share subsets of the NuGet, npm, Maven, Python and Universal Packages package-versions in your feed with consumers. A common use for
views is to share package versions

that have been tested, validated, or deployed but hold back packages still under development and packages that didn’t meet a quality bar.
https://docs.microsoft.com/en-us/azure/devops/artifacts/concepts/views?view=azure-devops

NEW QUESTION 240

- (Exam Topic 2)

You have a protect in Azure DevOps.

You need to associate an automated test to a test case.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

® ®
© ©

A. Mastered
B. Not Mastered

Answer: A

Explanation:

The process to associate an automated test with a test case is:

> Create a test project containing your automated test. What types of tests are supported?

> Check your test project into an Azure DevOps or Team Foundation Server (TFS) repository.

> Create a build pipeline for your project, ensuring that it contains the automated test. What are the differences if | am still using a XAML build?

> Use Visual Studio Enterprise or Professional 2017 or a later version to associate the automated test with a test case as shown below. The test case must have
been added to a test plan that uses the build you just defined.

Reference:

https://docs.microsoft.com/en-us/azure/devops/test/associate-automated-test-with-test-case

NEW QUESTION 241

- (Exam Topic 2)

Your company uses Azure DevOps for the build pipelines and deployment pipelines of Java based projects. You need to recommend a strategy for managing
technical debt.

Which two actions should you include in the recommendation? Each correct answer presents part of the solution

NOTE: Each correct selection is worth one point.

A. Integrate Azure DevOps and SonarQube.

B. Integrates Azure DevOPs and Azure DevTest Labs.

C. Configure post-deployment approvals in the deployment pipeline.
D. Configure pre-deployment approvals in the deployment pipeline.

Answer: AC
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NEW QUESTION 242

- (Exam Topic 2)

You are designing a strategy to monitor the baseline metrics of Azure virtual machines that run Windows Server. You need to collect detailed data about the
processes running in the guest operating system. Which two agents should you deploy? Each correct answer presents part of the solution. NOTE: Each correct
selection is worth one point.

A. the Dependency agent

B. the Azure Network Watcher Agent for Windows
C. the Telegraf agent

D. the Azure Log Analytics agent

Answer: AD

Explanation:
The following table provide a quick comparison of the Azure Monitor agents for Windows.

Azrure Monitor Diagnostics Log Dependency
agent (preview) extenzion Analytics agent

{WAD) agent
Environments Azure Azure Azure Azure
supported ther cloud Cithe r clo

Cini= Py 5 A= 58
Agent Mone Mone Mone Requires Log
requirements Analytics saent
Data Event Logs Event Logs Event Logs
collected Paerformance ETW events Perforrmance dependancies
ST AT File ba k
e | A ogE C
5 1 I

ol | N5ig amd

ME |t

g ther

~nn T

QLT jt

LY,

I Cs

Data sent to Arure Monitor B e B Arurs hAaniter

.....
.......

Reference:
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/agents-overview

NEW QUESTION 244

- (Exam Topic 2)

You plan to use a NuGet package in a project in Azure DevOps. The NuGet package is in a feed that requires authentication.

You need to ensure that the project can restore the NuGet package automatically. What should the project use to automate the authentication?

A. an Azure Automation account

B. an Azure Artifacts Credential Provider

C. an Azure Active Directory (Azure AD) account that has multi-factor authentication (MFA) enabled

D. an Azure Active Directory (Azure AD) service principal D18912E1457D5D1DDCBD40AB3BF70D5D

Answer: B

Explanation:

The Azure Artifacts Credential Provider automates the acquisition of credentials needed to restore NuGet packages as part of your .NET development workflow. It
integrates with MSBuild, dotnet, and NuGet(.exe)

and works on Windows, Mac, and Linux. Any time you want to use packages from an Azure Artifacts feed, the Credential Provider will automatically acquire and
securely store a token on behalf of the NuGet client you're using.

Reference:

https://github.com/Microsoft/artifacts-credprovider

NEW QUESTION 247

- (Exam Topic 2)

You manage an Azure web app that supports an e-commerce website.

You need to increase the logging level when the web app exceeds normal usage patterns. The solution must minimize administrative overhead.

Which two resources should you include in the solution? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. an Azure Monitor alert that has a dynamic threshold

B. an Azure Automation runbook

C. an Azure Monitor alert that uses an action group that has an email action
D. the Azure Monitor autoscale settings

E. an Azure Monitor alert that has a static threshold

Answer: BC
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NEW QUESTION 252

- (Exam Topic 2)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

The lead developer at your company reports that adding new application features takes longer than expected due to a large accumulated technical debt.

You need to recommend changes to reduce the accumulated technical debt. Solution: You recommend reducing the code complexity.

Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:
Reference:
https://dzone.com/articles/fight-through-the-pain-how-to-deal-with-technical

NEW QUESTION 257

- (Exam Topic 2)

You currently use JIRA, Jenkins, and Octopus as part of your DevOps processes. You plan to use Azure DevOps to replace these tools.
Which Azure DevOps service should you use to replace each tool? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

JIRA: l'
Boards

Build pipelines
Release pipelines
Repos

Jenkins: v

Boards

Build pipelines
Release pipelines
Repos

Qctopus:

Boards

Build pipelines
Release pipelines
Repos

A. Mastered
B. Not Mastered

Answer: A

Explanation:
JIRA- BoardJenkins- Build PipelinesOctopus- Release pipelines

NEW QUESTION 258

- (Exam Topic 2)

Your company has a project in Azure DevOps for a new application. The application will be deployed to several Azure virtual machines that run Windows Server
2016.

You need to recommend a deployment strategy for the virtual machines. The strategy must meet the following requirements:

* Ensure that the virtual machines maintain a consistent configuration.

» Minimize administrative effort to configure the virtual machines What should you include in the recommendation?

A. Deployment YAML and Azure pipeline stage templates

B. Azure Resource Manager templates and the Custom Script Extension for Windows

C. Azure Resource Manager templates and the PowerShell Desired State Configuration (DSC) extensionfor Windows
D. Deployment YAML and Azure pipeline deployment groups

Answer: B

Explanation:

The Custom Script Extension downloads and executes scripts on Azure virtual machines. This extension is useful for post deployment configuration, software
installation, or any other configuration or management tasks. Scripts can be downloaded from Azure storage or GitHub, or provided to the Azure portal at
extension run time. The Custom Script Extension integrates with Azure Resource Manager templates, and can be run using the Azure CLI, PowerShell, Azure
portal, or the Azure Virtual Machine REST API.

References:

https://docs.microsoft.com/en-us/azure/virtual-machines/extensions/custom-script-windows
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NEW QUESTION 261

- (Exam Topic 2)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

The lead developer at your company reports that adding new application features takes longer than expected due to a large accumulated technical debt.

You need to recommend changes to reduce the accumulated technical debt. Solution: You recommend increasing the test coverage.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Instead reduce the code complexity. Reference:
https://dzone.com/articles/fight-through-the-pain-how-to-deal-with-technical

NEW QUESTION 262

- (Exam Topic 2)

You plan to deploy a website that will be hosted in two Azure regions.

You need to create an Azure Traffic Manager profile named az40011566895n1-tm in a resource group named RG1lod11566895. The solution must ensure that
users will always connect to a copy of the website that is in the same country.

To complete this task, sign in to the Microsoft Azure portal.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
* 1. Go to the Azure portal, navigate to Traffic Manager profiles and click on the Add button to create a routing profile.

Traffic Manager profiles

N p—
Wcrosoft

<= Add Z Columns () Refresh

Subscriptions:

L‘Jh‘c‘r by name... All subscnptions

* 2. In the Create Traffic Manager profile, enter, or select these settings:Name: az40011566895n1-tmRouting method: GeographicResource group:
RG1lod11566895

Create Traffic Manager profi... B X

Name

samplegeoprofile v
trafficmanager.net
Routing method

Geographic

Subscription

Resource group @

© Create new @ Use existing

geoprofilerg

Resource group location ®

West US|

Note: Traffic Manager profiles can be configured to use the Geographic routing method so that users are directed to specific endpoints (Azure, External or Nested)
based on which geographic location their DNS query originates from. This empowers Traffic Manager customers to enable scenarios where knowing a user’'s
geographic region and routing them based on that is important.

Reference:

https://azure.microsoft.com/en-us/blog/announcing-the-general-availability-of-geographic-routing-capability-in
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NEW QUESTION 265

- (Exam Topic 2)

Your company has a project in Azure DevOps.

You need to ensure that when there are multiple builds pending deployment only the most recent build is deployed.
What should you use?

A. deployment queue settings
B. deployment conditions

C. release gates

D. pull request triggers

Answer: A

Explanation:
References:
https://docs.microsoft.com/en-us/azure/devops/pipelines/process/stages?tabs=classic&view=azure-devops#queu

NEW QUESTION 267

- (Exam Topic 2)

Your company is concerned that when developers introduce open source libraries, it creates licensing compliance issues.

You need to add an automated process to the build pipeline to detect when common open source libraries are added to the code base.
What should you use?

A. PDM

B. OWASPZAP
C. WhiteSource
D. Jenkins

Answer: C

NEW QUESTION 268

- (Exam Topic 2)

Your company plans to use an agile approach to software development

You need to recommend an application to provide communication between members of the development team who work in locations around the world. The
application must meet the following requirements:

* Provide the ability to isolate the members of efferent project teams into separate communication channels and to keep a history of the chats within those
channels.

* Be available on Windows 10, Mac OS, iOS, and Android operating systems.

« Provide the ability to add external contractors and suppliers to projects.

« Integrate directly with Azure DevOps. What should you recommend?

A. Octopus

B. Bamboo

C. Microsoft Project
D. Slack

Answer: D

Explanation:

Slack is a popular team collaboration service that helps teams be more productive by keeping all communications in one place and easily searchable from virtually
anywhere. All your messages, your files, and everything from Twitter, Dropbox, Google Docs, Azure DevOps, and more all together. Slack also has fully native
apps for iOS and Android to give you the full functionality of Slack wherever you go.

Integrated with Azure DevOps

This integration keeps your team informed of activity happening in its Azure DevOps projects. With this integration, code check-ins, pull requests, work item
updates, and build events show up directly in your team's Slack channel.

Note: Microsoft Teams would also be a correct answer, but it is not an option here. References:
https://marketplace.visualstudio.com/items?itemName=ms-vsts.vss-services-slack

NEW QUESTION 271

- (Exam Topic 2)

Note: This question part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the staled
goals. Some question sets might have more than one correct solution, whale others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to It. As a result, these questions

will not appear in the review screen.

You integrate a cloud-hosted Jenkins server and a new Azure DevOps depsoyment.

You need Azure DevOps to send a notification to Jenkins when a developer commits changes to a branch in Azure Repos.

Solution: You add a trigger to the build pipeline. Does this meet the goal?

A. Yes
B. NO

Answer: B
Explanation:

You can create a service hook for Azure DevOps Services and TFS with Jenkins. References:
https://docs.microsoft.com/en-us/azure/devops/service-hooks/services/jenkins

NEW QUESTION 276
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Your company is concerned that when developers introduce open source libraries, it creates licensing compliance issues.
You need to add an automated process to the build pipeline to detect when common open source libraries are added to the code base.
What should you use?

A. Microsoft Visual SourceSafe
B. PDM

C. WhiteSource

D. OWASP ZAP

Answer: C

Explanation:

WhiteSource is the leader in continuous open source software security and compliance management. WhiteSource integrates into your build process, irrespective
of your programming languages, build tools, or development environments. It works automatically, continuously, and silently in the background, checking the
security, licensing, and quality of your open source components against WhiteSource constantly-updated denitive database of open source repositories.

Azure DevOps integration with WhiteSource Bolt will enable you to:

> Detect and remedy vulnerable open source components.

> Generate comprehensive open source inventory reports per project or build.

> Enforce open source license compliance, including dependencies’ licenses.

> Identify outdated open source libraries with recommendations to update.

References: https://www.azuredevopslabs.com/labs/vstsextend/WhiteSource/

NEW QUESTION 277

- (Exam Topic 3)

You need to configure Azure Automation for the computers in Pool7.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them m the
correct order.

Actions Answer Area
::...In 1.".. II‘
Arurgimflscaurcetro .;"'-p,‘ ._‘.rnrr""_
AZure Powershell cmdlet
reate an Arure Resource Manages
template fle that has an extension 3
5l 150N
Bun the Isport
Azurel@alutosat ionDsclonflguration :
Arure PowerShell crndiet
Bun the <tart
AureRmiutomat lonDicComplla 3 o
Adute PowerShall crmcllet
Create a8 Desired State Configuration
LS ) contguration file that has an
extenson of psi
A. Mastered

B. Not Mastered
Answer: A

Explanation:
_I_E!.n!_c_m? Answer Area

- O G SRS SEE GBS EES EEE GES . BN EES . S
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