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NEW QUESTION 1
What would be a good use case for the Replicate module?

A. Recovery Time Objectives or Recovery Point Objectives are at or near zero
B. Integration with an Enterprise Backup Solution is required.

C. Off site replication is required.

D. PSMis used

Answer: C

NEW QUESTION 2

The PrivateArk clients allows a user to view the contents of the vault like a filesystem.

A. TRUE
B. FALSE

Answer: A

NEW QUESTION 3
Which user is enabled when replicating data between active and stand-by Vaults?

A.DR

B. Backup
C. Operator
D. Auditor

Answer: A

NEW QUESTION 4

By default, the vault secure protocol uses which IP port and protocol.
A. TCP/1858

B. TCP/443

C. UDP/1858

D. TCP/80

Answer: A

Explanation:

Reference: http://docplayer.net/53689072-The-cyberark-digital-vault-built-for-security.html

NEW QUESTION 5
Which of the following are prerequisites for installing PVWA Check all that Apply.

A. Web Services Role

B. NET 4.5.1 Framework Feature
C. Remote Desktop Services Role
D. Windows BitLocker

Answer: A

NEW QUESTION 6

What is a requirement for setting fault tolerance for PSMs?
A. Use a load balancer

B. Use a backup solution

C. CPM must be in all data centers

D. Install the Vault in an HA cluster

Answer: C

NEW QUESTION 7
DRAG DROP

Arrange the steps to complete CPM Hardening for Out-of-Domain Deployment in the correct sequence.
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Answer Area

Uinordered Options Crrdered Response

Open Powershel as Administrator and run the
script

=,
-+

Review these script logs: HardeningScrpllog and
CYBRHardeningseceditiog

-
AN

i
Locate the CPM_Hardening.ps1 script in the
installaton media

&S @

A. Mastered
B. Not Mastered
Answer: A
Explanation:

Ordered Response

1y Locate the CPM_Hardening.ps1 serpt in the installation nredia.

24 Open Powerzhell as Adnunistrator and run the senpt.

3y Review these senpt logs: HardenmpgSeriptlog and CYBRHardeningeecedit log.

Saggested Ancwer . : >
The correct sequence for completing CPM Hardening for Out-of-Diomain Deployment is 1o first

locate the CPM_Hardening.psl script in the installation media, then open Powerzhell as
Administrator and mn the seript. followed by reviewing the HardeningSeript.log and
CYBRHardeningsecedit log script logs. This ensures that all the neceszary steps are taken in

onder to properly secure an out-of-domain deployment of CPM.

NEW QUESTION 8
What is determined by the "MaxConcurrentConnections" setting within a platform?

A. maximum number of concurrent connections that can be opened between the CPM and the remote machines for the platform
B. maximum number of concurrent connections that can be between the PSM and the remote machines for the platform

C. maximum number of concurrent connections allowed for a specific account on the platform through the PSM

D. maximum number of concurrent connections to the Vault allowed for sending audit activities relating to the platform

Answer: A

NEW QUESTION 9
You want to improve performance on the CPM by restricting accounts for the CYBRWINDAD platform to only the WINDEMEA and WINDEMEA_Admin safes.
How do you set this in CyberArk?

A. In the CYBRWINDAD platform, under Automatic Password Management/General, configure AllowedSafes and set to (WINDEMEA)|(WINDEMEA_ADMIN).
Most Voted

B. In the settings for Configuration/CPM assigned to the WINDEMEA and WINDEMEAADMIN safes, configure AllowedSafes and set to
(WINDEMEA)|(WINDEMEAADMIN).

C. In the CYBRWINDAD platform, under Ul&Workflows/Properties/Optional, configure AllowedSafes and set to (WINDEMEA)|(WINDEMEA_ADMIN).

D. Modify cpm.ini on the relevant CPM/s and add the setting AllowedSafesCYBRWINDAD and set to (WINDEMEA)|(WINDEMEAADMIN).

Answer: A

NEW QUESTION 10

A customer asked you to help scope the company's PSM deployment. What should be included in the scoping conversation?
A. Recordings file path

B. Recordings codec

C. Recordings retention period

D. Recordings file type

Answer: C

NEW QUESTION 10

Which method can be used to directly authenticate users to PSM for SSH? (Choose three.)
A. CyberArk authentication Most Voted

B. LDAP authentication Most Voted
C. RADIUS authentication Most Voted
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D. Windows authentication
E. SAML authentication
F. OpenID Connect (OIDC) authentication

Answer: ABC

NEW QUESTION 15
When SAML authentication is used to sign in to the PVWA, which service performs the actual authentication?

A. Active Directory (AD)

B. Identity Provider (IdP) Most Voted

C. Service Provider (SP)

D. CyberArk Password Vault Web Access (PVWA)

Answer: B

NEW QUESTION 18
In large-scale environments, it is important to enable the CPM to focus its search operations on specific Safes instead of scanning all Safes it sees in the Vault.
How is this accomplished?

A. Administration Options > CPM Settings

B. AllowedSafe Parameter on each platform policy

C. MaxConcurrentConnection parameter on each platform policy
D. Administration > Options > CPM Scanner

Answer: B

NEW QUESTION 19
This value needs to be added to the PVWA configuration file:
Assuming all CyberArk PVWA servers were installed using default paths/folders, which configuration file should you locate and edit to accomplish this?

A. c:\inetpub\wwwroot\passwordvault\web.config

B. c:\inetpub\wwwroot\passwordvault\services\web.config

C. c:\cyberark\password vault web access\enviweb.config

D. c:\program files\cyberark\password vault web access\web.config

Answer: A

NEW QUESTION 24
The primary purpose of the CPM is Password Management.

A. TRUE
B. FALSE

Answer: A

Explanation:
Reference: https://www.cse-cst.gc.ca/en/system/files/pdf_documents/cyberark-v91-sec- eng.pdf (7)

NEW QUESTION 28
As Vault Admin, you have been asked to enable your organization's CyberArk users to authenticate using LDAP.
In addition to Audit Users, which permission do you need to complete this task?

A. Add Network Areas

B. Manage Directory Mapping
C. Add/Update Users

D. Activate Users

Answer: B

NEW QUESTION 32
Which CyberArk component changes passwords on Target Devices?

A. Vault

B. CPM

C. PVWA

D. PSM

E. PrivateArk
F. OPM

G. AIM

Answer: BCD

NEW QUESTION 36
A customer is moving from an on-premises to a public cloud deployment. What is the best and most cost-effective option to secure the server key?
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A. Install the Vault in the cloud the same way you would in an on-premises environmen

B. Place the server key in a password protected folder on the operating system.

C. Install the Vault in the cloud the same way you would in an on-premises environmen

D. Purchase a Hardware Security Module to secure the server key.

E. Install the Vault using the native cloud images and secure the server key using native cloud Key Management Systems.
F. Install the Vault using the native cloud images and secure the server key with a Hardware Security Module.

Answer: C

NEW QUESTION 37
You are installing PSM for SSH with AD-Bridge and CyberArkSSHD mode set to integrated for your customer.
Which additional packages do you need to install to meet the customer’s needs? (Choose two.)

A. CARKpsmp-infra

B. libssh

C. OpenSSH 7.8 or higher
D. CARKpsmp-ADBridge
E. CARKpsmp-SSHD

Answer: AB

NEW QUESTION 41
Which keys are required to be present in order to start the PrivateArk Server Service? Select all that apply.

A. Server Key

B. Recovery Public Key
C. Recovery Private Key
D. Safe Key

Answer: A

Explanation:
Reference: https://www.reddit.com/r/CyberARk/comments/8s96n8/certificat_problem_with_my_vault/

NEW QUESTION 46
Which step is required to register a Vault manually in Amazon Web Services using CAVaultManager?

A. Specify Amazon as the cloud vendor using the /CloudVendor Flag

B. After running the postinstall utility, restart the "PrivateArk Server" service
C. Specify the Cloud region using the /CloudRegion flag

D. Specify whether the Vault is distributed or stand alone

Answer: C

NEW QUESTION 48
Which file would you modify to configure the vault to send SNMP traps to your monitoring solution?

A. dbparm ini

B. paragent.ini
C. ENEConf.ini |
D. padrini

Answer: B

NEW QUESTION 51
The vault server uses a modified version of the Microsoft Windows firewall.

A. TRUE
B. FALSE

Answer: B

NEW QUESTION 54
Does CyberArk need service accounts on each server to change passwords?

A. Ye

B. it requires a domain administrator account to change any password on any server.

C.Ye

D. it requires a local administrator account on any Windows server and a root level account on any Unix server.

E.N

F. passwords are changed by the Password Provider Agent.

G.N

H. the CPM uses the account information stored in the vault to login and change the account's password using its own credentials

Answer: B
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NEW QUESTION 57
Which statement about REST API is correct? (Choose two.)

A. When a user successfully authenticates to the Vault, an authentication token is returne

B. Most Voted

C. REST API Windows authentication method allows skipping the logon API by using the Windows default credentials with a Kerberos ticket.

D. To allow High Availability, REST API can be configured to support Session Load Balancing by editing the PVConfiguration.xml and setting the
AllowPVWASessionRedandancy=Yes.

E. Each REST API call requires that a valid authentication token be provide

F. Most Voted

G. REST calls are directly sent to the currently active Vault using Port 1858.

Answer: AD

NEW QUESTION 58
Which of the following are supported authentication methods for CyberArk? Check all that apply

A. CyberArk Password (SRP)
B. LDAP

C. SAML

D. PKI

E. RADIUS

F. OracleSSO

G. Biometric

Answer: BDE

Explanation:
Reference: https://training.cyberark.com/instructor-led-training/cyberark-privileged-account-security-pas-install-and-configure

NEW QUESTION 60
Which configuration file and Vault utility are used to migrate the server key to an HSM?

A. DBparm.ini and CAVaultManager.exe

B. VaultKeys.ini and CAVaultManager.exe
C. DBparm.ini and ChangeServerKeys.exe
D. VaultKeys.ini and ChangeServerKeys.exe

Answer: D

NEW QUESTION 64
Which browser is supported for PSM Web Connectors developed using the CyberArk Plugin Generator Utility (PGU)?

A. Internet Explorer
B. Google Chrome
C. Opera
D. Firefox

Answer: B

NEW QUESTION 66
When integrating a Vault with HSM, which file is uploaded to the HSM device?

A. server.key
B. recpub.key
C. recprv.key
D. mdbase.dat

Answer: A

NEW QUESTION 71

After installing the first PSM server and before installing additional PSM servers, you must ensure the user performing the installation is not a direct owner of which
safe?

A. PSMUnmanagedSessionAccounts Safe

B. PSMRecordingsSessionAccounts Safe

C. PSMUnmanagedApplicationAccounts Safe

D. PSMSessionBackupAccounts Safe

Answer: A

NEW QUESTION 75

What is the purpose of the PSM health check hardening?

A. Remove IIS settings which can be considered security vulnerabilities.
B. Validate that the PSM is ready to be placed behind a load balancer.
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C. Confirm that the Windows Services for PSM are running on the server.
D. Ensure that the AppLocker script does not have any syntax errors.

Answer: A

NEW QUESTION 80

A customer has five PVWA servers. Three are located at the primary data center and the remaining two are at a satellite data center.

What is important to consider about the load balancer? (Choose two.)

A. It must not alter page content, or should include a mechanism to prevent pages from being altere
B. Most Voted

C. It must support “sticky sessions”. Most Voted

D. It must be able to digitally sign and issue certificates for PVWA servers.

E. It must be able to connect to all Vault and PVWA servers through Port TCP 443.

F. It must be configured with high-availability (HA) enabled.

Answer: AB
NEW QUESTION 83
The Remote Desktop Services role must be property licensed by Microsoft.

A. TRUE
B. FALSE

Answer: A
NEW QUESTION 87
For redundancy, you want to add a secondary RADIUS server. What must you do to accomplish this?

A. Add to the application settings of the PVWA web.config file.

B. In the PVYWA vault.ini file, list each RADIUS server host address in the "Addresses" attribute separated by commas.

C. Open the DBParm.ini on the Vault serve

D. Add the second RADIUS server configuration settings after the first one, separated by a comm
E. Most Voted

F. In the PVWA web.config file, add the location element at the end of the config fil

G. Set the path value to "Default Web Site/PasswordVault/api/auth/pkipn/logon".

Answer: C

NEW QUESTION 89

What are the operating system prerequisites for installing CPM? Select all that apply.
A. NET 3.51 Framework Feature

B. Web Services Role

C. Remote Desktop Services Role

D. Windows 2008 R2 or higher.

Answer: A

Explanation:

Reference: https://www.cse-cst.gc.ca/en/system/files/pdf_documents/cyberark-v91-sec- eng.pdf (11)
NEW QUESTION 90

Which statement is correct about CPM behavior in a distributed Vault environment?

A. CPMs should only access the primary Vaul

B. When it is unavailable, CPM cannot access any Vault until another Vault is promoted as the new primary Vault.

C. CPMs should access only the satellite Vaults.

D. CPMs should only access the primary Vaul

E. When it is unavailable, CPM cannot access any Vault until the original primary Vault is operational again.
F. CPM should access all Vaults - primary and the satellite.

Answer: A

NEW QUESTION 94

Which components support load balancing? (Choose two.)
A.CPM

B. PVWA

C. PSM

D. PTA

E. EPV

Answer: BC
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NEW QUESTION 95

There is a requirement for a password to change between 01:00 and 03:00 on Saturdays and Sundays; however, this does not work consistently.
Which platform setting may be the cause?

A. The Interval setting for the platform is incorrect and must be less than 120.

B. The Immediatelnterval setting for the platform is incorrect and must be greater than orequal to 1.
C. The DaysToRun setting for the platform is incorrect and must be set to Sat,Sun.

D. The HeadStartInterval setting for the platform is incorrect and must be set to 0.

Answer: AD

NEW QUESTION 98
What is a prerequisite step before CyberArk can be configured to support RADIUS authentication?

A. Log on to the PrivateArk Client, display the User properties of the user to configure, run the Authentication method drop-down list, and select RADIUS
authentication.

B. In the RADIUS server, define the CyberArk Vault as a RADIUS client/agen

C. Most Voted

D. In the Vault installation folder, run CAVaultManager as administrator with the SecureSecretFiles command.
E. Navigate to /Server/Conf and open DBParm.ini and set the RadiusServersinfo parameter.

Answer: B

NEW QUESTION 101
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