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NEW QUESTION 1
Which feature can help address a customer concern about the length of time it takes to update their SaaS-allowed IP addresses while onboarding to Prisma
Access?

A. Dynamic IP pooling

B. DNS-based load balancing
C. Traffic steering

D. Dedicated IP addresses

Answer: C

NEW QUESTION 2
When using the traffic replication feature in Prisma Access, where is the mirrored traffic directed for analysis?

A. Specified internal security appliance
B. Dedicated cloud storage location

C. Panorama

D. Strata Cloud Manager (SCM)

Answer: A

NEW QUESTION 3

An intern is tasked with changing the Anti-Spyware Profile used for security rules defined in the GlobalProtect folder. All security rules are using the Default Prisma
Profile. The intern reports that the options are greyed out and cannot be modified when selecting the Default Prisma Profile.

Based on the image below, which action will allow the intern to make the required modifications?
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A. Request edit access for the GlobalProtect scope.

B. Change the configuration scope to Prisma Access and modify the profile group.

C. Create a new profile, because default profile groups cannot be modified.

D. Modify the existing anti-spyware profile, because best-practice profiles cannot be removed from a group.

Answer: C

NEW QUESTION 4

A company has four branch offices between Canada Central and Canada East which use the same IPSec termination node and have QoS configured with
customized bandwidth per site. An engineer wants to onboard a new branch office on the same IPSec termination node.

What is the QoS behavior for the new branch office?

A. Automatically distributed to 25% for each site
B. Unallocated until manually assigned

C. Automatically distributed to 20% for each site
D. Cannot be added to existing QoS configuration

Answer: B

NEW QUESTION 5

An engineer has configured a Web Security rule that restricts access to certain web applications for a specific user group. During testing, the rule does not take
effect as expected, and the users can still access blocked web applications.

What is a reason for this issue?

A. The rule was created with improper threat management settings.

B. The rule was created in the wrong scope, affecting only GlobalProtect users instead of all users.
C. The rule was created at a higher level in the rule hierarchy, giving priority to a lower- level rule.
D. The rule was created at a lower level in the rule hierarchy, giving priority to a higher- level rule.
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Answer: D

NEW QUESTION 6

A customer is implementing Prisma Access (Managed by Strata Cloud Manager) to connect mobile users, branch locations, and business-to- business (B2B)
partners to their data centers.

The solution must meet these requirements:

The mobile users must have internet filtering, data center connectivity, and remote site connectivity to the branch locations.

The branch locations must have internet filtering and data center connectivity.

The B2B partner connections must only have access to specific data center internally developed applications running on non-standard ports.

The security team must have access to manage the mobile user and access to branch locations.

The network team must have access to manage only the partner access.

Which two options will allow the engineer to support the requirements? (Choose two.)

A. Configure the CPE with Static Routes pointing to Prisma Access Infrastructure and Mobile User routes.
B. Enable eBGP for dynamic routing and configure RemoteNetworks.

C. Configure Remote Networks and define the branch IP subnets using Static Routes.

D. Enable Remote Networks Advertise Default Route.

Answer: BC

NEW QUESTION 7
In an Explicit Proxy deployment where no agent can be used on the endpoint, which authentication method is supported with mobile users?

A. LDAP

B. Kerberos
C. SAML

D. SSO

Answer: C

NEW QUESTION 8
In addition to creating a Security policy, how can an Al Access Security be used to prevent users from uploading financial information to ChatGPT?

A. Apply File Blocking to stop file uploads containing financial information.

B. Configure an Enterprise DLP rule to block uploads containing financial information.

C. Add the ChatGPT domains using URL Filtering to block uploads containing financial information.

D. Apply a vulnerability profile to stop attempts to exploit system flaws or gain unauthorized access to financial systems.

Answer: B

NEW QUESTION 9
Which statement is valid in relation to certificates used for GlobalProtect and pre-logon?

A. A public certificate authority (CA) must sign and validate all certificates used.

B. The certificate used for pre-logon must include both Subject and Subject-Alt fields.
C. Certificates must be deployed in the Machine Certificate Store.

D. The GlobalProtect agent may be used to distribute pre-logon certificates.

Answer: C

NEW QUESTION 10

Where are tags applied to control access to Generative Al when implementing Al Access Security?

A. To Generative Al applications for identifying sanctioned, tolerated, or unsanctioned applications

B. To security rules for defining which types of Generative Al applications are allowed orblocked

C. To user devices for identifying and controlling which Generative Al applications they can access

D. To Generative Al URL categories for classifying trusted and untrusted Generative Al websites

Answer: A

NEW QUESTION 10

What will cause a connector to fail to establish a connection with the cloud gateway during the deployment of a new ZTNA Connector in a data center?
A. There is a misconfiguration in the DNS settings on the connector.

B. The connector is deployed behind a double NAT.

C. The connector is using a dynamic IP address.

D. There is a high latency in the network connection.

Answer: B

NEW QUESTION 14

How can role-based access control (RBAC) for Prisma Access (Managed by Strata Cloud Manager) be used to grant each member of a security team full

administrative access to manage the Security policy in a single tenant while restricting access to other tenants in a multitenant deployment?

A. Add the team to the Parent Tenant, select the Prisma Access Configuration Scope, and set the role to Security Administrator.
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B. Add the team to the Child Tenant, select All Apps & Services, and set the role to Security Administrator.
C. Add the team to the Parent Tenant, select Prisma Access & NGFW Configuration, and set the role to Security Administrator.
D. Add the team to the Child Tenant, select Prisma Access & NGFW Configuration, and set the role to Security Administrator.

Answer: D

NEW QUESTION 18
An engineer has configured IPSec tunnels for two remote network locations; however, users are experiencing intermittent connectivity issues across the tunnels.
What action will allow the engineer to receive notifications when the IPSec tunnels are down or experiencing instability?

A. Create a new notification profile specifying conditions for remote network IPSec tunnels.

B. Create a tunnel log notification rule to alert on specified remote network IPSec tunnel conditions.

C. Set up the operational health dashboard to email alerts for remote Network IPSec tunnel issues.

D. Select the IPSec tunnel monitoring and notifications checkbox when configuring the remote network IPSec tunnels.

Answer: A

NEW QUESTION 19
Which feature within Strata Cloud Manager (SCM) allows an operations team to view applications, threats, and user insights for branch locations for both NGFW
and Prisma Access simultaneously?

A. Command Center

B. Log Viewer

C. Branch Site Monitor

D. SASE Health Dashboard

Answer: A

NEW QUESTION 22

An engineer has configured a new Remote Networks connection using BGP for route advertisements. The IPSec tunnel has been established, but the BGP peer is
not up.

Which two elements must the engineer validate to solve the issue? (Choose two.)

A. Secret

B. MRAI Timers

C. Peer AS Number

D. Advertise Default Route Checkbox

Answer: AC

NEW QUESTION 26

Which two statements apply when a customer has a large branch office with employees who all arrive and log in within a five-minute time period? (Choose two.)
A. DNS results are only cached for frequently used hostnames.

B. Maximum pending TCP DNS requests is 64.

C. Maximum number of TCP DNS retries is 3.

D. DNS results are cached for 300 seconds.

Answer: BC

NEW QUESTION 29
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