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NEW QUESTION 1

A customer is implementing Prisma Access (Managed by Strata Cloud Manager) to connect mobile users, branch locations, and business-to- business (B2B)

partners to their data centers.

* The solution must meet these requirements:

* The mobile users must have internet filtering, data center connectivity, and remote site connectivity to the branch locations.
* The branch locations must have internet filtering and data center connectivity.

* The B2B partner connections must only have access to specific data center internally developed applications running on non-standard ports.

* The security team must have access to manage the mobile user and access to branch locations.
* The network team must have access to manage only the partner access.
Which two components can be provisioned to enable data center connectivity over the internet? (Choose two.)

A. ZTNA Connector
B. SD-WAN Connector

C. Service connections
D. Colo-Connect

Answer: CD

NEW QUESTION 2

What is the impact of selecting the ??Disable Server Response Inspection?? checkbox after confirming that a Security policy rule has a threat protection profile

configured?

A. Only HTTP traffic from the server to the client will bypass threat inspection.

B. The threat protection profile will override the 'Disable Server Response Inspectionl only for HTTP traffic from the server to the client.

C. All traffic from the server to the client will bypass threat inspection.
D. The threat protection profile will override the 'Disable Server Response Inspectionl for all traffic from the server to the client.

Answer: C

NEW QUESTION 3

Which feature can help address a customer concern about the length of time it takes to update their SaaS-allowed IP addresses while onboarding to Prisma

Access?

A. Dynamic IP pooling

B. DNS-based load balancing
C. Traffic steering

D. Dedicated IP addresses
Answer: C

NEW QUESTION 4
Based on the image below, which two statements describe the reason and action required to resolve the errors? (Choose two.)

Log Viewer

A. The client is misconfigured.

B. Create a do not decrypt rule for the hostname ??google.com.??

C. The server has pinned certificates.

D. Create a do not decrypt rule for the hostname ??certificates.godaddy.com.??

Answer: BC
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NEW QUESTION 5
What must be configured to accurately report an application's availability when onboarding a discovered application for ZTNA Connector?

A. icmp ping
B. https ping
C. tcp ping
D. udp ping

Answer: C

NEW QUESTION 6
What is the flow impact of updating the Cloud Services plugin on existing traffic flows in Prisma Access?

A. They willexperience latency during the plugin upgrade process.

B. They will automatically terminate when the upgrade begins.

C. They will be unaffected because the plugin upgrade is transparent to users.

D. They will be unaffected only if Panorama is deployed in high availability (HA) mode.

Answer: C

NEW QUESTION 7
How can a network security team be granted full administrative access to a tenant's configuration while restricting access to other tenants by using role-based
access control (RBAC) for Panorama Managed Prisma Access in a multitenant environment?

A. Create an Access Domain and restrict access to only the Device Groups and Templates for the Target Tenant.

B. Create a custom role enabling all privileges within the specific tenant's scope and assign it to the security team's user accounts.
C. Create a custom role with Device Group and Template privileges and assign it to the security team's user accounts.

D. Set the administrative accounts for the security team to the "Superuser" role.

Answer: A

NEW QUESTION 8

An engineer has configured a Web Security rule that restricts access to certain web applications for a specific user group. During testing, the rule does not take
effect as expected, and the users can still access blocked web applications.

What is a reason for this issue?

A. The rule was created with improper threat management settings.

B. The rule was created in the wrong scope, affecting only GlobalProtect users instead of all users.
C. The rule was created at a higher level in the rule hierarchy, giving priority to a lower- level rule.
D. The rule was created at a lower level in the rule hierarchy, giving priority to a higher- level rule.

Answer: D

NEW QUESTION 9
What is the purpose of embargo rules in Prisma Access?

A. Rate-limiting connections originating from specific countries
B. Allowing traffic only from specific countries

C. Blocking connections from specific countries

D. Blocking traffic from Russi

E. China, and North Korea only

Answer: C

NEW QUESTION 10
Which two actions can a company with Prisma Access deployed take to use the Egress IP API to automate policy rule updates when the IP addresses used by
Prisma Access change? (Choose two.)

A. Configure a webhook to receive notifications of IP address changes.
B. Copy the Egress IP API Key in the service infrastructure settings.

C. Enable the Egress IP APl endpoint in Prisma Access.

D. Download a client certificate to authenticate to the Egress IP API.

Answer: AD

NEW QUESTION 10

An engineer configures User-ID redistribution from an on-premises firewall connected to Prisma Access (Managed by Panorama) using a service connection. After
committing the configuration, traffic from remote network connections is still not matching the correct user- based policies.

Which two configurations need to be validated? (Choose two.)

A. Ensure the Remote_Network_Template is selected when adding the User-ID Agent in Panorama.

B. Confirm there is a Security policy configured in Prisma Access to allow the communication on port 5007.
C. Confirm the Collector Pre-Shared Keys match between Prisma Access and the on- premises firewall.

D. Ensure the Service_Conn_Template is selected when adding the User-ID Agent in Panorama.

Answer: AD
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NEW QUESTION 14
How can role-based access control (RBAC) for Prisma Access (Managed by Strata Cloud Manager) be used to grant each member of a security team full
administrative access to manage the Security policy in a single tenant while restricting access to other tenants in a multitenant deployment?

A. Add the team to the Parent Tenant, select the Prisma Access Configuration Scope, and set the role to Security Administrator.
B. Add the team to the Child Tenant, select All Apps & Services, and set the role to Security Administrator.

C. Add the team to the Parent Tenant, select Prisma Access & NGFW Configuration, and set the role to Security Administrator.
D. Add the team to the Child Tenant, select Prisma Access & NGFW Configuration, and set the role to Security Administrator.

Answer: D

NEW QUESTION 15

A customer is implementing Prisma Access (Managed by Strata Cloud Manager) to connect mobile users, branch locations, and business-to- business (B2B)
partners to their data centers.

The solution must meet these requirements:

The mobile users must have internet filtering, data center connectivity, and remote site connectivity to the branch locations.

The branch locations must have internet filtering and data center connectivity.

The B2B partner connections must only have access to specific data center internally developed applications running on non-standard ports.

The security team must have access to manage the mobile user and access to branch locations.

The network team must have access to manage only the partner access.

How can the engineer configure mobile users and branch locations to meet the requirements?

A. Use GlobalProtect and Remote Networks to filter internet traffic and provide access to data center resources using service connections.
B. Use Explicit Proxy to filter internet traffic and provide access to data center resources using service connections.
C. Use GlobalProtect to filter internet traffic and provide access to data center resources using service connections.
D. Use Explicit Proxy and Remote Networks to filter internet traffic and provide access to data center resources using service connections.

Answer: A

NEW QUESTION 20
Which feature will fetch user and group information to verify whether a group from the Cloud Identity Engine is present on a security processing node (SPN)?

A. SASE Health Dashboard
B. User Activity Insights

C. Prisma Access Locations
D. Region Activity Insights

Answer: A

NEW QUESTION 22
After configuring domain-based split tunnel for zoom.us, how is expected behavior on the client machine confirmed?

A. Verify from the routing table.

B. Enable dump level logs on GlobalProtect Application.

C. Verify zoom.us is resolved by the tunnel assigned DNS server.
D. Ping zoom.us from the CLI.

Answer: A

NEW QUESTION 24
When configuring Remote Browser Isolation (RBI) with Prisma Access (Managed by Strata Cloud Manager), which element is required to define the protected
URLs for mobile users?

A. A URL access management profile with site access set to ??Isolate?? applied to a Security policy

B. A DNS Security profile applied to a Security policy with the action of ??Isolate?? for the target remote browser DNS categories
C. An RBI profile applied to the URL access management profile

D. A Security policy with the target URL categories and set the action to ??Isolate??

Answer: A

NEW QUESTION 28

Which advanced Al-powered functionality does Strata Copilot provide to enhance the capabilities of Prisma Access security teams?
A. Real-time traffic analysis for automated threat prevention

B. Initial configuration of Prisma Access using a natural language interface

C. Customized guidance for resolving issues through recommended next steps

D. Automated remediation of misconfigured security policies

Answer: C

NEW QUESTION 32

An engineer has configured a new Remote Networks connection using BGP for route advertisements. The IPSec tunnel has been established, but the BGP peer is
not up.

Which two elements must the engineer validate to solve the issue? (Choose two.)

A. Secret
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B. MRAI Timers
C. Peer AS Number
D. Advertise Default Route Checkbox

Answer: AC

NEW QUESTION 34
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