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NEW QUESTION 1
Which type of cloud computing combines on-premise infrastructure with a public cloud?

A. Super cloud
B. Combination cloud
C. Hybrid cloud
D. Mixed cloud

Answer: C

NEW QUESTION 2
When working on a Linux system with firewalld enabled, how can other systems be allowed to access the HTTPS port on the system in the default firewall zone so
that the access is granted immediately and persists across reboots?

A. firewallctl --add-port=https --reload
B. iptables --add-service=https --permanent
C. firewalld --add-service=https
D. firewall-cmd --add-service=https --permanent --reload

Answer: D

NEW QUESTION 3
A company??s IT associate has been asked to switch to single-user mode on a running Linux server in order to perform some troubleshooting. Of the options
below, which is the best way of doing this?

A. su single
B. init singleuser
C. Isu 1
D. linit 1

Answer: D

NEW QUESTION 4
When using rsync to mirror a local directory to a remote server, what is the significance of the --delete option?

A. Files absent from the remote directory will be restored from the local directory.
B. Files present in the local directory, but not present in the remote directory, will be deleted.
C. Files absent from the local directory will be restored from the remote directory.
D. Files present in the remote directory, but not present in the local directory, will be deleted.

Answer: D

NEW QUESTION 5
What open source tool is used to manage instances in the cloud using infrastructure as code?

A. SystemsDeplover
B. Vault
C. Terraform
D. Docker

Answer: C

NEW QUESTION 6
Which of the following authentication method types would include using a password in combination with a hardware token?

A. Multi-Factor Authentication
B. Multi-Staged Security
C. Hardware Encryption Authentication
D. Multi-Step Analysis

Answer: A

NEW QUESTION 7
Which of the following best describes serverless computing?

A. A model of software that packages up code and all its dependencies so the application runs quickly and reliably from one computing environment to another
B. A model where a provider manages the back-end infrastructure management tasks, such as provisioning, scaling, scheduling, and patching
C. An abstraction layer over computer hardware that allows the hardware elements of a single computer-processors, memory, storage, and more-to be divided into
multiple segments
D. A solution comprised of sensors, software, and other technologies for the purpose of connecting and exchanging data with other devices and systems over the
internet

Answer: B
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NEW QUESTION 8
Which of the following technologies is supported by the majority of cloud providers in order to support the orchestration of containerized applications?

A. Kubernetes
B. Vagrant
C. Ansible
D. Terraform

Answer: A

NEW QUESTION 9
An IT associate is responsible for protecting and maintaining the integrity of a set of configuration files. What command could be used to prevent users from
modifying these files?

A. setcap
B. auditd
C. chmod
D. chown

Answer: C

NEW QUESTION 10
An IT team needs to synchronize large amounts of data between two nodes on the company??s local network. This data changes daily and it is not feasible to
copy the entire directory tree each time. Which is the best option to securely copy files in the most timely and efficient manner?

A. rsync
B. scp
C. fsync
D. netcp

Answer: A

NEW QUESTION 10
Which utility is used to create public and private key pairs for SSH authentication?

A. adduser
B. ssh-keyqen
C. keyqen
D. ssh

Answer: B

NEW QUESTION 15
An IT associate is creating a business case to adopt a DevOps approach in an organization. Which of the following is a benefit of DevOps to include in the
business case?

A. The DevOps tool framework reduces the mean time to recovery and number of outaqes, which results in increased sales.
B. Developers take on the work of the operations tea
C. The operations team, therefore, needs fewer people, reducing the number of people the organization needs to pay.
D. The frequency and stability of software deployments will be increased, which can lead to faster time to market.
E. The new DevOps team takes over the work the development team does not have time to complet
F. The developers then have time to create new features.

Answer: C

NEW QUESTION 18
Which of the following commands is used to detach a mounted filesystem or storage device?

A. umount
B. mount
C. mkfs
D. fsck

Answer: A

NEW QUESTION 19
Which of the following is a solution to providing Internet access to a private network using only a single public IPv4 address?

A. Routing gateway
B. NAT gateway
C. Local area network
D. Virtual private network

Answer: B
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NEW QUESTION 21
Which of the following Git commands creates a new, empty Git repository?

A. git clone
B. git fork
C. git pull
D. git in it

Answer: D

NEW QUESTION 24
A software development team uses a single physical server for testing the latest code in multiple environments: development, pre-production, and production.
What is the recommended approach to maintain the basic security of these environments?

A. Assign different developers on the team to work on test, pre-pro
B. and prod code.
C. Implement peer review for all the changes deployed into any of the environments
D. Develop and deploy each environment with its own set of software tools.
E. Use different user/group IDs for deploying and running workload in each environment.

Answer: D

NEW QUESTION 26
What command is used to view new content as it is written to a log file?

A. cat
B. grep -f
C. cut -f1-5
D. tail -f

Answer: D

NEW QUESTION 27
Which of these providers host repositories of container images?

A. Docker Hub
B. GitHub
C. Container Index
D. GitLab

Answer: A

NEW QUESTION 29
Which of the following is considered a best practice for hardening SSHD?

A. Using portknocking to protect ssh access for root
B. Completely disabling ssh access
C. Disabling ssh access for root
D. Renaming root to a random name

Answer: C

NEW QUESTION 32
Which of the following commands is used to display SELinux status?

A. svstemctl
B. sestatus
C. firewall-cmd
D. sudo

Answer: B

NEW QUESTION 33
By default, the Linux operating system uses what access control to manage files/users?

A. Discretionary Access Control
B. Mandatory Access Control
C. Least Privilege
D. Full Control

Answer: A

NEW QUESTION 36
Which of the following deployment environments is accessed by customers/end-users in a live or real-time fashion?
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A. Production
B. Runtime
C. Staging
D. Website

Answer: A

NEW QUESTION 41
Which of the following commands can be used to lock a user??s account so that they cannot log into a Linux server without removing any files, folders, or data?

A. lock
B. usermod
C. userdel
D. chmod

Answer: B

NEW QUESTION 46
Which port is normally required to be open for secure remote interactive shell access to Linux systems?

A. 443/tcp
B. 23/tcp
C. 22/tcp
D. 25/tcp

Answer: C

NEW QUESTION 50
......
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