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NEW QUESTION 1
Refer to the exhibit.

WTP profile configuration

config wireless-controller wtp-profile
edit "“S231F"
config placform
set type 231F
en
set handoff-rssi 30
set handoff-sta-thresh 30
set ap-country US
config radio-1l
set band 802.11n-2G
Sét wids-profile "default-wids-apscan-&nabled”
set vap-all manual
sSet vaps "StudentoOl”
set channel *1% "é*" "11¢
d
config radio-2
set band 802.11lac-5G
set channel-bonding 40MHz
set wids-profile "default-wids-apscan-enabled”
Seét darrp enable
set arrp-profile "arrp~-defaultc®
set vap-all manual
set vaps "StudentOl®
set channel "36" "“44% "52°"

L
b |

end
config radio-3

set mode disabled
end

Which shows the WTP profile configuration.

The AP profile is assigned to two FAP-231F APs that are installed in an open plan area. The first AP has 32 clients associated with the 5 GHz radios and 22 clients
associated with the 2.4 GHz radio. The second AP has 12 clients associated with the 5 GHz radios and 20 clients associated with the 2.4 GHz radio.

A dual-band-capable client enters the area near the first AP and the first AP measures the new client at - 3 3 dBm signal strength. The second AP measures the
new client at -43 dBm signal strength.

If the new client attempts to conned to the student 01 wireless network, which AP radio will the client be associated with?
A. The first AP 2.4 GHz interface provides a stronger signal, which clients often prioritize.

B. The first AP 5 GHz interface because it has a stronger signal.

C. The second AP 5 GHz interface has fewer clients, which ensures better performance despite the weaker signal.

D. The second AP 2.4 GHz interface is preferred over 5 GHz for better speed and lower interference.

Answer: C

NEW QUESTION 2
Refer to the exhibit.
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Review the exhibits to analyze the network topology, SSID settings, and firewall policies.
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FortiGate is configured to use an external captive portal for authentication to grant access to a wireless network. During testing, it was found that users attempting
to connect to the SSID cannot access the captive portal login page.
What configuration change should be made to resolve this issue to allow users to access the captive portal?

A. Change the SSID security mode to WPA2-Enterprise for authentication.

B. Disable HTTPS redirection for the captive portal authentication page.

C. Exclude FortiAuthenticator and Windows AD address objects from filtering.

D. A firewall policy allowing Guest SSID traffic to reach FortiAuthenticator and Windows AD.

Answer: D

NEW QUESTION 3
Refer to the exhibits.

FortiGate LDAP server configuration and diagnostics

onfig user ldaj
edit "FAC-LDAP"
e Ll qeT - & »
set cnid "asAMAccountName"™
set dn "DC=craininghD,I craining, DC=lab"™
- - - - - 5
SCLC TY] ceguliar
set usernamese "Ch=Adminisctracor,ClN=Users, DC=trainingiD, DC=training, DC=lab"™
set password EN MIAwWNEZiciyoaiRaZOHnImgtQbCRYdAI+OJE L YI+uW:e xQ/Vi+mN4zPi19gtCgrniAl
next
P
end
FortiGate # diagnose test authserver ldap FAC-LDAP wifilOl pasasword
authencticate 'wifilOl' againat 'FAC-LDAP' succeeded
yroup membership(s) N=Domain Users, CN=Users,DC=trainingad, DC=training, DC=]lal
Domalin f user is trainingad.training.lab
Wi-Fi Authentication
DEAD : - Arir ,‘-n-nf
et are ™ \ ™~
L™ -E’-_.- il HULC alih.- v
R Ar - -T.F""l'\.' -~ I A !'SC."‘. \ "
ner authenucauo vl HAPV2 -
P -~ TM
Usermname wifi101
;}ESS'I':C'G sEsEEERE "-;

An LDAP server has been successfully configured on FortiGate. which forwards LDAP authentication requests to a Windows Active Directory (AD) server. Wireless
users report that they are unable to authenticate. Upon troubleshooting, you find that authentication fails when using MSCHAPv2.
What is the most likely reason for this issue?

A. A firewall policy is missing an LDAP authentication rule.

B. The Windows AD server requires LDAPS (LDAP over SSL) for authentication.
C. The FortiGate LDAP configuration is missing the correct Bind DN.

D. FortiGate does not support MSCHAPV2 for LDAP authentication.

Answer: D

NEW QUESTION 4

What is the expected behavior when enabling auto TX power control on a FortiAP interface?

A. FortiGate monitors the signal strength of nearby AP interfaces and adjusts its own transmit power every 30 seconds to match the signal strength of the adjacent

AP

B. FortiGate measures the signal strength of nearby FortiAP interfaces every 30 seconds and adjusts their transmit power to ensure they remain detectable at -70
dBm.
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C. FortiGate periodically measures the signal strength of the weakest associated client and adjusts the AP radio power to align with the detected signal strength of
that client.

D. The AP periodically evaluates the signal strength of its own transmission from the client perspective and adjusts its power to ensure the signal is detected at -70
dBm.

Answer: C

NEW QUESTION 5
Which VLAN is used by FortiGate to place devices that fail to match any configured NAC policies? CRSPAN

A.NAC

B. segment

C. Quarantine
D. Onboarding

Answer: D

NEW QUESTION 6
Why is it critical to maintain NTP synchronization between FortiGate and FortiSwitch when FortiLink is configured?

A. To facilitate synchronization of firmware updates across devices

B. To allow FortiSwitch to communicate with other FortiSwitche devices in the network.
C. To ensure accurate time for logs, authentication, and event correlation

D. To allow FortiSwitch to function in standalone mode if FortiGate becomes unavailable

Answer: C

NEW QUESTION 7

A conference center wireless network provides guest access through a captive portal, allowing unregistered users to self-register and connect to the network. The
IT team has been tasked with updating the existing configuration to enforce captive portal authentication over a secure HTTPS connection. Which two steps should
the administrator take to implement this change? (Choose two.)

A. Enable HTTP redirect in the user authentication settings.

B. Create a new SSID with the HTTPS captive portal URL.

C. Disable HTTP administrative access on the guest SSID to enforce HTTPS connection.
D. Update the captive portal URL to use HTTPS on FortiGate and FortiAuthenticator.

Answer: AD

NEW QUESTION 8
When troubleshooting a captive portal issue, which POST parameter in the redirected HTTPS request can be used to track the user's session and ensure that the
request is valid?

A. username
B. redir

C. magic

D. email
Answer: C

NEW QUESTION 9
Refer to the exhibits.
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FortiGate$ diagnose switch-controller switch-info mac-table S224EPTP19005867
vdom: root

Managed Switch : 8224EPTF19005867 0

MAC: 00:0c:29:e€:0a:d2 VLAN: 4089 Trunk: GVMIVO000141680(trunk-id 0)
Flags: 0x000104cl ( hit trunk dynamic src-hit native )

MAC: 00:0c:29:e6ea:d2 VLAN: 1 Trunk: GVM1IV0000141680 (trunk-id 0)
Flags: 0x000104cl ( hit trunk dynamic src-hit native I

MAC: 00:0c:29:e6:ea:d2 VLAN: 4093 Trunk: GVMIV00001416B0(trunk=id 0)
Flags: 0x000104cl ( hit trunk dynamic src-hit native )

MAC: 00:0c:29:26:2a:d42 VLAN: 4094 Trunk: GVM1V0000141680(trunk-id 0)
Flags: 0x000104cl ( hit trunk dynamic src-hit native )

MAC: 70:88:6b:B8c:4a:ce VLAN: 4089 Port: portl(peort-id 2)
Flags: 0x00010441 ( hit dynamic src-hit native )

MAC: 04:d5:90:3e:27:80 VLAN: 1 Port: portl(port-id 1)

Flags: O0x00010441 (

MAC: 00:0e:29:06:2a:d2
Flags: 0x000104el1 (

MAC: 00:0c:29:e6:2a:d2

hit dynamic src~hit native )

VLAN: 4088 Trunk: GVM1IV00001416B80(trunk-id 0)
hit trunk dynamic src-hit native )

VLAN: 10 Trunk: GVM1V0000141680 (trunk-id 0)

Total Displayed: B

vdom: root
VLAN MAC LA3ST-SEEN
4089 70:88:€6b:Bc:4a:ce 4

vdom: root

MAC LAST-ENONN-SWITCH LAST-ENOWNN-PORT

Flags: 0x000104cl ( hit trunk dynamic src-hit native )

FortiGate# diagnose switch-controller mac-device nac onboarding

TYPE LOCATION

sw S224EPTF19003867

FortiGate# diagnose switch-controller mac-device nac known

MATCHED-NAC-POLICY MAC-POLICY-ACTION FSw=-ID COMMENTS

Examine the FortiManager configuration and FortiGate CLI output shown in the exhibit.
The NAC feature is being tested with a device connected to port2 on managed FortiSwitch S224SPTF19005867. The NAC policy has been applied to port2, and
traffic was generated from the test device. However, the traffic from the test device does not match the NAC policy and remains in the onboarding VLAN.

What are two possible reasons why the test device is not being correctly classified by the NAC policy? (Choose two.)

A. Device detection is not enabled on VLAN 4089.

B. The device operating system detected by FortiGate is not Linux.

C. Management communication between FortiGate and FortiSwitch is down.

D. The MAC address configured on the NAC policy is incorrect.

Answer: AB

NEW QUESTION 10
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