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NEW QUESTION 1
Refer to the exhibit.

Automation Policy Bl x

NHame Automation

Severity: E Low Medium High

Rules: ROUP: Security -

Time Range: -
Affected Items: ANy -
Affected Orgs: Rule:Banking -

Action: Send Email /SMS/Webhook to the target users. @
Run Remediation/Script. [&
Invoke an Integration Policy. Run: no policy [&F
[ Create Case when an incident is created. @
D Send SNMP message to the destination set in Admin > Settings > Analytics.
[[] Send XML file over HTTP(S) to the destination set in Admin > Settings > Analytics.
D Open Remedy ticket using the configuration set in Admin > Settings > Analytics.

[ 1nvoke FortiAl and update Comments

According to the automation policy configuration shown in the exhibit, what happens if an associated rule triggers?

A. FortiSIEM runs the remediation script, because that takes precedence over all other options.
B. FortiSIEM performs all selected actions.

C. FortiSIEM fails to the integration policy, because no policy is defined.

D. FortiSIEM sends an email, because that is first on the list.

Answer: B

NEW QUESTION 2
Refer to the exhibit.

Event Details X

Raw Message # ©

«190>Jan 14 08:32:45 date= time=14:19:51 devname=FG240D3913800441 devid=FG24001913800441 logid=1059028704 type=utm subtype=app-ctri
eventtype=app-ctrl-all level=information vd=root appid=15895 user=" srcip=192.168.88.11 srcport=51B866 srcintf»"DMZ" dstip=121.111.236.179 dstport=443
dstintf="wan1" profiletype="applist™ proto=6 service="HTTPS" policyid=2 sessionid=51943532 applist="default’ appcat="Network.Service’ app="S5L"
actions=pass msg="Netwark.Service: 551

Which value would you expect the FortiSIEM parser to use to populate the Application Name field?
A. applist

B. Network.Service

C.SSL

D. wanl

Answer: C

NEW QUESTION 3
Refer to the exhibit.
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Incident generator window

Generate Incident for: Logon_Failure x
Incident Attributes: Ewvent Attribute Subpattern Filter Attribute Row
Source IP =  Logon_Fail v  Source IP v O @
Destination IP =  Logon_Fail v Destination IP v © ©
User =  Logon_Fail v  User +~ ©O @

Insert Attribute: Destinaticn IP v <

Incident Title: Suser from SsrcipAddr failed to logon to SdestipAddr

Triggered Attributes:  Available: Search.. ¢ 1733 » Selected:
WLAN Interface Interefence Index == Event Receive Time
Execute Thread Peak Event Type
Session Process Time ms ¢ Reporting IP

Tomcat manager Check Frequency »~ Raw Event Log

Printer Current Supply Level

Printer Supply Name

- i R

-

An analyst is trying to generate an incident with a title that includes the Source IP, Destination IP, User, and Destination Host Name. They are unable to add a
Destination Host Name as an incident attribute.
What must be changed to allow the analyst to select Destination Host Name as an attribute?

A. The Destination Host Name must be selected as a Triggered Attribute.

B. The Destination Host Name must be set as an aggregate item in a subpattern.
C. The Destination Host Name must be added as an Event type in the FortiSIEM.
D. The Destination IP Event Attribute must be removed.

Answer: A

NEW QUESTION 4
Refer to the exhibit.

Group By and Display Fields Clear All Load Save
Attribute Order Display As Row Move
Event Receive Time DESC v O 0O

Reporting IP v O 00
Event Type v O © 0
Raw Event Log v O OO0
COUNT( Matched Events ) v O 00U

As shown in the exhibit, why are some of the fields highlighted in red?

A. Unique values cannot be grouped

B. The attribute COUNT(Matched Events) is an invalid expression.
C. No RAW Event Log attribute information is available.

D. The Event Receive Time attribute is not available for logs.
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Answer: A

NEW QUESTION 5
How does FortiSIEM update the incident table if a performance rule triggers repeatedly?

A. FortiSIEM changes the incident status to Repeated, and updates the Last Seen timestamp.

B. FortiSIEM updates the Incident Count value and Last Seen timestamp.

C. FortiSIEM generates a new incident based on the Rule Frequency value, and updates the First Seen and Last Seen timestamps.
D. FortiSIEM generates a new incident each time the rule triggers, and updates the First Seen and Last Seen timestamps.

Answer: B

NEW QUESTION 6
Refer to the exhibit.
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Automation Policy

Automation Policy =] x

Name  Automation

Severity: [:] Low DHm:urﬁ High

Rules: (Group:Network e

Time Range: AMNY -
Affected Items: AMNY -
Affected Orgs: Rule:Aviation =

Action: [¥] Send Email/SMS/Webhook to the target users. @
B2) Run Remediation/Script [?
D Invoke an Integration Policy. Run: no policy m
D Create Case when an incident is created. [Z
D Send SNMP message to the destination set in Admin » Settings > Analytics.
[ Send XML file aver HTTP(S5) to the destination set in Admin > Settings > Anolytics.
[(] Open Remedy ticket using the configuration set in Admin > Settings > Analytics.

[J inveke FortiAl and update Comments

Settings: [[] Do not notify when an incident is cleared automatically.
[[] Do not netify when an incident is cleared manually.

D Do not notify when an incident is cleared by system.

Remediation/Script Options
Automation Policy > Define Script/Remediation -] &
Type: () Legacy Script
@ Remediation Script
Script:  Fortinet FortiOs - Block Source IP FortiOs via API v
Protocol: HTTPS
Enforce On: Device:FortiGateS0B, Device:FortiGate900 b

Run On:  Supervisor v

VDOM:
£ Save < Cancel

If a rule containing the automation policy shown in the exhibit triggers, what will happen?
A. Associated source IP addresses will be blocked on devices in the Aviation organization.

B. Associated source IP addresses will be blocked on all FortiGate firewalls.
C. Associated source IP addresses will be blocked on devices in the Network CMDB group.
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D. Associated source IP addresses will be blocked on two FortiGate firewalls.
Answer: D

Explanation:
The automation policy is configured to run a remediation script named " Fortinet FortiOS - Block Source IP FortiOS via APl " . It specifies enforcement on two
FortiGate devices: FortiGate508 and FortiGate90D. Therefore, associated source IP addresses will be blocked on those two FortiGate firewalls only.

NEW QUESTION 7
Refer to the exhibit.

Analytics Search

Filter By: Etvent keywords Event Attribute CMDB Attribute Clear All Load Save
Paren Attribute Operator Value Paren Next Row

(= O User IN v Device IP: Sarver Inventory () O AND OR 4 T
e 0 Event Type IN v Group: Logon Failure Q O AND OR 4 ﬁ

Time Range: FReal-time Relative Absolute

Last 10 Days =

The analyst is troubleshooting the analytics query shown in the exhibit. Why is this search not producing any results?

A. The Time Range is set incorrectly.

B. The inner and outer nested query attribute types do not match.

C. You cannot reference User and Event Type attributes in the same search.
D. The Boolean operator is wrong between the attributes.

Answer: B

NEW QUESTION 8
Which information can FortiSIEM retrieve from FortiClient EMS through an API connection?

A. Host software versions
B. FortiSIEM license

C. Host login credentials
D. ZTNA tags

Answer: D
Explanation:

FortiSIEM can retrieve ZTNA tags from FortiClient EMS through an API connection, enabling dynamic user and device classification for policy enforcement and
incident response.

NEW QUESTION 9
Refer to the exhibit.
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Rule Properties

Create Rule

B x
Step 1: General >  Step 2: Define Condition > Step 3: Define Action
Condition: If this Pattern occurs within any second time window
Paren Subpattern Paren Hex Row
o e Failed_Logon w s © @ o ©
o I
SubPattern Properties
Edit SubPattern 5] x
Hame: Failed_Logon
Filters: Paren Attribute Operator Value Paren Next Row
e © Event Type IN v Group: Logon Failure @ @ AND OR 4 T
Aggregate: Paren Attribute Operator Value Paren Next Row
(=] © COUNT(Matched Events) > v | value... (=) © AND OR 4 W
Group By: Attribute Row Move
User o e . +
Destination IP [ +] =] +* +
Source IP -+ T ] +  +

=

An analyst wants the rule shown in the exhibit to trigger when three failed login attempts occur within three minutes.

What should the values be for the condition time window and aggregate count?

A. Time window 180 seconds, aggregate count 3
B. Time window 180 seconds, aggregate count 2
C. Time window 90 seconds, aggregate count 3
D. Time window 90 seconds, aggregate count 2

Answer: A

NEW QUESTION 10
Refer to the exhibit.
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» Run Mode: Local

* Task: Regression
» Algorithm: DecisionTreeRegressor

v Fields to use for Prediction:

v AVG (Memory Util)

[¥] AVG(Sent Bytes64)

(<

AVG(Received Bytestd)

* Field to Predict:

& AVG(CPU Util)

What will happen when a device being analyzed by the machine learning configuration shown in the exhibit has a consistently high memory utilization?

A. FortiSIEM will update the regression tables for memory utilization, and average sent and received bytes.
B. FortiSIEM will trigger an incident for high memory utilization.

C. FortiSIEM will lower the CPU utilization trigger requirement for CPU utilization.

D. FortiSIEM will update the model with a higher memory utilization average value.

Answer: D

NEW QUESTION 10
Refer to the exhibit.
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= Expression Builder x
Expression: COUNT(jMatched Events Validate Claar
Builder:  [J Vertical Addtos ) A

“count()matched events” is invalid

Select function

-

An analyst is trying to identify an issue using an expression based on the Expression Builder settings shown in the exhibit; however, the error message shown in
the exhibit indicates that the expression is invalid.
What is the correct syntax to create an expression that generates a total count of matched events?

A. COUNT(Matched Events)
B. (COUNT) Matched Events
C. Matched Events (COUNT)
D. Matched Events COUNT()

Answer: A

NEW QUESTION 11

Which running mode takes the most time to perform machine learning tasks?
A. Local auto

B. Local

C. Forecasting

D. Regression

Answer: A

NEW QUESTION 12
Refer to the exhibit.
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Incident Details

A Server Disk Latency C:\ Critical on THREATSOCDC

Search...

Incident ID :
Incident Title :
Rule Name :

Event Type :
Severity Category :
First Occurred :

Last Occurred :

el s

3984

Server Disk Latency C:\ Critical on THREATSOCDC
Server Disk Latency Critical
PH_RULE_SERVER_DISK_LATENCY_CRIT

33 Minutes ago (Jan 15 2025, 08:07:15 AM)

33 Minutes ago (Jan 15 2025, 08:07:15 AM)

Category : Perfarmance
Subcategory : Impact
Tactics : Impact

Technique :

Endpoint Denial of Service: O§ Exhaustion Flood

Organization : Super
Reporting : &) WIN-RAQBSNWBOVY
Reporting IP : @&0) 10.1.1.33
Reporting Device Status : Pending
Target : @) 10.1.1.33
THREATSOCDC
Detail : Disk Name: C:\
Disk Read Latency ms: 100.03ms
Disk Write Latency ms: 1ms
Count : 1

Incident Status :

Cleared Reasaon :

Cleared Time :

Auto Cleared

Rule has not been triggered for 20 minutes

13 Minutes ago (Jan 15 2025, 08:27:17 AM)

D

0 Actions =

How was this incident cleared?

A. The analyst manually cleared the incident from the incident table.

B. FortiSIEM cleared the incident automatically after 24 hours.

C. The incident was cleared automatically by the rule.

D. The endpoint was rebooted and sent an all-clear signal to FortiSIEM.

Answer: C

NEW QUESTION 14
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