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NEW QUESTION 1

You are configuring FortiAuthenticator to integrate with FSSO for user identification. To enable FortiAuthenticator to extract user information from syslog messages
and inject it into FSSO, you have configured syslog matching rules.

What is the role of syslog matching rules in the process of injecting user information into FSSO?

A. To automatically update user group memberships in FSSO based on syslog events

B. To enforce user authentication policies based on syslog message contents

C. To define how syslog messages are parsed and extract user information, such as usernames and IP addresses
D. To filter and block irrelevant syslog messages from being processed by the FortiAuthenticator

Answer: C

NEW QUESTION 2
Refer to the exhibit.

WTP profile configuration

config wireless-controller wtp-profile
edit "S231F"
config placform
set type 231F

V2.11n-26

Sét wids-profile "defauvlt-wids-apscan-enabled"™
set vap-all manual
set vaps "StudentoOl”
set channel "1% %g" ¥"11"

en

config radio-2
set band 802.11ac-56G
set channel-bonding 40MHz
set wids-profile "default-wids-apscan-enabled"
Set darrp enable
set arrp-profile "arrp-defaulct®
set vap-all manual
set vaps "StudenctO1l®
set channel "36%" "44% W52"

end

config radio-3
set mode disabled

end

next

end

Which shows the WTP profile configuration.

The AP profile is assigned to two FAP-231F APs that are installed in an open plan area. The first AP has 32 clients associated with the 5 GHz radios and 22 clients
associated with the 2.4 GHz radio. The second AP has 12 clients associated with the 5 GHz radios and 20 clients associated with the 2.4 GHz radio.

A dual-band-capable client enters the area near the first AP and the first AP measures the new client at - 3 3 dBm signal strength. The second AP measures the
new client at -43 dBm signal strength.

If the new client attempts to conned to the student 01 wireless network, which AP radio will the client be associated with?
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A. The first AP 2.4 GHz interface provides a stronger signal, which clients often prioritize.
B. The first AP 5 GHz interface because it has a stronger signal.
C. The second AP 5 GHz interface has fewer clients, which ensures better performance despite the weaker signal.
D. The second AP 2.4 GHz interface is preferred over 5 GHz for better speed and lower interference.

Answer: C

NEW QUESTION 3
Refer to the exhibits.
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NAC policy
Edit NAC Policies - Training x

Name Training
Status m @ Disabled
Switch Fortilink 8= forbhnk v
FortiSwitch groups

Al x

Click to select 1 entry selected
Description

0/63
Device Patterns
| Category m User EMS Tag  Vulnerability | fortivoice-tag

MAC Address © 708846bBcdbe
Hardware Vendor >»
Device Family >
Type »
Operating System O Linux
User >»
Switch Controller Action
Assign VLAN © & Students -
Bounce Port " #)
Wireless Controller Action
Assign VLAN >»

A NAC policy has been configured to apply traffic that flows through FortiSwitch port 2. Traffic that meets the NAC policy criteria will be assigned to the Students
VLAN. However, the NAC policy does not seem to be taking effect.
Which configuration is missing?

A. Port2 Access mode should be set to NAC mode.

B. The MAC address or OS might be misconfigured for the connected device.
C. Port2 Access mode should be set to Port Policy mode.

D. The Students VLAN should be set to Allowed VLANS instead of Native VLAN.

Answer: A

NEW QUESTION 4

You are troubleshooting a Syslog-based single sign-on (SSO) issue on FortiAuthenticator, where user authentication is not being correctly mapped from the syslog
messages. You need a tool to diagnose the issue and understand the logs to resolve it quickly.

Which tool in FortiAuthenticator can you use to troubleshoot and diagnose a Syslog SSO issue?

A. Debug logs > Remote Servers > Syslog Viewer
B. Parsing Test Tool
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C. Debug logs > SSO Sessions page
D. Debug logs > Single Sign-On > Syslog SSO

Answer: D

NEW QUESTION 5
Refer to the exhibits.
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FortiGate VLAN AP settings

config system interface
edit “APs"™

set
set
set
set
set
set
set
set
set
set
next
end

vdom "root"®

ip 10.10.100.2549 255.255.255.0
allowaccess ping

alias "AP Management®
device~identification enable
role lan

snmp~-index 118
ip-managed-by~fortiipam disable
interface "fortilink"

vlianid 100

DHCP configuration

edit 7
set
set
set
set

end
next
end

Your Partner of IT Exam

config system dhcp server

config ip-range

nexc

dns-service default
default~gateway 10.10.100.254

netmask 255.255.255.0
interface "APa"

edic 1
set start-ip 10.10.100.1
set end-ip 10.10.100.253
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FortiSwitch port1 VLAN AP assignment

config switch ntroller managed-swi
it ®*ForciSwitch®
aet an "S2ZI4EFTF15004 &"
set fsw-wanl-peer "forcilink®
32T faw—wWa i — QO enabls
set poe-detecti type 2
o £ )
aert max-allowe crunk-member
52T pre-prowvisione
LI ivnami a 4 5 2TT75TAdddALLLY
P - -
config ports
L] 1.
set poe-capable
set wvlan "AFs"
2t allowed- 3 "VLAI 2™ "VLANLIOL™ ™"gu ine*™
set untagged-vlans "guarantine"
Sar =N = — L
set mac-addr 04:d 1: Be
EXT

A FortiSwitch is successfully managed by a FortiGate. FortiAP is connected to portl of the managed FortiSwitch. On FortiGate, the VLAN AP is configured to
detect and manage FortiAP, along with a DHCP server for the VLAN AP. Additionally, the VLAN AP is assigned to portl of FortiSwitch. However. FortiGate is
unable to detect or manage FortiAP.

Which FortiGate misconfiguration is preventing the detection of FortiAP?

A. Security Fabric is disabled in the administrative access options of the VLAN.
B. The FortiAP firmware is incompatible with the FortiGate firmware version.
C. The VLAN is not tagged correctly on the FortiSwitch uplink port.

D. The CAPWAP ports (UDP 5246 and 5247) are not open on FortiGate.

Answer: A

NEW QUESTION 6
Which VLAN is used by FortiGate to place devices that fail to match any configured NAC policies? CRSPAN

A. NAC

B. segment

C. Quarantine
D. Onboarding

Answer: D

NEW QUESTION 7
Why is it critical to maintain NTP synchronization between FortiGate and FortiSwitch when FortiLink is configured?

A. To facilitate synchronization of firmware updates across devices

B. To allow FortiSwitch to communicate with other FortiSwitche devices in the network.
C. To ensure accurate time for logs, authentication, and event correlation

D. To allow FortiSwitch to function in standalone mode if FortiGate becomes unavailable

Answer: C

NEW QUESTION 8
Which statement about generating a certificate signing request (CSR) for a CER certificate is true?

A. Inaccurate or missing fields in the CSR will prevent the CA from validating the request, leading to the rejection of the certificate and possible delays in the
deployment process.

B. If key fields like the common name (CN) and organization (O) are incorrect, the certification authority (CA) will still issue the certificate, but it may not be trusted
by certain applications or systems that rely on accurate field information for validation.

C. CSR fields are primarily used for internal recordkeeping by the requesting organization, and only the public key in the CSR must be accurate for successful
certificate signing.

D. The fields in the CSR are primarily for documentation purposes; any missing or incorrect information will be automatically corrected by the CA during the signing
process.

Answer: A

NEW QUESTION 9

You are deploying a FortiSwitch device managed by FortiGate in a secure network environment. To ensure accurate communication, you must identify which
protocols are required for communication and control between FortiGate and FortiSwitch.

Which three protocols are used by FortiGate to manage and control FortiSwitch devices? (Choose three.)

A. SNMP can be used by FortiGate to manage FortiSwitch devices by monitoring their status.

B. UHTTPS is usea;by FortiGate to securely manage and configure FortiSwitch devices.

C. FortiGate uses the Fortilink protocol to establish communication with FortiSwitch.

D. CAPWAP is used to establish the control channel between FortiSwitch and FortiGate.

E. IGMP is required for managing communication between FortiGate and FortiSwitch devices in multicast environments.
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Answer: BCD

NEW QUESTION 10
What is the primary function of FortiLink NAC in a LAN environment?

A. To extend security policies across FortiGate firewalls only

B. To automate device onboarding and verify security posture

C. To manage FortiSwitch devices and apply manual firewall rules

D. To ensure devices are manually placed in VLANs based on their user roles

Answer: B

NEW QUESTION 10
Refer to the exhibits.

FortiAuthenticator

Interface Status

Interface: portl
Status: O

IP Address / Netmask

|Pwd: 10.0.0.150/255 255 255.0

[P

Admin access: & S5H (TCP/22)
HTTPS (TCP/443)

€0 CUI(TCP/443)
& REST AP [fapif)
& Fabric (Yapi/v1/fabric/)
P SHNMP (UDP/141)
& HTTP (TCP/BO)

Services: & HTTPS (TCP/443)
& Legacy Self-service Portal (/login/)
) Captive Portals (/guests, /portal)
& SAML IdP [/saml-idp)
& SAML 5P 550 (/saml-sp, /login/sami-auth)
& Kerberos 550 (/login/kerb-auth)
& SCEP [fapp/eertfscep)
0 CRL Downloads [fapp/cert/crl)
B CMP (/app/eert/emp2/)
'h' & FortiToken Mobile API (/api/v1/pushauthresp, fapi/v1/transfertoken)
i OAuth Service (fapi/vl/oauth, /api/v1/pushpoll, /guests, /portal)
& HTTP (TCP/BO)
&) SCEP [fapp/cert/scep)
) CRL Downloads (fapp/cert/crl)
® CMP (/app/cert/cmp/)
B SAML IdP metadata (/saml-idp)
& Kerberos 550 (login/kerb-auth)
i) RADIUS Accounting Monitor (UDP/1644)
& RADIUS Auth [UDP/1812)
P RADIUS Accounting 550 (UDP/1813)
» RADSEC (TCP/2083)
T TACALS+ Auth (TCP/49)
£ LDAPTCPIIRS)

FortiAuthenticator S50 Methods

Edit Fortinet Single Sign-On Methods

Maximum concurrent User sessions: 0 Fine-grained control

& Windows event log polling (e.g. domain controllers/Exchange servers) Configure Events
& DNS lookup to get IP from workstation name
B Directly use domain DNS suffix in lookup
@ Reverse DNS lookup to get workstation name from |P
P Do ane more DNS lookup to get full list of IPs after reverse lookup of workstation name
® Include account name ending with $ {usually computer account)
» FortiNAC 550 FortiNAC souwrces
& RADIUS Accounting 550 clients
& Syslog 550  Syslog seurces
B Allow TLS encryphion
® FortiClient 550 Mobility Agent Service
P Hierarchical F550 tiering
B DC/TS Agent Clients
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FortiAuthenticator RADIUS Accounting SS Client

Edit RADIUS Accounting 5SSO Client

MName “-'A: s-$50 I
Client name/IP 1002 10
S ret ssssssse

Description
SSO user type External @
Local users @

& Remote users o WirdowsAD (100 1100 ~

& Strip ol prehx or sufhx from username i any

»
Use a different attribute Lo search lor the user in the remole LDAP server (instead of the username altribute specihed in the remote LDAP server
settings)
P Use the prefix or suffix supplied in the username as the domain (instead of the domain specibed in the remote LDAP server settings
RADIUS Attributes
Username ainbute | PR Yy [ e— 0 of ade
Client IPv4 attribule Fr amed-1P-Adidress BT — D ef st
Client IPvS attribule Frared- TP Acktr Biorarae T

User group attribule Fortvet-Cooup- Mams p—— ol e

A company has multiple FortiGate devices deployed and wants to centralize user authentication and authorization. The administrator decides to use
FortiAuthenticator to convert RSSO messages to FSSO, allowing all FortiGate devices to receive user authentication updates.

After configuring FortiAuthenticator to receive RADIUS accounting messages, users can authenticate, but FortiGate does not enforce the correct policies based on
user groups. Upon investigation, the administrator discovers that FortiAuthenticator is receiving RADIUS accounting messages from the RADIUS server and

successfully queries LDAP for user group information. But, FSSO updates are not being sent to FortiGate devices and FortiGate firewall policies based on FSSO
user groups are not being applied.

What is the most likely reason FortiGate is not receiving FSSO updates?

A. The RADIUS Username and Client IPv4 attributes are not defined on FortiAuthenticator.
B. The LDAP server is not configured to retrieve group memberships for RSSO users.

C. FortiAuthenticator is missing the FSSO user group attribute in the configuration.

D. The FortiAuthenticator interface is not enabled to receive RADIUS accounting messages.

Answer: A

NEW QUESTION 11

A network administrator connects a new FortiGate to the network, allowing it to automatically discover andl register with FortiManager.
What occurs after FortiGate retrieves the FortiManager address?

A. FortiGate establishes a secure tunnel to FortiManager over TCP port 541.

B. The device needs to be manually authorized on FortiManager.

C. FortiGate configures its interface settings based on a DHCP response from FortiManager.

D. FortiGate sends a discovery request to all devices on the local network using UDP port 1068.

Answer: A

NEW QUESTION 12
Refer to the exhibits.
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Connector Settings

RSSO Agent
Use RADIUS Shared Secret €)  secscsee

Send RADIUS Responses @€
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FortiGate interface configuration

Edit Interface

Name = portd

Allas

Type B Physical Interface

VRFID @ 0

Roke O Undefined .

Address

Addressing mode DHCP | Auto-managed by IPAM
IP/Netmask 10.0.1.254/255.255.255.0
Secondary |P address (D

Administrative Access
IPve 2 HTTPS 3 HTTP
) FMG-Access £ SSH
| FTM RADIUS Accounting
) Speed Test

TR PRI 8 Enable Disable
TRUS LRSI 0l Enable Disable

(3 DHCP Server
Network

Device detection © O
Security mode »

PING
| SNMP

Security Fabric
' Connection O

Examine the FortiGate RSSO configuration shown in the exhibit.

FortiGate is set up to use RSSO for user authentication. It is currently receiving RADIUS accounting messages through port3. The incoming RADIUS accounting
messages contain the username in the User-Name attribute and group membership in the Class attribute. You must ensure that the users are authenticated

through these RADIUS accounting messages and accurately mapped to their respective RSSO user groups.
Which three critical configurations must you implement on the FortiGate device? (Choose three.)

A. The RADIUS Attribute Value setting configured for an RSSO user group should match the class RADIUS attribute value in the RADIUS accounting message.

B. RSSO user groups should be assigned to all firewall policies.

C. Device detection and Security Fabric Connection should be enabled on port3

D. The sso-attribute CLI setting in the RSSO agent configuration should be set to Class.

E. The rsso-endpoint-attribute CLI setting in the RSSO agent configuration should be set toUser-Name.

Answer: ADE

NEW QUESTION 15
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