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NEW QUESTION 1
The IT team is wondering whether they will need to continue using MDM tools for future FortiClient upgrades.
What options are available for handling future FortiClient upgrades?

A. Enable the Endpoint Upgrade feature on the FortiSASE portal.

B. FortiClient will need to be manually upgraded.

C. Perform onboarding for managed endpoint users with a newer FortiClient version.
D. A newer FortiClient version will be auto-upgraded on demand.

Answer: A

NEW QUESTION 2
What is the purpose of the on/off-net rule setting in FortiSASE?

A. To enable or disable user authentication for external network access.

B. To define different traffic routing rules for on-premises and cloud-based resources.

C. To determine if an endpoint is connecting from a trusted network or untrusted location.
D. To configure different access policies for users based on their geographical location.

Answer: C

NEW QUESTION 3

You have a FortiGate configuration with three user-defined SD-WAN zones and one or two members in each of these zones. One SD-WAN member is no longer
used in health-check and SD-WAN rules. This member is the only member of its zone. You want to delete it.

What happens if you delete the SD-WAN member from the FortiGate GUI?

A. FortiGate displays an error messag

B. SD-WAN zones must contain at least onemember.

C. FortiGate accepts the deletion and removes static routes as required.

D. FortiGate accepts the deletion with no further action.

E. FortiGate accepts the deletion and places the member in the default SD-WAN zone.

Answer: B

NEW QUESTION 4
Refer to the exhibit.
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You configure SD-WAN on a standalone FortiGate device. You want to create an SD-WAN rule that steers traffic related to Facebook and LinkedIn through the
less costly internet link. What must you do to set Facebook and LinkedIn applications as destinations from the GUI?

A. Install a license to allow applications as destinations of SD-WAN rules.

B. In the Internet service field, select Facebook and LinkedIn.

C. You cannot configure applications as destinations of an SD-WAN rule on a standalone FortiGate device.
D. Enable the visibility of the applications field as destinations of the SD-WAN rule.

Answer: B

NEW QUESTION 5
Refer to the exhibit
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Diagnose output

An administrator is troubleshooting SD-WAN on FortiGate. A device behind branchl_fgt generates traffic to the 10.0.0.0/8 network. The administrator expects the
traffic to match SD-WAN rule ID 1 and be routed over HUB1-VPN1. However, the traffic is routed over HUB1-VPN3.
Based on the output shown in the exhibit, which two reasons, individually or together, could explain the observed behavior? (Choose two.)

A. HUB1-VPN1 does not have a valid route to the destination.

B. HUB1-VPN3 has a higher member configuration priority than HUB1-VPNL1.

C. HUB1-VPN3 has a lower route priority value (higher priority) than HUB1-VPNL1.

D. The traffic matches a regular policy route configured with HUB1-VPN3 as the outgoing device.

Answer: AC

NEW QUESTION 6
Which three authentication sources support secure identity verification and access control for FortiSASE remote users? (Choose three.)

A. Security Assertion Markup Language (SAML)

B. OpenID Conned (OIDC)

C. Lightweight Directory Access Protocol (LDAP)

D. Terminal Access Controller Access-Control System Plus (TACACS+)
E. Remote Authentication Dial-in User Service (RADIUS)

Answer: ACE

NEW QUESTION 7
Which three factors about SLA targets and SD-WAN rules should you consider when configuring SD-WAN rules? (Choose three answers)

A. When configuring an SD-WAN rule, you can select multiple SLA targets from different performance SLAs.

B. SLA targets are used only by SD-WAN rules that are configured with a Lowest Cost (SLA) strategy.

C. Member metrics are measured only if a rule uses the SLA target.

D. SD-WAN rules can use SLA targets to check whether the preferred members meet the SLA requirements.

E. When configuring an SD-WAN rule, you can select multiple SLA targets if they are from the same performance SLA.

Answer: BDE

NEW QUESTION 8
Which three reports are valid report types in FortiSASE? (Choose three.)

A. Web Usage Summary Report

B. Endpoint Compliance Deviation Report
C. Vulnerability Assessment Report

D. Shadow IT Report
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E. Cyber Threat Assessment

Answer: ACD

NEW QUESTION 9
R_qur_tg the exhibit. R
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rule status and configuration

branchl fgt ¢ diagnose sys sdwan serviced 3

Service(l): Address Mode (IFV4) flage=0Ox4200 use-shortcut-sla use-shortcut
118 break: cig
Shorteut priority: <

jan(43), TOS(Ox0/0x0), FProtocol(0): arclli->65535)1dat(l1~>65535), Mode (priority).,

link-coast-factor(latency), link-cost-threshold(10), heath-check(HUB]l_RC)
Menbersiid):
1: Seq num(d NUBL-VPN1 HUBl), alive, latency: 96.349, selected
Seq num(S HUBl-VPN2 HURl), alive, latency: 141.278, selected
31 Seq num(6 MUBL-VPN] HNUR]l), alive, latency: 1%0.984, selected
Src address(l):

. " T, . " ST
i-lvlllt AV Ve h e £23

Dat addreasai(l):

10.0.0.0~10.255.255.255

branchl_ fgt (service) ¢ show
config service
edit 3

set name *

Corp®
set mode priority
set dat “"Corp-net®
set arc “"LAN-net*
set health-check "HUB]1 HC®
set priority-membera 4 5 €
next

The SD-WAN rule status and configuration is shown. Based on the exhibit, which change in the measured latency will first make HUB1-VPN3 the new preferred

member?

A. When HUB1-VPN3 has a latency of 80 ms

B. When HUB1-VPN3 has a lower latency than HUB1-VPN1 and HUB1-VPN2
C. When HUB1-VPNL1 has a latency of 200 ms

D. When HUB1-VPN3 has a latency of 90 ms

Answer: A

NEW QUESTION 10
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