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NEW QUESTION 1

Structured way to align IT with business goals while managing risks and meeting all industry and government regulations

A. GRC
B. Policies
C. Law
D. Stanfard

Answer: A

NEW QUESTION 2

What federal law requires the use of vulnerability scanning on information systems operated by federal government agencies?

A. FISMA
B. HIPAA
C. GLBA

D. FERPA

Answer: A

NEW QUESTION 3
How do you distinguish Authentication and Identification

A. Both Same

B. Authentication is the process of verifying user identity and a user of a system or an application

C. Authentication is the process of verifying user identity and Identification is the ability to identify uniquely quely Identification is the process to allow resource

access

D. Identification is the process of verifying user identity and Authentication is the process to allow resource access

Answer: B

NEW QUESTION 4

Faking the sender address in a transmission to gain illegal entry into a secure system

A. Phishing
B. ARP
C. Spoofing
D. ALL

Answer: C

NEW QUESTION 5
What are registered port used for

A. Common protocols at the core of TCP/IP model

B. Used for web servers

C. Used for in housed or opensource applications

D. Proprietary applications from vendors and develope

Answer: D

NEW QUESTION 6
What is the recommended fire suppression system for server rooms

A. Foam based
B. Water based
C. Powder based
D. ftac hacorl

Answer: D

NEW QUESTION 7

Example of Dynamic authorization
A. DAC

B. RBAC

C. MAC

D. ABAC

Answer: D

NEW QUESTION 8
What is the importance of non-repudiation in todays world of ecommerce
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A. It ensures that people are not held responsible for transaction that did not conduct
B. It ensures that people are held responsible for transactions they conducted

C. It ensures that transactions are not conducted online

D. It ensures that transactions are conducted online

Answer: B

NEW QUESTION 9

A set of security controls or system settings used to ensure uniformity of configuration through the IT environment?

A. Patches

B. Inventory
C. Baseline
D. Policy

Answer: C

NEW QUESTION 10
255.255.255.0 Address represents
A. Broadcast

B. Unicast

C. Subnet mask

D. Global Address

Answer: C

NEW QUESTION 10

In which of the following phases of an incident recovery plan the incident responses prioritized

A. Post incident activity

B. Containment eradication and recovery
C. Detection and analysis

D. Preparation

Answer: C

NEW QUESTION 11

Example of Token based Authentication
A. Kerberos

B. Basic

C. OAuth

D. NTLN

Answer: C

NEW QUESTION 12

A organization's security system which involves in preventing, detecting, analyzing, and responding to cybersecurity incidents.

A. Business continuity team
B. Disaster recovery team

C. Incident response team

D. Security operations center

Answer: D

NEW QUESTION 15

Which term describes a communication tunnel that provides point-to-point transmission of both authentication and data traffic over an untrusted network?

A. Zero Trust

B. DMZ

C. VPN

D. None of the Above

Answer: C

NEW QUESTION 18

Type 1 authentication posses

A. Users may share their credential with others
B. User may forgot their passwords

C. Passwords may be intercepted and stolen
D. ALL
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Answer: D

NEW QUESTION 23
Which OSI layer VPN works

A. Layer 5
B. Layer 6
C. Layer 1
D. Layer 3

Answer: D

NEW QUESTION 27
System capabilities designed to detect and prevent the unauthorized use and transmission of information.

A. SOC

B. SIEM solutions

C. Data Loss Prevention
D. Crytography

Answer: C

NEW QUESTION 28
A popular way of implementing "least privilege"

A. MAC
B. DAC
C. RBAC
D. ABAC

Answer: C

NEW QUESTION 32
What is the primary goal of incident management

A. To potect life health and safety

B. To reduce the impacrt of an incident

C. To prepare for any incident

D. To resume interrupted operations as soon as possible

Answer: C

NEW QUESTION 36
What type of attack does the attacker store and reuse login information. Select the BEST answer?

A. Man-in-the-middle attack
B. Smurf attack

C. DDoS attack

D. Replay attack

Answer: D

NEW QUESTION 41

Which is the Not the component of a Business Continuity (BC) plan

A. Immediate response procedures and checklists

B. Notification systems and call trees for alerting personnel

C. Guidance for management, including designation of authority for specific managers
D. Manacomont

Answer: D

NEW QUESTION 43

A company wants to ensure that its employees can evacuate the building in case of an emergency which physical control is best suited for this scenario
A. Fire Alarms

B. Exit signs

C. Emergency lighting

D. Emergency exit doors

Answer: D

NEW QUESTION 46
IDS can be described in terms of what fundamental functional components?
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A. Response

B. Information Sources
C. Analysis

D. All of the choices.

Answer: D

NEW QUESTION 47
Timiting access to resources based on the sensitivity of the information that the resource contains and the authorization of the user to access information with that
level of sensitivity.

A. DAC

B. MAC
C. RuBAC
D. RBAC

Answer: B

NEW QUESTION 52
Which one of the following controls is not particularly effective against the insider threat?

A. Least privilege

B. Background checks
C. Firewalls

D. Separation of duties

Answer: C

NEW QUESTION 54
Which element of the security policy framework includes recommendation that are NOT bindings?

A. Procedures
B. Guidelines

C. Standards

D. Policies

Answer: C

NEW QUESTION 58
The common term used to describe the mechanisms that control the temperature and humidity in a data center

A. VLAN (virtual local area network)

B. STAT (system temperature and timing)

C. TAWC (temperature and water control)

D. HVAC (heating, ventilation and air conditioning)

Answer: D

NEW QUESTION 63
The last phase in the data security cycle is

A. Encryption
B. Destruction
C. Archival
D. Backup

Answer: B

NEW QUESTION 67
Finance Server and Transactions Server has restored its original facility after a disaster, what should be moved in FIRST?

A. Management

B. Most critical systems
C. Most critical functions
D. Least critical functions

Answer: D

NEW QUESTION 70

Are a measure of an organization's baseline of security performance
A. Security Assessment

B. Secuirty Audit

C. Security Benchmark
D. Security Management
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Answer: C

NEW QUESTION 71
What is the range of well known ports

A.0-1023

B. 1023-49151
C. 49152 - 65535
D. None

Answer: A

NEW QUESTION 74
Port forwarding is also known as

A. Port mapping
B. Tunneling

C. Punch through
D. ALL

Answer: D

NEW QUESTION 75
Which of the following is endpint

A. Router
B. Firewall
C. Laptop
D. Switch

Answer: C

NEW QUESTION 76
Which of the following is a subject?

A. file

B. fence

C. filename
D. user

Answer: D

NEW QUESTION 79
What is the difference between BCP and DRP

A. BCP is about restoring IT and communications back to full operations after a disruption, while DRP is about maintaining critical business functions
B. DRP is about restoring IT and communications back to full operations after a disruption, while BCP i about maintaining critical business functions
C. DRP and BCP are the same

D. BCP is about maintaining critical business functions before a disaster occurs

Answer: B

NEW QUESTION 84
What is the purpose of defense in depth in information security

A. To Implement only technical controls to prevent a cyber attack

B. To provide unrestricted access to organization assets

C. To establish variable barriers across multiple layers and mission of the organization
D. To guarantee that a cyber attack will not occur

Answer: C

NEW QUESTION 89
What is the difference between business continuity planning and disaster recovery planning?

A. Business continuity planning is abount restoring IT and communincations back to full operations after a dustruption, while disaster recovery planning is about
maintaining criticla business functions

B. Disaster recovery planning is about restoring IT and communications back to full operations after a disruption, while business continuity planning is about
maintaining critical business functions

C. Business continuity planning and disaster recovery planning are the same thisg

D. Business continuity planning is about maintainig criticla business funtions before disasteroccurs

Answer: B
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NEW QUESTION 94
Is a way to prevent unwanted devices from connecting to a network.

A. DMZ
B. VPN
C. VLAN
D. NAC

Answer: D

NEW QUESTION 98
The prevention of authorized access to resources or the delaying of time-critical operations. (Time-critical may be milliseconds or it may be hours, depending upon
the service provided.)

A. DDOS

B. Authetication
C. Authentication
D. Availablity

Answer: A

NEW QUESTION 100
Which version of TLS is considered to be the most secure and recommended for use?

A.TLS 1.0
B.TLS 1.1
C.TLS1.2
D.TLS 1.3

Answer: D

NEW QUESTION 105
What is the best practise to clear SSD storage after usage in term of cyber security

A. Zero fill

B. Degaussing
C. Clearing

D. Disintegration

Answer: D

NEW QUESTION 110

What does Personally Identifiable Information (PIl) pertain to?

A. Information about an individual's health status

B. Data about an individual that could be used to identify them (Correct)
C. Trade secrets, research, business plans and intellectual property

D. The importance assigned to information by its owner

Answer: B

NEW QUESTION 113
In information systems terms, the activities necessary to restore IT and communications services of an organization during and after an outage

A IR

B. BC

C. Risk Management
D. DR

Answer: D

NEW QUESTION 115
A tool used to inspect outbound traffic to reduce threats

A. Anti-ma | ware

B. NIDC

C.DLP

D. Firewall

Answer: C

NEW QUESTION 117

What security feature used in HTTPS

A. IPSec
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B. SSH
C.ICMP
D. SSL/TLS

Answer: D

NEW QUESTION 121
A cyber security professional observes an unusual occurrence in the network or system. What term best describes this situations

A. Breach
B. Exploit
C. Event
D. Intrusion

Answer: C

NEW QUESTION 122
which is the short form of IPv6 address 2001:0db8:0000:0000:0000:ffff:0000:0001

A. 2001:db8::ffff:0:1

B. 2001:db8:0000:ffff:0:1
C. 2001:db80::ffff:0000:1
D. 2001:db8::ffff:0000:0001

Answer: A

NEW QUESTION 124
While taking the certification exam for ISC2 CC, You notice another candidate for the certification cheating. What should you do?

A. Yell at the other candidate for violating test security.

B. Nothing—each person is responsible for their own actions.
C. Report the candidate to ISC2.

D. Call local law enforcement.

Answer: C

NEW QUESTION 126
Which component of the incident response plan involves identifying critical data and systems?

A. Detection and Analysis
B. Preparation

C. Cantainment

D. Eradication

Answer: B

NEW QUESTION 128
Which of the following principles aims primarily at fraud detection

A. Defense in depth

B. Least privilege

C. Separation of duties
D. Privileged account

Answer: C

NEW QUESTION 132
6 Which access control method uses attributes and rules to define access policies that are evaluate by a central Policy Decision Point (PDP)

A. DAC
B. RBAC
C. MAC
D. ABAC

Answer: D

NEW QUESTION 136

When Operating in A Cloud Environment, What Cloud Deployment Model Provides Security Teams With The Greatest Access To Forensic Information?
A. FaaS

B. SaaS

C. PaaS

D. laaS

Answer: D
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NEW QUESTION 137
Which of the following attacks can TLS help mitigate?

A. Cross-site Scripting (XSS) Attacks

B. Social Engineering Attacks

C. Man-in-the-middle (MiTm) Attacks (Correct)
D. SQL Injection Attacks

Answer: C

NEW QUESTION 138

Which threats are directly associated with malware? Select that apply.
A. APT

B. Ransomeware

C. Trojan

D. DDOS

Answer: C

NEW QUESTION 139

Which is the component of a Business Continuity (BC) plan

A. Immediate response procedures and checklists

B. Notification systems and call trees for alerting personnel

C. Guidance for management, including designation of authority for specific managers

D. ALL

Answer: D

NEW QUESTION 140

Which is an authorized simulated attack performed on a computer system to evaluate its security.

A. Penetration test
B. Security Testing
C. Automated Testing
D. Regression Testing

Answer: A

NEW QUESTION 143

Which of these is WEAKEST form of authentication we can implement?
A. Something you know

B. Something you are

C. Something you have

D. Biometric authentications

Answer: A

NEW QUESTION 147

What is the primary purpose of a firewall in network security?
A. Encrypt data transmissions

B. Prevent unauthorized access

C. Monitor network traffic

D. Backup critical data

Answer: B

NEW QUESTION 150

Which type of software testing focuses on examining the source code for vulnerabilities and security issues?

A. Black-box testing

B. White-box testing

C. Functional testing

D. User acceptance testing
Answer: B

NEW QUESTION 151

Which of the following is not a source of redundant power

A. Generator
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B. Utility
C.UPS
D. HVAC

Answer: D

NEW QUESTION 152
Created by switches to logically segment a network without altering its physical topology.

A. LAN

B. WAN
C. VLAN
D. MAN

Answer: C

NEW QUESTION 155
What does a breach refer to in the context of cybersecurity

A. An unauthorized access to a system or system recours
B. Any observable occurance in a network or system

C. A deiberate security incident

D. A previously know system vulnerablity

Answer: A

NEW QUESTION 156
A company network has been infected with malware and all its servers are down. What is the first step that the Disaster Recovery team should take to restore the
systems?

A. Disconnect the affected systems from the network

B. Conduct a risk assessment of determine the extent of the damage
C. Restore data from backup systems

D. Contact the enforcement to investigate the cyberattack

Answer: A

NEW QUESTION 158
Communication between end systems is encrypted using a key, often known as ?

A. Temporary Key
B. Section Key

C. Public Key

D. Session Key

Answer: D

NEW QUESTION 160
Type of cyber attack carried out over a LAN that involves sending malicious packets to a default gateway on a LAN

A. ARP Poisoning
B. Syn Flood

C. Ping of death
D. Trojan

Answer: A

NEW QUESTION 164
If a device is found that is not compliant with the security baseline, what will be the security team action

A. Report

B. Evaluate

C. Ignore

D. Disabled or isolated into a quarantine area until it can be checked and updated.

Answer: D

NEW QUESTION 169

What goal of security is enhanced by a strong business continuity program?
A. non-repudiation

B. Availability

C. Confidentiality
D. Integrity
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Answer: B

NEW QUESTION 173
What is the primary factor in the reliability of information and system

A. Authenticity
B. Confidentiality
C. Integrity

D. Availability

Answer: C

NEW QUESTION 176
Configuration settings or parameters stored as data, managed through a software graphical user interface (GUI) is

A. Logical access control
B. Physical access control
C. Administrative Access control

Answer: A

NEW QUESTION 178
When responding to a security incident, your team determines that the vulnerability that was exploited was not widely known to the security community, and that
there are no currently known definitions/listings in common vulnerability databases or collections. This vulnerability and exploit might be called

A. Malware
B. Zero-day
C. Event
D. Attack

Answer: B

NEW QUESTION 181
Security control used to protect against environmental threats such as fire, flood and earth quakes

A. Physical control

B. Logical Control

C. Adminstrative Control
D. Thechnical control

Answer: A

NEW QUESTION 183
Which of the following is not an element of system security configuration management

A. Baselines
B. Updates

C. Inventory
D. Audit logs

Answer: D

NEW QUESTION 184
What is the main purpose of creating baseline in ensuring system integrity

A. To compare the baseline with the current state of the systems
B. To protect the information

C. To understand the current state of the system

D. All

Answer: A

NEW QUESTION 185

A portion of the organization's network that interfaces directly with the outside world; typically, this exposed area has more security controls and restrictions than
the rest of the internal IT environment.

A. Virtual private network (VPN)

B. Virtual local area network (VLAN)

C. Zero Trust

D. Demilitarized zone (DMZ)

Answer: D

NEW QUESTION 190
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What is the range of private ports

A.0-1023

B. 1023-49151
C. 49152 - 65535
D. None

Answer: C

NEW QUESTION 193
Selvaa presents a userid and a password to a system in order to log on. Which of the following characteristics must the userid have?

A. Autherization
B. Authentication
C. Avalilability

D. Identification

Answer: D

NEW QUESTION 196
Which Prevent crime by designing a physical environment that positively influences human behavior.

A. DMZ

B. Security Alarm
C. CPTED

D. CCTV

Answer: C

NEW QUESTION 197
A type of malware that is capable of self propagation and can infect multiple systems on network without the need for human intervention

A. Worm

B. Spy ware
C. Adwre

D. Virus

Answer: A

NEW QUESTION 199
A is a distributed denial-of-service (DDoS) attack in which an attacker attempts to flood a targeted server with Internet Control Message Protocol (ICMP)
packets.

A. DOS

B. Syn flood

C. Smurf attack
D. Phishing attack

Answer: C

NEW QUESTION 201
What is the recommended range of temperature for optimized maximum uptime and hardware life in a data center?

A.62Fto69 F
B.64Fto8lF
C.82Fto90F
D.91Fto 100 F

Answer: B

NEW QUESTION 203

A logical group of workstations, servers and network devices that appear to be on the same LAN despite their geographical distribution.
A. LAN

B. VPN

C. WLAN

D. VLAN

Answer: D

NEW QUESTION 204

A method for risk analysis that is based on the assignment of a descriptor such as low, medium or high.

A. Quantitative Risk Analysis
B. Risk Assessment
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C. Risk Mitigation
D. Qualitative Risk Analys

Answer: D

NEW QUESTION 207
Which of the following is NOT one of the three main components of a sqgl database?

A. Views

B. Schemas

C. Tables

D. Object-oriented interfaces

Answer: D

NEW QUESTION 209
Which of these components is very likely to be instrumental to any disaster recovery (DR) effort?

A. Routers
B. Laptops
C. Firewalls
D. Backups

Answer: D

NEW QUESTION 210
Juli is listening to network traffic and capturing passwords as they are sent to the authentication server. She plans to use the passwords as part of a future attack.
What type of attack is this?

A. Brute-force attack

B. Dictionary attack

C. Social engineering attack
D. Replay attack

Answer: D

NEW QUESTION 211
An agreement between a cloud service provider and a cloud service customer based on a taxonomy of cloud computing- specific terms

A. Memorandum of Understanding
B. Memorandam on Agreement
C.SLA

D. All

Answer: C

NEW QUESTION 215
The mitigation of violations of security policies and recommended practices

A.DR

B. IR

C. Threat hunting

D. Incident response

Answer: D

NEW QUESTION 219
What is a security token used to authenticate a user to a web application, typically after they log in?

A. Captcha

B. API key

C. CSRF token
D. Session token

Answer: D

NEW QUESTION 221
John was recently offered a consulting opportunity as a side job. He is concerned that this might constitute a conflict of interest. Which one of the following sources
that he needs to refer to take an appropriate decision?

A. 1SC2 Code of ethics

B. Organizational code of ethics
C. Country code of ethics

D. Organizational security policy
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Answer: B

NEW QUESTION 225
What is the benefit of subnet

A. By increasing network bandwidth

B. By improving network security

C. By reducing network congestion

D. By simplifying network management

Answer: C

NEW QUESTION 229
Which type of attack will most effectively maintain remote access and control over the victims computer

A. Phising
B. Trojans
C. XSS

D. RootKits

Answer: D

NEW QUESTION 231
Actions, processes and tools for ensuring an organization can continue critical operations during a contingency.

A.BC
B. DR
C.IR
D. All

Answer: A

NEW QUESTION 236
The Bell and LaPadula access control model is a form of

A. RBAC
B. MAC
C.DAC
D. ABAC

Answer: B

NEW QUESTION 238
A measure of the degree to which an organization depends on the information or information system for the success of a mission or of a business function.

A. Availability

B. Criticality

C. Authorization
D. Confidentiality

Answer: B

NEW QUESTION 240
Which of the following is often associated with DR planning?

A. Checklists
B. Antivirus
C. firewall

D. All

Answer: D

NEW QUESTION 244

Who must follow HIPAA Compliance
A. Energy Sector

B. Health Care

C. Finance Sector

D. ALL

Answer: B

NEW QUESTION 248
Devid's team recently implemented a new system that gathers information from a variety of different log sources, analyses that information, and then triggers
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automated playbooks in response to security events, what term BEST describes this technology?

A. SIEM

B. Log Repository
C.IPS

D. SOAR

Answer: D

NEW QUESTION 250

are virtual separations within a switch and are used mainly to limit broadcast traffic

A. LAN

B. WAN
C. VLAN
D. MAN

Answer: C

NEW QUESTION 251

What does internal consistency of information refer to

A. Data being accurate, usefull and complete

B. Data being protected from errors or loss of information

C. All instances of data being identical in form content and meaning

D. Data being displayed and stored the same way on all system

Answer: C

NEW QUESTION 252

A company security team detected a cyber attack against it information systems and activates a set of procedures to mitigate the attack., What type of plan is this?

A. Business continuty plan
B. Incident response plan
C. Disaster recvoery plan
D. Security operation plan

Answer: B

NEW QUESTION 253

What is the main purpose of using digital signatures in communication security?

A. To encrypt sensitive data during transmission

B. To verify the identity of the sender and ensure the integrity of the message (Correct)
C. To prevent unauthorized access to a network

D. To compress data to reduce bandwidth usage

Answer: B

NEW QUESTION 254

What is the primary goal of Identity and Access Management (LAM) in cybersecurity?
A. To ensure 100% security against all threats

B. To provide secure and controlled access to resources

C. To eliminate the need for user authentication

D. To monitor network traffic for performance optimization

Answer: A

NEW QUESTION 255

Which of the following best describes the type of technology the team should implement to increase the work effort of buffer overflow attacks?

A. Address space layout randomization
B. Memory induction application

C. Input memory isolation

D. Read-only memory integrity checks

Answer: A

NEW QUESTION 260

Which type of authentication is something which you
A. Typel

B. Type 2
C. Type 3
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D. Type 4

Answer: C

NEW QUESTION 264
Which is related to Privacy

A. GDPR
B. FIPS
C. MOU
D. All

Answer: D

NEW QUESTION 266
What is the process of verifying a users identity called?

A. Confidentiality
B. Autentication
C. Authorization
D. Identification

Answer: B

NEW QUESTION 268
Restoring IT and communications back to full operation after a disruption.

A. BCP
B. IRP

C.DRP
D. None

Answer: C

NEW QUESTION 269
An IP network protocol standardized by the Internet Engineering Task Force (IETF) through RFC 792 to determine if a particular service or host is available.

A IP

B. ICMP
C. IGMP
D. HTTP

Answer: B

NEW QUESTION 272
Which is strongly used for Securing Wi-Fi

A. WPA2
B. WEP
C. WPA
D. SSL

Answer: A

NEW QUESTION 276
Measure of the extent to which an entity is threatened by a potential circumstance or event and likelihood of occurrence

A. Impact

B. Risk

C. Threat

D. Threat Vector

Answer: B

NEW QUESTION 281

An employee unintentionally shares confidential information with an unauthorized party. What term best describes this situation?
A. Event

B. Exploit

C. Intrusion

D. Breach

Answer: D
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NEW QUESTION 286
WEF attack in which a subscriber currently authenticated to an Server and connected through a secure session browses to an attacker's website, causing the
subscriber to unknowingly invoke unwanted actions at the Server

A. XSS

B. CSRF
C. Spoofing
D. ALL

Answer: B

NEW QUESTION 290
The purpose of risk identification:

A. Employees at all levels of the organization are responsible for identifying risk.
B. Identify risk to communicate it clearly.

C. Identify risk to protect against it.

D. ALL

Answer: D

NEW QUESTION 291
A company experiences a major IT outage and cannot perform its critical business functions. What type of plan will hep the company recover from this event?

A. BCP
B. IRP C DRP
C.BIA

Answer: C

NEW QUESTION 295
Which of these activities is often associated with DR efforts?

A. Running anti-malware solutions

B. Scanning the IT environment for vulnerabilities

C. Zero-day exploits

D. Employees returning to the primary production location

Answer: D

NEW QUESTION 296
The highest-level governance documents in an organization, usually approved and issued by management, usually to support a compliance initiative

A. Standard

B. Policy

C. Procedure

D. Laws or Regulations

Answer: B

NEW QUESTION 300
Which of the following is the least secure communications protocol?

A. CHAP
B. Ipsec
C. PAP
D. EAP

Answer: C

NEW QUESTION 302
Duke would like to restrict users from accessing a list of prohibited websites while connected to his network. Which one of the following controls would BEST
achieve his objective?

A. URL Filter

B. IP Address Block
C. DLP Solution

D. IPS Solution

Answer: A

NEW QUESTION 304
John joined the ISC2 Organizations, his manager asked to check the authentications in security module. What would John use to ensure a certain control is
working as he want and expect it to?
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A. Security Testing

B. Security assessment
C. Security audit

D. Security walkthrough

Answer: A

NEW QUESTION 306
Permitting authorized access to information while protecting it from improper disclosure

A. Integrity

B. Confidentiality
C. Availability

D. ALL

Answer: B

NEW QUESTION 310
1 is a weighted factor based on a subjective analysis of the probability that a given threat or set of threats is capable of exploiting a given vulnerability or
set of vulnerabilities.

A. Likelihood of occurrence
B. Threat Vector

C. Risk

D. Impact

Answer: A

NEW QUESTION 314
organization experiences a security event that potentially jeopardizes the confidentiality, integrity or availability of its information system. What term best describes
this situation?

A. Breach
B. Event
C. Incident
D. Exploit

Answer: C

NEW QUESTION 319
Malicious code that acts like a remotely controlled "robot" for an attacker, with other Trojan and worm capabilities.

A. Rootkit
B. Ma | ware
C. Bot

D. Virus

Answer: C

NEW QUESTION 321
The practice of ensuring that an organizational process cannot be completed by a single person; forces collusion as a means to reduce insider threats.

A. Segregation of Duties

B. Principle of Least Privilege
C. Privileged Account

D. Rule-based access control

Answer: A

NEW QUESTION 326
What should been done to limit the damage caused by the ransomware attack

A. Use a different email client to prevent malicious attachments
B. Add more Administrative users to the Domain Admins group
C. Delete all emails with attachments

D. Limit the use of administrative privileges to only when required

Answer: D

NEW QUESTION 327

Which access control model can grant access to a given object based on complex rules
A. ABAC

B. DAC
C. MAC
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D. RBAC

Answer: A

NEW QUESTION 330
What is Remanence

A. The ability of retaining magnetization in storage disk after deletion
B. Files or pieces of files get scattered throughout your disks.

C. Data corruption due to disk failure

D. All

Answer: A

NEW QUESTION 331
A company data center has been breached by hackers and all its systems have been taken down what is the main objective of the DRP in such a scenario?

A. To relocate the data center to another location

B. To ensure the physical safety of employees in the data center

C. To investigate and prosecute the hackers responsible of the attack
D. To restore the IT systems to their last known state

Answer: D

NEW QUESTION 335
What is the main challenge in achieving non repudiation in electronic transactions

A. Ensuring the identity of the sender and recipient is verified

B. Ensuring the authenticity and integrity of the message

C. Making sure the message is not tampered with during transmission
D. All of the above

Answer: D

NEW QUESTION 337
What is the primary goal of the incident management team in the organization

A. Reduce the impact and resore services
B. Gathering and analyzing information
C. Conducting Leason learn meeting

D. RCA of the impact

Answer: A

NEW QUESTION 341
Who should participate in creation a business continuity plan

A. Onlymembersfrom the management team
B. only members from the IT department
C. Onlymembersfrom thefinancedepartment
D. Members from across the organization

Answer: D

NEW QUESTION 345

What are the primary responsibilities of a computer incident response team (CIRT) during an incident?
A. To determine the difference between minor and major incident

B. To troubleshoot network and system issues

C. To provide medical assistance at accident scenes

D. To asses the amount and scope of damage caused by the incident

Answer: D

NEW QUESTION 347

A new BYOD policy has been enforced in NEW Corp which type of control is used to enforce thissecurity policies
A. Physical control

B. Logical Control

C. Administrative Control

D. Technical Control

Answer: C
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NEW QUESTION 348
An outward-facing IP address used to access the Internet.

A. Global Address
B. Private Address
C. Public Address
D. DNS

Answer: C

NEW QUESTION 351
Port used in DNS

Answer: A

NEW QUESTION 352
Walmart has large ecommerce presence in world. Which of these solutions would ensure the LOWEST possible latency for their customers using their services?

A. CDN

B. SaaS

C. Load Balancing

D. Decentralized Data Centers

Answer: A

NEW QUESTION 356
Can be considered to be a fingerprint of the file or message

A. Hashing .
B. encryption
C. decryption
D. encoding

Answer: A

NEW QUESTION 360
When responding to a security incident, your team determines that the vulnerability that was exploited was not widely known to the security community, and that
there are no currently known definitions/listings in common vulnerability databases or collections. This vulnerability and exploit might be called

A. Malware
B. Zero-day
C. Event
D. Attack

Answer: B

NEW QUESTION 365
The primary goal of a risk assessment

A. Avoid Risk

B. Estimate and Prioritize Risk
C. Ignore risk

D. Evaluate the Impact

Answer: B

NEW QUESTION 370

Set of rules that everyone must comply with and usually carry monetary penalties for noncompliance
A. Standard

B. Policy

C. Procedure

D. Laws or Regulations

Answer: A

NEW QUESTION 374

Provides confidentiality by hiding or obscuring a message so that it cannot be understood by anyone except the intended recipient.

A. Hashing
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B. Encoding
C. Cryptography
D. All

Answer: C

NEW QUESTION 377
Which of the following is a common security measure to prevent Cross Site Scripting (XSS) attacks in web applications?

A. implementing strong password policies

B. using a firewall to block incoming traffic

C. validating and sanitizing user input (Correct)
D. encrypting data during transmission

Answer: C

NEW QUESTION 378
Which of the following is not a feature of a cryptographic hash function

A. Deterministic
B. Unique

C. Useful

D. Reversible

Answer: D

NEW QUESTION 381
Incident management is also known as

A. Risk Management

B. Business Continuity management
C. Incident management

D. Crisis management

Answer: D

NEW QUESTION 385
A collection of actions that must be followed in order to complete a task or process in accordance with a set of rules

A. Policy

B. Procedure
C. Law

D. Standard

Answer: B

NEW QUESTION 388
Which ensure maintaining business operations during or after an incident

A. Incident Response
B. Business Continuity
C. Disaster Recovery
D. All

Answer: C

NEW QUESTION 391

What is the most important aspect of security awareness/training?
A. Maximizing business capabilities

B. Protecting assets

C. Protecting health and human safety

D. Ensuring the confidentiality of data
Answer: C

NEW QUESTION 395

Load balancing safe guard which CIA triad
A. Confidentiality

B. Availablity

C. Integrity

D. All

Answer: B

Passing Certification Exams Made Easy

visit - https://www.surepassexam.com



\l;/ Exam Recommend!! Get the Full CC dumps in VCE and PDF From SurePassExam
L' Sure PHSS https://www.surepassexam.com/CC-exam-dumps.html (407 New Questions)

NEW QUESTION 398

A company primary data center goes down due to a hardware failure causing a major disruption to the IT and communications systems. What is the focus of

disaster recovery planning in this scenario

A. Maintaining critical business functions during the disruption
B. Fixing the hardware failure

C. Restoring IT and communication system back to full operations after the disruptions.

D. Guiding the actions of emergency response personnel during the disruption

Answer: C

NEW QUESTION 402
Protection against an individual falsely denying having performed a particular action

A. Authentication
B. Identification

C. Verification

D. Non repudiation

Answer: D

NEW QUESTION 403

What is the primary goal of a risk management process in cybersecurity?
A. to eliminate all cybersecurity risks

B. to transfer all cybersecurity risks to a third party

C. to identify, assess, and mitigate cybersecurity risks to an acceptable level (Correct)
D. to ignore cybersecurity risks and focus on incident response

Answer: C

NEW QUESTION 408

What is the BEST defense against dumpster diving attacks?

A. Anti-malware software

B. Clean desk policy

C. Data loss prevention tools

D. Shredding

Answer: D

NEW QUESTION 411

Which one of the following groups is NOT normally part of an organization's cybersecurity incident response team?

A. Technical Subject Matter Experts
B. Cybersecurity Experts

C. Management

D. Law Enforcement

Answer: D

NEW QUESTION 416
The Order of controls used in Defence in Depth

A. Assests, Physical control

B. Administrative Controls, Logical/Techincal Controls

C. Assests, Administrative Controls, Physical controls, Logical/Techincal Controls
D. Physical control

E. Administrative Controls, Logical/Techincal Controls, Assests

F. Assests, Administrative Controls, Logical/Techincal Controls, Physical controls

Answer: D

NEW QUESTION 419

Risk tolerance also known as
A. Risk threshold

B. Risk appetite

C. Acceptable risk

D. All

Answer: D

NEW QUESTION 420
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Is the right of an individual to control the distribution of information about themselves

A. Confidentiality
B. Integrity

C. Privacy

D. Availability

Answer: C

NEW QUESTION 425

DDOS attack affect which OSI layer
A. Network layer

B. Transport layer

C. Physical Layer

D. Both A and B

Answer: D

NEW QUESTION 429

Which of these is the most efficient and effective way to test a business continuity plan

A. Simulations
B. Discussions
C. Walkthroughs
D. Reviews

Answer: A

NEW QUESTION 434

What does the term business in business continuity planning refer to?

A. The financial performance of the organization
B. The technical systems of the organization
C. The operation aspects of the organization
D. The physical infrastructure of the organization

Answer: C

NEW QUESTION 438

How do IT professionals differentiate between typical IT problems and security incidents?

A. By providing medical assistance at accident scenes

B. By collection evidence and reposting the incident

C. By receiving specific training on incident response

D. By participating in remediation and lessons learns stages

Answer: C

NEW QUESTION 439
What is the potential impact of an IPSec reply attack

A. Modification of network traffic

B. Disruption of network communication

C. Unauthorized access to network resources
D. ALL

Answer: A

NEW QUESTION 441

Four main components of Incident Response are

A. Preparation, Detection and Analysis, Containment, Eradication a
B. Preparation, Detection, Analysis and Containment

C. Detection, Analysis, Containment, Eradication and Recovery
D. All

Answer: A

NEW QUESTION 442

A standard that defines wired communications of network devices
A. Switch

B. Hub
C. router
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D. Ethernet

Answer: D

NEW QUESTION 444
Events with a negative consequence, such as system crashes, network packet floods, unauthorized use of system privileges, defacement of a web page or
execution of malicious code that destroys data.

A. Breach
B. Incident
C. Adverse Event
D. Exploit

Answer: C

NEW QUESTION 447
A backup is which type for security control

A. Preventive
B. Deterrent
C. Recovery
D. Corrective

Answer: C

NEW QUESTION 448
Token Ring used in which OSI Layer

A. Application
B. Network
C. Transport
D. Physical

Answer: D

NEW QUESTION 451
Methods or mechanisms cybercriminals use to gain illegal, unauthorized access to computer systems and networks.

A. Attacker

B. Threat Vector
C. Threat

D. Threat actor

Answer: B

NEW QUESTION 452

Which device is used to control traffic flow in network
A. SDN

B. Switch

C. Hub

D. Router

Answer: D

NEW QUESTION 454
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