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NEW QUESTION 1
An OSC lead has provided company information, identified that they are seeking CMMC Level 2, stated that they handle FCI. identified stakeholders, and provided
assessment logistics. The OSC has provided the company's cyber hygiene practices that are posted on every workstation, visitor logs, and screenshots of the
configuration of their FedRAMP- approved applications. The OSC has not won any DoD government contracts yet but is working on two proposals Based on this
information, which statement BEST describes the CMMC Level 2 Assessment requirements?

A. Ready because there is no need to certify this company until after they win a DoD contract.
B. Not ready because the OSC is not on contract because they do not know the scope of FCI protection required by the contract.
C. Not ready because the OSC still lacks artifacts that prove they have implemented all the CMMC Level 2 Assessment requirements.
D. Ready because all DoD contractors are required to achieve CMMC Level 2; therefore, they are being proactive in seeking certification.

Answer: C

NEW QUESTION 2
There are 15 practices that are NOT MET for an OSC's Level 2 Assessment. All practices are applicable to the OSC. Which determination should be reached?

A. The OSC may have 90 days for remediating NOT MET practices.
B. The OSC is not eligible for an option to remediate NOT MET practices.
C. The OSC may be eligible for an option to remediate NOT MET practices.
D. The OSC is not eligible for an option to remediate after the assessment is canceled.

Answer: C

NEW QUESTION 3
Which authority leads the CMMC direction, standards, best practices, and knowledge framework for how to map the controls and processes across different Levels
that range from basic cyber hygiene to advanced cyber practices?

A. NIST
B. DoD CIO office
C. Federal CIO office
D. Defense Federal Acquisition Regulation Council

Answer: B

NEW QUESTION 4
In the CMMC Model, how many practices are included in Level 2?

A. 17 practices
B. 72 practices
C. 110 practices
D. 180 practices

Answer: C

NEW QUESTION 5
An OSC needs to be assessed on RA.L2-3.11.1: Periodically assess the risk to organizational operations (including mission, functions, image, or reputation),
organizational assets, and individuals, resulting from the operation of organizational systems and the associated processing, storage, or transmission of CUI. What
is in scope for a Level 2 assessment of RA.L2-3.11.1?

A. IT systems
B. Enterprise systems
C. CUI Marking processes
D. Processes, people, physical entities, and IT systems in which CUI processed, stored, or transmitted

Answer: D

NEW QUESTION 6
During the assessment process, who is the final interpretation authority for recommended findings?

A. C3PAO
B. CMMC-AB
C. OSC sponsor
D. Assessment Team Members

Answer: A

NEW QUESTION 7
Who will verify the adequacy and sufficiency of evidence to determine whether the practices and related components for each in-scope Host Unit. Supporting
Organization/Unit, or enclave has been met?

A. OSC
B. Assessment Team
C. Authorizing official
D. Assessment official
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Answer: B

NEW QUESTION 8
In the CMMC Model, how many practices are included in Level 1?

A. 15 practices
B. 17 practices
C. 72 practices
D. 110 practices

Answer: B

NEW QUESTION 9
A machining company has been awarded a contract with the DoD to build specialized parts. Testing of the parts will be done by the company using in-house staff
and equipment. For a Level 1 Self-Assessment, what type of asset is this?

A. CUI Asset
B. In-scope Asset
C. Specialized Asset
D. Contractor Risk Managed Asset

Answer: B

NEW QUESTION 10
Companies that knowingly defraud the government by not being in compliance with cybersecurity regulations are at risk of being held liable for:

A. The contract value plus a penalty as stated in the Cyber Claims Act
B. The contract value plus a penalty as stated in the False Claims Act
C. Three times the contract value plus a penalty as stated in the Cyber Claims Act
D. Three times the contract value plus a penalty as stated in the False Claims Act

Answer: D

NEW QUESTION 10
Which CMMC Levels focus on protecting CUI from exfiltration?

A. Levels 1 and 2
B. Levels 1 and 3
C. Levels 2 and 3
D. Levels 1, 2, and 3

Answer: C

NEW QUESTION 14
A contractor provides services and data to the DoD. The transactions that occur to handle FCI take place over the contractor's business network, but the work is
performed on contractor-owned systems, which must be configured based on government requirements and are used to support a contract. What type of
Specialized Asset are these systems?

A. loT
B. Restricted IS
C. Test equipment
D. Government property

Answer: B

NEW QUESTION 18
During the planning phase of the Assessment Process. C3PAO staff are reviewing the various entities associated with an OSC that has requested a CMMC Level
2 Assessment. Which term describes the people, processes, and technology external to the HQ Organization that participate in the assessment but will not receive
a CMMC Level unless an enterprise Assessment is conducted?

A. Host Unit
B. Organization
C. Coordinating Unit
D. Supporting Organization/Unit

Answer: D

NEW QUESTION 21
What is DFARS clause 252.204-7012 required for?

A. All DoD solicitations and contracts
B. Solicitations and contracts that use FAR part 12 procedures
C. Procurements solely for the acquisition of commercial off-the-shelf
D. Commercial off-the-shelf sold in the marketplace without modifications
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Answer: A

NEW QUESTION 24
Which term describes "the protective measures that are commensurate with the consequences and probability of loss, misuse, or unauthorized access to. or
modification of information"?

A. Adopted security
B. Adaptive security
C. Adequate security
D. Advanced security

Answer: C

NEW QUESTION 29
Recording evidence as adequate is defined as the criteria needed to:

A. verify, based on an assessment and organizational scope.
B. verify, based on an assessment and organizational practice.
C. determine if a given artifact, interview response, demonstration, or test meets the CMMC scope.
D. determine if a given artifact, interview response, demonstration, or test meets the CMMC practice.

Answer: D

NEW QUESTION 31
In scoping a CMMC Level 1 Self-Assessment, all of the computers and digital assets that handle FCI are identified. A file cabinet that contains paper FCI is also
identified. What can this file cabinet BEST be determined to be?

A. In scope, because it is an asset that stores FCI
B. In scope, because it is part of the same physical location
C. Out of scope, because they are all only paper documents
D. Out of scope, because it does not process or transmit FCI

Answer: A

NEW QUESTION 33
How many domains does the CMMC Model consist of?

A. 14 domains
B. 43 domains
C. 72 domains
D. 110 domains

Answer: A

NEW QUESTION 34
An assessor is in Phase 3 of the CMMC Assessment Process. The assessor has delivered the final findings, submitted the assessment results package, and
provided feedback to the C3PAO and CMMC-AB. What must the assessor still do?

A. Determine level recommendation
B. Archive all assessment artifacts
C. Determine final practice pass/fail results
D. Archive or dispose of any assessment artifacts

Answer: D

NEW QUESTION 37
In many organizations, the protection of FCI includes devices that are used to scan physical documentation into digital form and print physical copies of digital FCI.
What technical control can be used to limit multi-function device (MFD) access to only the systems authorized to access the MFD?

A. Virtual LAN restrictions
B. Single administrative account
C. Documentation showing MFD configuration
D. Access lists only known to the IT administrator

Answer: A

NEW QUESTION 39
Who is responsible for ensuring that subcontractors have a valid CMMC Certification?

A. CMMC-AB
B. OUSD A&S
C. DoD agency or client
D. Contractor organization

Answer: D
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NEW QUESTION 40
A C3PAO is conducting High Level Scoping for an OSC that requested an assessment Which term describes the people, processes, and technology that will be
applied to the contract who are requesting a CMMC Level assessment?

A. Host Unit
B. Branch Office
C. Coordinating Unit
D. Supporting Organization/Units

Answer: A

NEW QUESTION 44
During Phase 4 of the Assessment process, what MUST the Lead Assessor determine and recommend to the C3PAO concerning the OSC?

A. Ability
B. Eligibility
C. Capability
D. Suitability

Answer: B

NEW QUESTION 48
The facilities manager for a company has procured a Wi-Fi enabled, mobile application- controlled thermostat for the server room, citing concerns over the inability
to remotely gauge and control the temperature of the room. Because the thermostat is connected to the company's FCI network, should it be assessed as part of
the CMMC Level 1 Self- Assessment Scope?

A. No, because it is OT
B. No, because it is an loT device
C. Ye
D. because it is a restricted IS
E. Yes, because it is government property

Answer: C

NEW QUESTION 53
While conducting a CMMC Assessment, an individual from the OSC provides documentation to the assessor for review. The documentation states an incident
response capability is established and contains information on incident preparation, detection, analysis, containment, recovery, and user response activities. Which
CMMC practice is this documentation attesting to?

A. IR.L2-3.6.1: Incident Handling
B. IR.L2-3.6.2: Incident Reporting
C. IR.L2-3.6.3: Incident Response Testing
D. IR.L2-3.6.4: Incident Spillage

Answer: A

NEW QUESTION 55
Validation of findings is an iterative process usually performed during the Daily Checkpoints throughout the entire assessment process. As a validation activity, why
are the preliminary findings important?

A. It allows the OSC to comment and provide additional evidence.
B. It determines whether the OSC will be rated MET or NOT MET on their assessment.
C. It confirms that the Assessment Team's findings are right and cannot be changed.
D. It corroborates the Assessment Team's understanding of the CMMC practices and controls.

Answer: A

NEW QUESTION 58
Which regulation allows for whistleblowers to sue on behalf of the federal government?

A. NISTSP 800-53
B. NISTSP 800-171
C. False Claims Act
D. Code of Professional Conduct

Answer: C

NEW QUESTION 61
The Assessment Team has completed Phase 2 of the Assessment Process. In conducting Phase 3 of the Assessment Process, the Assessment Team is
reviewing evidence to address Limited Practice Deficiency Corrections. How should the team score practices in which the evidence shows the deficiencies have
been corrected?

A. MET
B. POA&M
C. NOT MET
D. NOT APPLICABLE
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Answer: A

NEW QUESTION 65
Which phase of the CMMC Assessment Process includes the task to identify, obtain inventory, and verify evidence?

A. Phase 1: Plan and Prepare Assessment
B. Phase 2: Conduct Assessment
C. Phase 3: Report Recommended Assessment Results
D. Phase 4: Remediation of Outstanding Assessment Issues

Answer: B

NEW QUESTION 67
When are data and documents with legacy markings from or for the DoD required to be re- marked or redacted?

A. When under the control of the DoD
B. When the document is considered secret
C. When a document is being shared outside of the organization
D. When a derivative document's original information is not CUI

Answer: C

NEW QUESTION 71
What is the BEST document to find the objectives of the assessment of each practice?

A. CMMC Glossary
B. CMMC Appendices
C. CMMC Assessment Process
D. CMMC Assessment Guide Levels 1 and 2

Answer: D

NEW QUESTION 76
Regarding the Risk Assessment (RA) domain, what should an OSC periodically assess?

A. Organizational operations, business assets, and employees
B. Organizational operations, business processes, and employees
C. Organizational operations, organizational assets, and individuals
D. Organizational operations, organizational processes, and individuals

Answer: C

NEW QUESTION 81
When a conflict of interest is unavoidable, a CCP should NOT:

A. Inform their organization
B. Take action to minimize its impact
C. Disclose it to affected stakeholders
D. Conceal it from the Assessment Team lead

Answer: D

NEW QUESTION 83
What are CUI protection responsibilities?

A. Shielding
B. Governing
C. Correcting
D. Safeguarding

Answer: D

NEW QUESTION 84
Where does the requirement to include a required practice of ensuring that personnel are trained to carry out their assigned information security-related duties and
responsibilities FIRST appear?

A. Level 1
B. Level 2
C. Level 3
D. All levels

Answer: B

NEW QUESTION 89
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When planning an assessment, the Lead Assessor should work with the OSC to select personnel to be interviewed who could:

A. Have a security clearance
B. Be a senior person in the company
C. Demonstrate expertise on the CMMC requirements
D. Provide clarity and understanding of their practice activities

Answer: D

NEW QUESTION 90
Which method facilitates understanding by analyzing gathered artifacts as evidence?

A. Test
B. Examine
C. Behavior
D. Interview

Answer: B

NEW QUESTION 91
What is the LAST step when developing an assessment plan for an OSC?

A. Verify the readiness to conduct the assessment.
B. Perform certification assessment readiness review.
C. Update the assessment plan and schedule as needed
D. Obtain and record commitment to the assessment plan.

Answer: D

NEW QUESTION 92
Which standard of assessment do all C3PAO organizations execute an assessment methodology based on?

A. ISO 27001
B. NISTSP800-53A
C. CMMC Assessment Process
D. Government Accountability Office Yellow Book

Answer: C

NEW QUESTION 94
A company is working with a CCP from a contracted CMMC consulting company. The CCP is asked where the Host Unit is required to document FCI and CUI for a
CMMC Assessment. How should the CCP respond?

A. "In the SS
B. within the asset inventory, and in the network diagranY'
C. "Within the hardware inventory, data (low diagram, and in the network diagram"
D. "Within the asset inventory, in the proposal response, and in the network diagram"
E. "In the network diagram, in the SS
F. within the base inventory, and in the proposal response'"

Answer: A

NEW QUESTION 99
Plan of Action defines the clear goal or objective for the plan. What information is generally NOT a part of a plan of action?

A. Completion dates
B. Milestones to measure progress
C. Ownership of who is accountable for ensuring plan performance
D. Budget requirements to implement the plan's remediation actions

Answer: D

NEW QUESTION 103
What type of information is NOT intended for public release and is provided by or generated for the government under a contract to develop or deliver a product or
service to the government, but not including information provided by the government to the public (such as on public websites) or simple transactional information,
such as necessary to process payments?

A. CDI
B. CTI
C. CUI
D. FCI

Answer: D

NEW QUESTION 107
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Which MINIMUM Level of certification must a contractor successfully achieve to receive a contract award requiring the handling of CUI?

A. Level 1
B. Level 2
C. Level 3
D. Any level

Answer: B

NEW QUESTION 109
During a Level 1 Self-Assessment, a smart thermostat was identified. It is connected to the Internet on the OSC's WiFi network. What type of asset is this?

A. FCI Asset
B. CUI Asset
C. In-scope Asset
D. Specialized Asset

Answer: D

NEW QUESTION 112
During an assessment, which phase of the process identifies conflicts of interest?

A. Analyze requirements.
B. Develop assessment plan.
C. Verify readiness to conduct assessment.
D. Generate final recommended assessment results.

Answer: C

NEW QUESTION 113
A Lead Assessor is preparing to conduct a Readiness Review during Phase 1 of the Assessment Process. How much evidence MUST be gathered for each
practice?

A. A sufficient amount
B. At least 2 Assessment Objects
C. Evidence that is deemed adequate
D. Evidence to support at least 2 Assessment Methods

Answer: A

NEW QUESTION 118
A Level 2 Assessment of an OSC is winding down and the final results are being prepared to present to the OSC. When should the final results be delivered to the
OSC?

A. At the end of every day of the assessment
B. Daily and during a final separately scheduled review
C. Either at the final Daily Checkpoint, or during a separately scheduled findings and recommendation review
D. Either after approval from the C3PA
E. or during a separately scheduled final recommended findings review

Answer: C

NEW QUESTION 121
An Assessment Team is conducting a Level 2 Assessment at the request of an OSC. The team has begun to score practices based on the evidence provided. At a
MINIMUM what is required of the Assessment Team to determine if a practice is scored as MET?

A. All three types of evidence are documented for every control.
B. Examine and accept evidence from one of the three evidence types.
C. Complete one of the following; examine two artifacts, either observe a satisfactory demonstration of one control or receive one affirmation from the OSC
personnel.
D. Complete two of the following: examine one artifact, either observe a satisfactory demonstration of one control or receive one affirmation from the OSC
personnel.

Answer: D

NEW QUESTION 123
During the review of information that was published to a publicly accessible site, an OSC correctly identifies that part of the information posted should have been
restricted. Which item did the OSC MOST LIKELY identify?

A. FCI
B. Change of leadership in the organization
C. Launching of their new business service line
D. Public releases identifying major deals signed with commercial entities

Answer: A
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NEW QUESTION 128
While developing an assessment plan for an OSC. it is discovered that the certified assessor will be interviewing a former college roommate. What is the MOST
correct action to take?

A. Do not inform the OSC and the C3PAO of the possible conflict of interest, and continue as planned.
B. Inform the OSC and the C3PAO of the possible conflict of interest, and start the entire process over without the conflicted team member.
C. Inform the OSC and the C3PAO of the possible conflict of interest but since it has been an acceptable amount of time since college, no conflict of interest exists,
and continue as planned.
D. Inform the OSC and the C3PAO of the possible conflict of interest, document the conflict and mitigation actions in the assessment plan, and if the mitigation
actions are acceptable, continue with the assessment.

Answer: D

NEW QUESTION 132
According to DFARS clause 252.204-7012, who is responsible for determining that Information in a given category should be considered CUI?

A. The NARA CUI Executive Agent
B. The contractor who generated the information
C. The DoD agency for whom the contractor is performing the work
D. The military personnel assigned to the contractor for that purpose

Answer: C

NEW QUESTION 136
Which term describes assessing the ability of a unit equipped with a system to support its mission while withstanding cyber threat activity representative of an
actual adversary?

A. Penetration test
B. Black hat testing
C. Red cell assessment
D. Adversarial assessment

Answer: D

NEW QUESTION 137
A Lead Assessor and an OSC's Assessment Official have agreed to have the Assessment results presented during the final Daily Checkpoint of the OSC's CMMC
Level 2 Assessment. Which document MUST the Lead Assessor use to present assessment findings to the OSC?

A. CMMC POA&M Brief
B. CMMC Findings Brief
C. CMMC Assessment Tracker Tool
D. CMMC Recommended Findings template

Answer: B

NEW QUESTION 141
In CMMC High-Level scoping, which definition BEST describes an HQ organization?

A. The entity that carries out the tasks under a contract
B. The unit to which a CMMC Level is applied for each contract
C. The teams, services, and technologies that provide support to a Host Unit
D. The entity legally responsible for the delivery of products or services under a contract

Answer: D

NEW QUESTION 143
Who makes the final determination of the assessment method used for each practice?

A. CCP
B. osc
C. Site Manager
D. Lead Assessor

Answer: D

NEW QUESTION 148
When executing a remediation review, the Lead Assessor should:

A. help OSC to complete planned remediation activities.
B. plan two consecutive remediation reviews for an OSC.
C. submit a delta assessment remediation package for C3PAO's internal quality review.
D. validate that practices previously listed on the POA&M have been removed on an updated Risk Assessment.

Answer: C
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NEW QUESTION 149
The evidence needed for each practice and/or process is weighed for:

A. Adequacy and sufficiency
B. Adequacy and thoroughness
C. Sufficiency and thoroughness
D. Sufficiency and appropriateness

Answer: A

NEW QUESTION 150
A Lead Assessor is performing a CMMC readiness review. The Lead Assessor has already recorded the assessment risk status and the overall assessment
feasibility. At MINIMUM, what remaining readiness review criteria should be verified?

A. Determine the practice pass/fail results.
B. Determine the preliminary recommended findings.
C. Determine the initial model practice ratings and record them.
D. Determine the logistic
E. Assessment Team, and the evidence readiness.

Answer: D

NEW QUESTION 152
How are the Final Recommended Assessment Findings BEST presented?

A. Using the CMMC Findings Brief template
B. Using a C3PAO-provided template that is preferred by the OSC
C. Using a C3PAO-branded version of the CMMC Findings Brief template
D. Using the proprietary template created by the Lead Assessor after approval from theC3PAO

Answer: A

NEW QUESTION 155
......
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