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NEW QUESTION 1

Which FortiGuard licenses are required for FortiLink device detection to enable device identification and vulnerability detection?

A. FortiGuard Vulnerability Management and FortiGuard Endpoit Protection

B. FortiGuard Threat Intelligence and FortiGuard IoT Detection

C. FortiGuard Threat Intelligence and FortiGuard Endpoint Protection
D. FortiGuard Attack Surface Security and FortiGuard loT Detection

Answer: D

NEW QUESTION 2
Refer to the exhibit.

RADIUS Server configuration

1
D

(=

2] & FAC Lab

= d Edit RADIUS Server

Name

Authentication method

NAS IP

RAD-Win

Include in every user group

Primary Server
IP/Name
Secret

Connection status

Test Connectivity

Test User Credentials

192.168.0.100
ssssnane

@ Successful

On FortiGate, a RADIUS server is configured to forward authentication requests to FortiAuthenticator, which acts as a RADIUS proxy. FortiAuthenticator then

relays these authentication requests to a remote Windows AD server using LDAP.
While testing authentication using the CLI command diagnose test authserver. the administrator observed that authentication succeeded with PAP but failed when

using MS- CHAFV2.

Which two solutions can the administrator implement to enable MS-CHAPV2 authentication? (Choose two.)

A. Change the FortiGate authentication method to CHAP instead of MS-CHAPV2.
B. Enable Windows Active Directory domain authentication on FortiAuthenticator.

C. Enable RADIUS attribute filtering on FortiAuthenticator.

D. Configure FortiAuthenticator to use RADIUS instead of LDAP as the back-end authentication server

Answer: AD

NEW QUESTION 3
Refer to the exhibit.
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WTP profile configuration

config wireless-controller wtp-profile
edit "S231F"

config placform
set type 231F

en

set handoff-rssi 30

set handoff-sta-thresh 30

set ap-counctry US

config radio-1l
set band 802.11n-2G
Sét wids-profile "default-wids-apscan-&nabled®
set vap-all manual
sSet vaps "SctudencoOl”
set channel "1%" "¢g* "11*

fig radio-2
set band 802.1lac-5G
sSet channel-bonding 40MHz
set wids-profile "default-wids-apscan-enabled"®
Sét darrp enable
set arrp-profile "arrp~-defaultc®
set vap-all manual
set vaps "StudentOl®
set channel "36" "44% "52"
end
config radio-3
sSet mode disabled
end

Which shows the WTP profile configuration.

The AP profile is assigned to two FAP-231F APs that are installed in an open plan area. The first AP has 32 clients associated with the 5 GHz radios and 22 clients
associated with the 2.4 GHz radio. The second AP has 12 clients associated with the 5 GHz radios and 20 clients associated with the 2.4 GHz radio.

A dual-band-capable client enters the area near the first AP and the first AP measures the new client at - 3 3 dBm signal strength. The second AP measures the
new client at -43 dBm signal strength.

If the new client attempts to conned to the student 01 wireless network, which AP radio will the client be associated with?

A. The first AP 2.4 GHz interface provides a stronger signal, which clients often prioritize.

B. The first AP 5 GHz interface because it has a stronger signal.

C. The second AP 5 GHz interface has fewer clients, which ensures better performance despite the weaker signal.
D. The second AP 2.4 GHz interface is preferred over 5 GHz for better speed and lower interference.

Answer: C

NEW QUESTION 4
Refer to the exhibits.
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FortiGate LDAP server configuration and diagnostics

jconTiqg user ldap
edit “FAC-LDAP*"
SeL SeIVer
set
sec
set
S&C
set

®10.0.1.10"

cnid "shAMAccountName"™

dn "DC=crainingAD,DC=training,DC=lab"™

type regular

username "CN=Adminiscracor,CN=Users, DC=crainingiADl,DC=training,DC=lab"™
password ENC MTAWNEZ2iciyoaiRa2OHnimgtQbCRYAI+OJELfOTyS+uNSVEZxXQ/Vi+mN4zP1i9gtCgrnAl

end

FortiGate # diagnose test authserver ldap
authenticate 'wifilOl' against 'FAC-LDAP'

FAC-LDAP wifil0l passwor
succeeded!

Iczoup membership(s) - CN=Domain Users

 CN=Users, DC=trainingad, DC=training, DC=lab

Domain of user is trainingad.training.lab
Wi-Fi Authentication
PEAP version Automatic v
Inner authentication MSCHAPv2 ¥
Username wifi101
Password | sseeeses “a

An LDAP server has been successfully configured on FortiGate. which forwards LDAP authentication requests to a Windows Active Directory (AD) server. Wireless
users report that they are unable to authenticate. Upon troubleshooting, you find that authentication fails when using MSCHAPV2.
What is the most likely reason for this issue?

A. A firewall policy is missing an LDAP authentication rule.

B. The Windows AD server requires LDAPS (LDAP over SSL) for authentication.
C. The FortiGate LDAP configuration is missing the correct Bind DN.

D. FortiGate does not support MSCHAPvV2 for LDAP authentication.

Answer: D

NEW QUESTION 5
FortiGate has been added to FortiAlOps for management.

E Diesvice Growp & Defaul E s =
h ¥
2 Dashbourd Status Fortis 05
= Al Insights ¥ —_ Mok Wiei
B lvventory W | [ 0 ] [ P ]
Device Growps
T Wirebess »
2 Switch | o p 8 0 Actions -
& Security Fabric
&q Q
B Logs & Reports »
(& System y FortiGate Mame 2 FartiGate [P Addreds S Status © Discovery State S
B Service Assurance ¥ | FortiCate 1001254 ] & Online Successhully Discovered |

Which step must be performed on FortiAlOps to add a FortiSwitch device connected to the recently added FortiGate?

A. Add the FortiSwitch device by submitting its serial number.
B. FortiAlOps requires that the FortiSwitch IP address is submitted.
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C. FortiSwitch is added automatically.
D. Configure the FortiSwitch IP address, user ID, and password

Answer: C

NEW QUESTION 6
Refer to the exhibits.

SSID Profiles
0 CompanyPrinters Guest-01 Tunnel WPA2 Personal
0 Employees-Red StudentO1 Local Bridge WPA2 Enterprise
O Guest-CorpPort fortinet Tunnel WPA2 Personal
0 PSK fortinet Tunnel WPA2 Personal
Platform FAP231F -
Dedicated Scan @ »
Indoor / Outdoor @ Indoor | Outdoor
Country / Region United States v
FortiAP Configuration Profile >
AP Login Password @ set [T Set Empty
Administrative Access [C] HTTPS () SNMP (] SSH
Client Load Balancing (] Frequency Handoff (] AP Handoftf
Bluetooth Profile >
802.1X Authentication >»
Radio 1
Mode Disabled gRiSe=Ravin® Dedicated Monitor | SAM | Packet Sniffer
WIDS Profile >
Radio Resource Provision >
Band 24GHz | Click to select
Channel Width
Transmit Power Mode Pevomt
. Transmit power is determined by multiplying set percentage with maximum
available power determined by region and FortiAP device
dBm
O Power is setting using a dBm value
Auto
Set a range of dBm values and the power is set automatically.
Transmit Power 100 %
ssiDs @ Tunnel JERETSS Manual
Monitor Channel Utilization o

A set of SSID profiles has been configured on FortiManager, and an AP profile has been assigned to a group of AP managed by FortiGate. However, none of the
designated SSIDs are being broadcast by these APs.
Which configuration change is required to make the APs broadcast these SSIDs as intended?
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A. Adjust the AP profile to ensure all SSIDs are configured in a supported mode, either bridge or tunnel, but not a mix of both.
B. Change the AP profile to use a platform that supports the configured mix of SSIDs.

C. Choose Manual in the SSIDs setting and select the SSIDs to broadcast.

D. Set the Transmit Power Mode to Auto.

Answer: C

NEW QUESTION 7
Refer to the exhibit.

FortiGate Radius Server

—— d&dilRA[)lUSSﬁw&r

(=]
) B FAC-Lab Name RAD-Win
Authentication method m Specify
5 User & Authentication NAS 1P

Include in every user group (P

Primary Server

IP/Name 192.168.0.100
Secret ssssssne
Connection status © Successful

Test Connectivity

Test User Credentials

FortuiGate CLI RADIUS server test

FortiCate §

FortiGacte # diagnose test authserver radius FAC-Lab pap wifilOl password

authenticate "wifil0Ol" against "pap' succeeded, server=primary assigned rad session id=159718280638473 sesaion timeout secs idle timecout=0 secs
FortiGate §) diagnose test authsesver radius FAC-Lab pachap2 wifil0l password

authenticate "wifill0l' against "machapl' failed, assigned rad session 1d=15T18280638474 session timeout=0 secs idle timeout=0 secs!
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FortiAuthenticator - Remote LDAP server configuration

Edit LDAP Server

Name [h‘fu wowsAD ]

Primary server name/IP 10.01.10 Port 389

» Use Zero Trust tunnel Please Select |

P Use secondary server

Base distinguished name DC =training AD DC =training DC =lab Q Browse
Bind type: Sample Reguiar

Username: CN=Administrator CN=Users DCotrainingAL Password ssesssse

Server type: Microsoft Active Directory Openl DAP/GSuite Novell eDireclory/Others Appiy template

» Add supported domain names (used only if this is not a Windows Active Directory server)

Query Elements

User object class person
Username attribute sAMAccoun|Name
Group object class: group
Obtain group memberships from User atinbute Group attribute
Group membership attribute memberOf
» Force use of administrator account for group membership lookups

Secure Connection

» Enable

Windows Active Directory Domain Authentication

» Enable

A RADIUS server has been successfully configured on FortiGate, which sends RADIUS authentication requests to FortiAuthenticator. FortiAuthenticator, in turn,
relays the authentication using LDAP to a Windows Active Directory server.

It was reported that wireless users are unable to authenticate successfully.

The FortiGate configuration confirms that it can connect to the RADIUS server without issues.

While testing authentication on FortiGate using the command diagnose test authserver radius, it was observed that authentication succeeds with PAP but fails with
MSCHAPV2.

Additionally, the Remote LDAP Server configuration on FortiAuthenticator was reviewed. Which configuration change might resolve this issue?

A. Change the RADIUS authentication protocol to CHAP

B. Enable Windows Active Directory Domain Authentication.

C. Manually add user credentials to the FortiAuthenticator local database
D. Use RADIUS attributes under the FortiGate configuration.

Answer: B

NEW QUESTION 8
In addition to requiring a FortiAnalyzer device to configure the Security Fabric, which license must be added to FortiAnalyzer to use Indicators of Compromise
(I0C) rules?

A. loT Security Add-on license

B. 10C Subscription license

C. IOC detection is included on FAZ-Basic license
D. Threat Detection Service license

Answer: D

NEW QUESTION 9
Your office wants to set up a Wi-Fi network for visitors. Your company would like to require them to log in for (racking purposes. Which two types of captive portals
could be enabled on an interface? (Choose two.)

A. Terms Acknowledgment Without Authentication
B. Email Notification Only

C. Disclaimer + Authentication

D. Guest Pass Access

E. Authentication

Answer: AE
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NEW QUESTION 10
Which statement about generating a certificate signing request (CSR) for a CER certificate is true?

A. Inaccurate or missing fields in the CSR will prevent the CA from validating the request, leading to the rejection of the certificate and possible delays in the
deployment process.

B. If key fields like the common name (CN) and organization (O) are incorrect, the certification authority (CA) will still issue the certificate, but it may not be trusted
by certain applications or systems that rely on accurate field information for validation.

C. CSR fields are primarily used for internal recordkeeping by the requesting organization, and only the public key in the CSR must be accurate for successful
certificate signing.

D. The fields in the CSR are primarily for documentation purposes; any missing or incorrect information will be automatically corrected by the CA during the signing
process.

Answer: A

NEW QUESTION 10
Refer to the exhibits.

SSL-VPN settings

SSL-VPN Settings

Connection Settings ©

Enable SSL-VPN L &
Listen on Interface(s) = port2 x
+
Listen on Port 10443 *
o Web mode access will be listening at
https://100.64.0.254:10443
Server Certificate &% vpn v

Redirect HTTP to SSLVPN O
Restrict Access Limit access to specific hosts
idle Logout L
Inactive For 300 - Seconds
Require Client Certificate €
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Real-Time debug output

FortiGate $ diagnose debug application fnbamd -1
Debug messages will be on for 30 minutes.

FortiGate 2 diagnose debug enable

FortiGate # [2341] handle_reg-Rcvd auth_cert req id=1288058918, len=1104, opt=0
[948)  cert auth ctx init-req id=1288058918, opt=0

[103] _ cert _chg st- "Init’

[140]) fnbamd cert_ locad certs_from req-1 cert(s) in req.

[99] _ _cert_chg_st- 'Init' -> 'Chain-Build'

[683] _ cert_build chain-req_id=12880589518

[200] fnbamd chain build-Chain discovery, opt Oxl17, cur total 1

[216] fnbamd chain build-Following depth 0

[271] fnbamd_chain_build-Extend chain by system trust store. (no luck)
[283] fnbamd_chain_build-Extend chain by remote CA cache. (no luck)
[99] _ cert chg _st- °'Chain-Build' =-> 'CA-Query’

[777] __cert_ca_query-req 1d=1288058918

[769]) fnbamd need CA_ query-Do CA query?0

[793] _ cert _ca_query do_next-req i1d=1288058918

[99] _ _cert_chg_st- 'CA-Query' =-> 'Validation'

[804] _ cert verify-req 1d=12880589518

[805) _ cert verify-Chain is not complete.

[200) fnbamd chain_build-Chain discovery, opt O0x7, cur total 1

[216] fnbamd chain_build-Following depth 0

[271) fnbamd chain_build-Extend chain by system trust store. (no luck)
[283] fnbamd chain build-Extend chain by remote CA cache. (no luck)

Real-Time debug output

[39€]) fnbamd cert_verify-Chain number:1

[410] fnbamd cert verify-Following cert chain depth 0

[67€] fnbamd cert check group list-checking group with name 'SSLVPN'

[450] _ check_add peer-check 'student'

[460] _ quick_check_peer-CA does not match.

[458] _ check add peer-'student' check ret:bad

(193] _ get_default ocsp ctx-def ocsp ctx=(nil), no_ocsp_query=0, ocsp_enabled=0
[841) _ cert_verify do_next-reqg id=1288058918

[99] _ cert_chg st~ 'Validation' -> 'Done’

[BBé] __cﬂrt_dana—raq_id=1238053513

[1652] fnbamd auth session_done-Session done, i1d=1288058918

[931] _ fnbamd cert_auth_run-Exit, req 1d=1288058518

[1689] create_auth cert session-fnbamd cert_ auth_init returns 0, 1d=128805895186
[1608] auth_cert success-id=1288058918

[1031] fnbamd cert_auth_copy_cert_status-req id=1288058918

[833] fnbamd cert check matched groups-checking group with name 'SSLVPN'

[9503] fnbamd cert_check matched groups-not matched

[1070) fnbamd cert_auth_copy_cert_status-Leaf cert status is unchecked.

[1087] fnbamd cert_ auth_copy cert_ status-Issuer of cert depth 0 is not deteced in CMDB.
[1158] fnbamd cert_auth_copy cert_status-Cert st 2040, req id=1288058918

[217] fnbamd comm send result-Sending result 0 (nid 672) for req 1288058918, len=2144
[1553] destroy auth cert session-id=1288058918

[1004] £nbamd cert_ auth uninit-req id=1288058918

Which include debug output and SSL VPN configuration details.

An SSL VPN has been configured on FortiGate. To enhance security, the administrator enabled Required Client Certificate in the SSL VPN settings. However,
when a user attempts to connect, authentication fails.

Which configuration change is needed to fix the issue and allow the user to connect?

A. Enable Redirect HTTP to SSL-VPN on the SSL VPN configuration page.
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B. Import the CA that signed the SSL VPN Server Certificate to FortiGate.
C. Set the user certificate as the Server Certificate on the SSL VPN configuration page.
D. Import the CA that signed the user certificate to FortiGate.

Answer: D

NEW QUESTION 13

APs have been manually configured to connect to FortiGate over an IPsec network, and FortiGate successfully detects and authorizes them. However, the APs

remain unmanaged because FortiGate is unable to establish a CAPWAP tunnel with them.

What configuration change can resolve this issue and enable FortiGate to establish the CAPWAP tunnel over the IPsec connection?

A. Configure a static route on FortiGate to reach the APs over the IPsec tunnel.

B. Assign a custom AP profile for the remote APs with the set mpls-connection option enabled.

C. Decrease the CAPWAP tunnel MTU size for APs to prevent fragmentation.
D. Upgrade the FortiAP firmware image to ensure compatibility with the FortiOS version.

Answer: B

NEW QUESTION 16
Refer to the exhibits.

FortiAuthenticator

Interface Status

Interface: portl

Status: o

IP Address / Netmask

|Pwd: 10:0.1.150/255 255 255.0

|Pwé:

Admin access:

& S5H (TCP/22)

HTTPS (TCP/443)
€0 CUI(TCP/443)
& REST API [/api/)
& Fabric (Yapi/v1/fabric/)
B SNMP (UDP/141)
& HTTP(TCP/BO)

Services: &) HTTPS (TCP/443)
7 Legacy Self-service Portal (/login/)
) Captive Portals (/guests, /portal)
& SAML IdP [/saml-idp)
& SAML 5P 550 (/saml-sp, /login/sami-auth)
& Kerberos 550 (/login/kerb-auth)
& SCEP [fapp/eertfscep)
0 CRL Downloads [fapp/cert/crl)
B CMP [fapp/eert/emp2/)
”h' & FortiToken Maobile API (fapi/v1/pushauthresp, fapi/v1/transfertoken)
i OAuth Service (fapi/vl/oauth, /api/vl/pushpoll, /guests. /portal)
& HTTP (TCP/80)
&) SCEP [fapp/cert/scep)
& CRL Downloads [fapp/cert/cr)
® CMP [fapp/eert/cmpZ/)
B SAML IdP metadata (/saml-idp)
& Kerberos S50 (flogin/kerb-auth)
i RADIUS Accounting Monitor (UDP/1646)
& RADIUS Auth (UDP/1B12)
P RADIUS Accounting 550 (UDP/1B13)
B RADSEC (TCP/2083)
B TACACS+ Auth (TCP/49)
£ LDAPTCPIIRS)
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FortiAuthenticator SS0O Methods

Edit Fortinet Single Sign-0On Methods

Maximum concurrent user sessions: 0 Fine-grained control

& Windows event log polling (e.g. domain controllers/Exchange servers) Confegrare Events
& DNS lookup to get IP from workstation name
B Directly use domain DMNS suffix in lookup
& Reverse DNS lookup to get workstation name from P
® Do one more DMS lookup to get full list of IPs after reverse lookup of workstation name
B Include account name ending with $ (usually compuler account]
¥ FortiNAC 550 FortiNAC sources
& RADIUS Accounting S50 clients
i Systog 550 Syslog seaces
B Allow TLS encryption
» FortiClient S50 Mobility Agent Service
P Hierarchical F550 tiering
B DC/TS Agent Clients

FortiAuthenticator RADIUS Accounting SS Client

Edit RADIUS Accounting 5SSO Client

Name [ RADUS-$SO
Cliert name/IP 100110
Secrel ssssssse

Description
S50 user type External @
Local users @

' RprT!._ﬂ!—' U o Vi AD (10 C i :f' -

& Strip ol prehx or suthx from username i any
»

Use 3 different attribute to search for Lhe user in the remole LDAP server (instead of the usermmame attribute specihed in the remote LDAP server
settings)

P Use the prefix or suffix supplied in the username a3 the domain (instead of the domain specihed in the remote LDAP server settings)

RADIUS Attributes

Lsérmame atinbute

b - Ml I — 0 e e
Client IPv4 attribute Fr amed-1P-Address T —— Defaudt
clll_"'l[ lP'il:hJHf::JUh.' Fearred- s Ak r=s ¢ - -
User group attribute Fortinet-Cooup- Name  Ie——— 0o st

A company has multiple FortiGate devices deployed and wants to centralize user authentication and authorization. The administrator decides to use
FortiAuthenticator to convert RSSO messages to FSSO, allowing all FortiGate devices to receive user authentication updates.

After configuring FortiAuthenticator to receive RADIUS accounting messages, users can authenticate, but FortiGate does not enforce the correct policies based on
user groups. Upon investigation, the administrator discovers that FortiAuthenticator is receiving RADIUS accounting messages from the RADIUS server and

successfully queries LDAP for user group information. But, FSSO updates are not being sent to FortiGate devices and FortiGate firewall policies based on FSSO
user groups are not being applied.

What is the most likely reason FortiGate is not receiving FSSO updates?

A. The RADIUS Username and Client IPv4 attributes are not defined on FortiAuthenticator.
B. The LDAP server is not configured to retrieve group memberships for RSSO users.

C. FortiAuthenticator is missing the FSSO user group attribute in the configuration.

D. The FortiAuthenticator interface is not enabled to receive RADIUS accounting messages.

Answer: A

NEW QUESTION 21

In each user certificate, you can define the subject field, expiration date. User Principal Name (UPN), URL for CRL download, and the OCSP URL. How does the
detailed configuration of these attributes impact the certificate?

A. It makes the certificate easier to revoke manually because it reduces the need for automatic checks.

B. It limits the validity of the certificate to specific devices and applications, reducing its general usability.

C. It enables precise identification of the user and ensures timely certificate revocation checks.

D. It makes the certificate compatible with a wide range of applications and services by ensuring universal validity

Answer: C
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NEW QUESTION 25
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