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NEW QUESTION 1
Refer to the exhibit.

- AntiVirus Protection &

etiings

If|

Block malicious websites

= Scheduled Scan
Schedule Type  Monthly *
S¢can On 5y
Start:(HH:MM) 19 v |30 v
Scan Type Full Scan v
Disable Scheduled Scan

= Exclusions

Scan files as they are downloaded or copied to my system
Dynamic threat detection using threat intelligence data

Block known attack communication channels

Add/remove files or folders to exclude from scanning

& C.\Desktop\Resources)

Based on the settings shown in the exhibit which statement about FortiClient behavior is true?

A. FortiClient guarantines infected files and reviews later, after scanning them.

B. FortiClient blocks and deletes infected files after scanning them.

C. FortiClient scans infected files when the user copies files to the Resources folder
D. FortiClient copies infected files to the Resources folder without scanning them.

Answer: A

NEW QUESTION 2

Which two are benefits of using multi-tenancy mode on FortiClient EMS? (Choose two.)
A. Separate host servers manage each site.

B. Licenses are shared among sites

C. The fabric connector must use an IP address to connect to FortiClient EMS.

D. It provides granular access and segmentation.

Answer: CD

NEW QUESTION 3
Which two statements about ZTNA destinations are true? (Choose two.)

A. FottiClient ZTNA destinations use an existing VPN tunnel to create a secure connection.

B. FortiClient ZTNA destinations provides access through TCP forwarding.
C. FortiClient ZTNA destinations do not support a wildcard FQDN.

D. FortiClient ZTNA destination encryption is disabled by default.

E. FortiClient ZTNA destination authentication is enabled by default.

Answer: CD

NEW QUESTION 4
In a ForliSandbox integration, what does the remediation option do?
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A. Deny access to a tile when it sees no results

B. Alert and notify only

C. Exclude specified files

D. Wait for FortiSandbox results before allowing files

Answer: B

NEW QUESTION 5
Which two statements about FortiClient EMS integration with Active Directory (AD) are true? (Choose two answers)

A. FortiClient EMS has full read-write access on the AD server.

B. FortiClient installations on domain endpoints can deployed from FortiClient EMS.
C. Endpoint profiles can be assigned to endpoints based on domain groups.

D. Imported AD endpoints cannot be directly deleted on FortiClient EMS

Answer: BC

NEW QUESTION 6

When multitenancy is enabled on FortiClient EMS, which administrator role can provide access to the global site only? (Choose one answer)
A. Tenant administrator

B. Settings administrator

C. Standard administrator

D. Global administrator

Answer: B

NEW QUESTION 7
Refer to the exhibits.

Which shows the configuration of endpoint policies.
Based on the configuration, what will happen when someone logs in with the user account student on an endpoint in the trainingAD domain?

A. FortiClient EMS will assign the Sales policy

B. FortiClient EMS will assign the Training policy

C. FortiClient EMS will assign the Default policy

D. FortiClient EMS will assign the Training policy for on-fabric endpoints and the Sales policy for the off-fabric endpoint
Answer: B

NEW QUESTION 8

Which three types of antivirus scans are available on FortiClient? (Choose three )

A. Proxy scan
B. Full scan
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C. Custom scan
D. Flow scan
E. Quick scan

Answer: BCE

NEW QUESTION 9
An administrator is required to maintain a software vulnerability on the endpoints, without showing the feature on the FortiClient. What must the administrator do to
achieve this requirement?

A. Select the vulnerability scan feature in the deployment package, but disable the feature on the endpoint profile
B. Disable select the vulnerability scan feature in the deployment package

C. Click the hide icon on the vulnerability scan profile assigned to endpoint

D. Use the default endpoint profile

Answer: C

NEW QUESTION 10
An administrator has a requirement to add user authentication to the ZTNA access for remote or off-fabric users Which FortiGate feature is required m addition to
ZTNA?

A. FortiGate FSSO

B. FortiGate certificates

C. FortiGate explicit proxy

D. FortiGate endpoint control

Answer: C

NEW QUESTION 10
Which component or device shares device status information through ZTNA telemetry?

A. FortiClient

B. FortiGate

C. FortiGate Access Proxy
D. FortiClient EMS

Answer: A

NEW QUESTION 11
A new chrome book is connected in a school's network.
Which component can the EMS administrator use to manage the FortiClient web filter extension installed on the Google Chromebook endpoint?

A. FortiClient EMS

B. FortiClient site categories

C. FortiClient customer URL list
D. FortiClient web filter extension

Answer: D

NEW QUESTION 13
An administrator must deploy FortiClient for an organization that has BYOD and remote users.
What can the administrator use to deploy FortiClient? (Choose one answer)

A. FortiClient zero-touch provisioning

B. Microsoft System Center Configuration Manager (SCCM)
C. Microsoft Intune

D. Group Policy Object (GPO)

Answer: C

NEW QUESTION 18

An administrator must add an authentication server on FortiClient EMS in a different security zone that cannot allow a direct connection.
Which solution can provide secure access between FortiClient EMS and the Active Directory server?

A. Configure and deploy a FortiGate device between FortiClient EMS and the Active Directory server.

B. Configure Active Directory and install FortiClient EMS on the same VM.

C. Configure a slave FortiClient EMS on a virtual machine.

D. Configure an Active Directory connector between FortiClient EMS and the Active Directory server.

Answer: A

NEW QUESTION 20

When site categories are disabled in FortiClient web filter, which feature can be used to protect the endpoint from malicious web access?

A. Real-time protection list
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B. Block malicious websites on antivirus
C. FortiSandbox URL list
D. Web exclusion list

Answer: D

NEW QUESTION 22
An administrator deploys a FortiClient installation through the Microsoft AD group policy After installation is complete all the custom configuration is missing.
What could have caused this problem?

A. The FortiClient exe file is included in the distribution package

B. The FortiClient MST file is missing from the distribution package

C. FortiClient does not have permission to access the distribution package.
D. The FortiClient package is not assigned to the group

Answer: D

NEW QUESTION 25

Which component or device defines ZTNA lag information in the Security Fabric integration?
A. FortiClient

B. FortiGate

C. FortiClient EMS

D. FortiGate Access Proxy

Answer: C

NEW QUESTION 28

Exhibit.
1:49:39 PM Information Vulnerability 1d=96521 msg="A wulnerabllity scan result has been logged™ status=N/A wvulncat="Opeéerating
1:40:39 M Information Vulnerability id=96520Q msg="The vulnerability scan status has changed™ status="scanning finished™ wvulnc
1:41:38 MM Information ESNAC  10-96958 user=Adain msg="User social medis information™ social_srvc=os soclal_user=Adain
2:12:22 PM Information Conflg 1d-96882 msg=-"Policy "Default” was recelved and applied”
2:13:27 PM Information ESMNAC  {d-96958 user-Adain msg="User soclal media information™ soclal_srvceos soclal_user=-Adain
2:14:32 PM Information ESMAC  1d=96959 emshostname=WIN-EHVKBEAYST]1 msg="Endpoint has AV whitelist engine version 6.80134 and si
2:14:54 PM Information Config 1d-96882 msg-"Policy "Default’ was received and applied”
2:16:01 PM Information ESNAC  1d=96958 vser=Admin msg="User soclal media inforsation™ soclal_srvc=0s soclal user=Adain
2:20:195 PM Information Config 1d=96883 msg="Compliance rules ‘default’ were received and applied”
2:20:23 MM Debug ESNAC  PIPEMSG_CMD_ESNAC_STATUS_RELOAD CONFIG
2:20:23 PM Debug ESNAL  ¢b828898d1ae56916f84ccT90% 1ebla
2:20:23 PM Debug ESNAC Before Reload Config
2:20:23 PM Debug ESHAC ReloadConfig
2:20:23 M Debug Scheduler stop_task() called
2:20:23 PM Debug Scheduler GUL change event
2:20:23 PM Debug Scheduler stop_task() called
2:20:23 MM Information Conflg 1d-96882 msg="Policy "Fortinet-Training® was received and applied”
2:20:23 PM Debug Conflg “scan on registration’ is disabled - delete ‘on registration’ wvulnerability scan.
2:20:23 PM Debug Config Importlonfig: tag <\forticlient_configuration\antiexploit\exclusion_applications> value is empty.

Based on the FortiClient logs shown in the exhibit, which endpoint profile policy is currently applied lo the ForliClient endpoint from the EMS server?

A. Fortinet-Training

B. Default configuration policy ¢
C. Compliance rules default

D. Default

Answer: A

NEW QUESTION 30

Which statement about FortiClient comprehensive endpoint protection is true?

A. It helps to safeguard systems from email spam

B. It helps to safeguard systems from data loss.

C. It helps to safeguard systems from DDoS.

D. It helps to safeguard systems from advanced security threats, such as malware.
Answer: D

NEW QUESTION 32
ZTNA Network Topology

The Leader of IT Certification visit - https://www.certleader.com



CertLeader-m 100% Valid and Newest Version FCP_FCT_AD-7.4 Questions & Answers shared by Certleader

Leader of IT Certifications

https://www.certleader.com/FCP_FCT_AD-7.4-dumps.html (68 Q&AS)

—
HG- Foriam
I l o~ Portt
Y T g 100 .64.1,.363
LS
L
S 1 §4.1.130
Wek A pphsptenn Pod . LAN
T,
-} =
b
i

AD & EME Server

ZTNA Rule Configuration

Name € TTMA-ARw
Source = ol x
+
MNegate Source »
ZTHA Tag & Remote-Lsers ®
*
L THA Server w2 TMA-wEbserver -
Negate Destination (39
Action m @ DENY
Securlty Profiles
Anitiirnus »
Wieb Fllber »
Video Filter »
Application Control
PS5 »
File Filter »
S5L Inspection X 10 ingpeCion - &

Logging Options
Log Allowed Trafhc @0 Security Events

Comments e
/1023

Enabie this policy

Refer to the exhibits, which show a network topology diagram of ZTNA proxy access and the ZTNA rule configuration.

I5F

An administrator runs the diagnose endpoint record list CLI command on FortiGate to check Remote-Client endpoint information, however Remote-Client is not

showing up in the endpoint record list.
What is the cause of this issue?

A. Remote-Client has not initiated a connection to the ZTNA access proxy.

B. Remote-Client provided an empty client certificate to connect to the ZTNA access proxy.
C. Remote-Client provided an invalid certificate to connect to the ZTNA access proxy.

D. Remote-Client failed the client certificate authentication.

Answer: D

NEW QUESTION 37

Which two statements are true about ZTNA? {Choose two.)

A. ZTNA manages access for remote users only.
B. ZTNA provides role-based access.

C. ZTNA provides a security posture check.

D. ZTNA manages access through the client only.

Answer: BC

NEW QUESTION 42

An administrator needs to connect FortiClient EMS as a fabric connector to FortiGate What is the prerequisite to get FortiClient EMS lo connect to FortiGate

successfully?

A. Import and verify the FortiClient EMS tool CA certificate on FortiGate.

B. Revoke and update the FortiClient client certificate on EMS.
C. Import and verify the FortiClient client certificate on FortiGate.

D. Revoke and update the FortiClient EMS root CA.

Answer: A
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NEW QUESTION 46
Refer to the exhibit.

Log - ZTNA
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£ Deployment & Installers » | Endpoint User P Tagged on
B e Gk Remote-Client H Adimiristraton 10022 2021-09-30 09:12:53
L8 Endpoint Proniles >
£ Zero Trust Tag: W

Zero Trust Tagging Rules

Add Full Name

Phone Add Phone

Email Add Emaal

Get personal info from
9 User Input

v B OS5 Updated 9/30/2021 8:56:21 AM
B Linkedin

& Googie
& Salesforce

Status Online/Off-fabric
Hostname REMOTE-CLIENT

Domain

Which show the Zero Trust Tag Monitor and the FortiClient GUI status.
Remote-Client is tagged as Remote-Users on the FortiClient EMS Zero Trust Tag Monitor. What must an administrator do to show the tag on the FortiClient GUI?

A. Update tagging rule logic to enable tag visibility

B. Change the FortiClient system settings to enable tag visibility
C. Change the endpoint control setting to enable tag visibility

D. Change the user identity settings to enable tag visibility

Answer: B

NEW QUESTION 51
Refer to the exhibit, which shows the output of the ZTNA traffic log on FortiGate.

eventtine=16330041016625469185 tz="-0700" logid="0000000013* cype="traffic”
subtype="forvard” level="notice® va="root®™ srcip~=100.64.2.25) scrcport=56664 srcinti="porci”
srcintfrole*"wvan™ detip*100.64.1.10 descport=9443 dstinci="rooc™ dacintfrole*"under ined”
stccountry="Reserved® dstcountry="Reserved”™ sessionid=5115 proto=6 action="deny”™ policyid=0
policycype="proxy-policy”™ service="ccp/9443" trandisp*"noop™ duration=0 sentbyte=0 rcvdbyte=( sentpkt=0
rowdpkt=0 appcat="unscanned” utmaction="block”™ countztna=l mag="Denied: failed to match a proxy-policy”

utnref=gS4¢62-14

What can you conclude from the log message?
A. The remote user connection does not match the local-in policy.

B. The remote user connection does not match the ZTNA rule configuration.
C. The remote user connection does not match the ZTNA server configuration.
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D. The remote user connection does not match the ZTNA firewall policy.

Answer: B

NEW QUESTION 56
What is the function of the quick scan option on FortiClient?

A. It scans programs and drivers that are currently running, for threats

B. It performs a full system scan including all files, executable file

C. DLLs, and drivers for throats.

D. It allows users to select a specific file folder on their local hard disk drive (HDD), to scan for threats.
E. It scans executable file

F. DLLs, and drivers that are currently running, for threats.

Answer: B

NEW QUESTION 61
Refer to the exhibit.

Endpoints > All Endpoints

[ | Endpoints & Scan - F Paich = § Action =

SMEOR ! Admimstraror v 10.150.0.41 Ui Policy Defaul D EMS
3 Other Endpotnts

Summary | Antivirus Events Web Fiter Events Video Filver Events Vulnerabiry Events PUA Events System Events Brave-Dumps.com

Date s Counl $ Message

202502-12 00:40:51 1 Malvare. EICAR _TEST_FILE lound in C\Users\administratorDeskiop\Resourcesitesthile

You provide a webserver hosting service. An endpoint downloads a test file, testfile.txt, that gets blocked by FortiClient.
Which configuration can you use to make the file accessible on the endpoint? (Choose one answer)

A. Restore access to file directly using FortiClient.

B. Allow the webserver URL in the exclusion list in the web filter profile.

C. Exclude testfile.txt from the malware protection profile.

D. Add the file to the allowlist in quarantine management on FortiClient EMS.

Answer: D

NEW QUESTION 63

Which security attribute is verified during the SSL connection negotiation between FortiClient and FortiClient EMS to mitigate man-in-the-middle (MITM) attacks?
(Choose one answer)

A. serial number (SN)

B. common name (CN)

C. location (L)

D. organization (O)

Answer: B

NEW QUESTION 68
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