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NEW QUESTION 1
There are 15 practices that are NOT MET for an OSC's Level 2 Assessment. All practices are applicable to the OSC. Which determination should be reached?

A. The OSC may have 90 days for remediating NOT MET practices.
B. The OSC is not eligible for an option to remediate NOT MET practices.
C. The OSC may be eligible for an option to remediate NOT MET practices.
D. The OSC is not eligible for an option to remediate after the assessment is canceled.

Answer: C

NEW QUESTION 2
An Assessment Team is reviewing a practice that is documented and being checked monthly. When reviewing the logs, the practice is only being completed
quarterly. During the interviews, the team members say they perform the practice monthly but only document quarterly. Is this sufficient to pass the practice?

A. No, the work is not being done as stated.
B. Yes, the practice is being done as documented.
C. No, all three assessment methods must be met to pass.
D. Ye
E. the interview process is enough to pass a practice.

Answer: A

NEW QUESTION 3
Ethics is a shared responsibility between:

A. DoD and CMMC-AB.
B. OSC and sponsors.
C. CMMC-AB and members of the CMMC Ecosystem.
D. members of the CMMC Ecosystem and Lead Assessors.

Answer: C

NEW QUESTION 4
For the purpose of determining scope, what needs to be included as part of the assessment but would NOT receive a CMMC certification unless an enterprise
assessment is conducted?

A. ESP
B. People
C. Test equipment
D. Government property

Answer: A

NEW QUESTION 5
Which authority leads the CMMC direction, standards, best practices, and knowledge framework for how to map the controls and processes across different Levels
that range from basic cyber hygiene to advanced cyber practices?

A. NIST
B. DoD CIO office
C. Federal CIO office
D. Defense Federal Acquisition Regulation Council

Answer: B

NEW QUESTION 6
In the CMMC Model, how many practices are included in Level 1?

A. 15 practices
B. 17 practices
C. 72 practices
D. 110 practices

Answer: B

NEW QUESTION 7
A machining company has been awarded a contract with the DoD to build specialized parts. Testing of the parts will be done by the company using in-house staff
and equipment. For a Level 1 Self-Assessment, what type of asset is this?

A. CUI Asset
B. In-scope Asset
C. Specialized Asset
D. Contractor Risk Managed Asset

Answer: B
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NEW QUESTION 8
Per DoDI 5200.48: Controlled Unclassified Information (CUI), CUI is marked by whom?

A. DoD OUSD
B. Authorized holder
C. Information Disclosure Official
D. Presidential authorized Original Classification Authority

Answer: B

NEW QUESTION 9
During a CMMC readiness review, the OSC proposes that an associated enclave should not be applicable in the scope. Who is responsible for verifying this
request?

A. CCP
B. C3PAO
C. Lead Assessor
D. Advisory Board

Answer: C

NEW QUESTION 10
Which CMMC Levels focus on protecting CUI from exfiltration?

A. Levels 1 and 2
B. Levels 1 and 3
C. Levels 2 and 3
D. Levels 1, 2, and 3

Answer: C

NEW QUESTION 10
What is the BEST description of the purpose of FAR clause 52 204-21?

A. It directs all covered contractors to install the cyber security systems listed in that clause.
B. It describes all of the safeguards that contractors must take to secure covered contractor IS.
C. It describes the minimum standard of care that contractors must take to secure covered contractor IS.
D. It directs covered contractors to obtain CMMC Certification at the level equal to the lowest requirement of their contracts.

Answer: C

NEW QUESTION 11
Which standard and regulation requirements are the CMMC Model 2.0 based on?

A. NIST SP 800-171 and NIST SP 800-172
B. DFARS, FIPS 100, and NIST SP 800-171
C. DFARS, NIST, and Carnegie Mellon University
D. DFARS, FIPS 100, NIST SP 800-171, and Carnegie Mellon University

Answer: A

NEW QUESTION 12
According to the Configuration Management (CM) domain, which principle is the basis for defining essential system capabilities?

A. Least privilege
B. Essential concern
C. Least functionality
D. Separation of duties

Answer: C

NEW QUESTION 15
In scoping a CMMC Level 1 Self-Assessment, it is determined that an ESP employee has access to FCI. What is the ESP employee considered?

A. In scope
B. Out of scope
C. OSC point of contact
D. Assessment Team Member

Answer: A

NEW QUESTION 18
While determining the scope for a company's CMMC Level 1 Self-Assessment, the contract administrator includes the hosting providers that manage their IT
infrastructure. Which asset type BEST describes the third-party organization?
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A. ESPs
B. People
C. Facilities
D. Technology

Answer: A

NEW QUESTION 23
How does the CMMC define a practice?

A. A business transaction
B. A condition arrived at by experience or exercise
C. A series of changes taking place in a defined manner
D. An activity or activities performed to meet defined CMMC objectives

Answer: D

NEW QUESTION 27
What is the primary intent of the verify evidence and record gaps activity?

A. Map test and demonstration responses to CMMC practices.
B. Conduct interviews to test process implementation knowledge.
C. Determine the one-to-one relationship between a practice and an assessment object.
D. Identify and describe differences between what the Assessment Team required and the evidence collected.

Answer: D

NEW QUESTION 28
An employee is the primary system administrator for an OSC. The employee will be a core part of the assessment, as they perform most of the duties in managing
and maintaining the systems. What would the employee be BEST categorized as?

A. Analyzer
B. Inspector
C. Applicable staff
D. Demonstration staff

Answer: C

NEW QUESTION 33
When planning an assessment, the Lead Assessor should work with the OSC to select personnel to be interviewed who could:

A. have a security clearance.
B. be a senior person in the company.
C. demonstrate expertise on the CMMC requirements.
D. provide clarity and understanding of their practice activities.

Answer: D

NEW QUESTION 35
Who will verify the adequacy and sufficiency of evidence to determine whether the practices and related components for each in-scope Host Unit, Supporting
Organization/Unit, or enclave have been met?

A. OSC
B. Assessment Team
C. Authorizing official
D. Assessment official

Answer: B

NEW QUESTION 40
Recording evidence as adequate is defined as the criteria needed to:

A. verify, based on an assessment and organizational scope.
B. verify, based on an assessment and organizational practice.
C. determine if a given artifact, interview response, demonstration, or test meets the CMMC scope.
D. determine if a given artifact, interview response, demonstration, or test meets the CMMC practice.

Answer: D

NEW QUESTION 44
Exercising due care to ensure the information gathered during the assessment is protected even after the engagement has ended meets which code of conduct
requirement?

A. Availability
B. Confidentiality
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C. Information Integrity
D. Respect for Intellectual Property

Answer: B

NEW QUESTION 48
In performing scoping, what should the assessor ensure that the scope of the assessment covers?

A. All assets documented in the business plan
B. All assets regardless if they do or do not process, store, or transmit FCI/CUI
C. All entities, regardless of the line of business, associated with the organization
D. All assets processing, storing, or transmitting FCI/CUI and security protection assets

Answer: D

NEW QUESTION 49
An OSC performing a CMMC Level 1 Self-Assessment uses a legacy Windows 95 computer, which is the only system that can run software that the government
contract requires. Why can this asset be considered out of scope?

A. It handles CUI
B. It is a restricted IS
C. It is government property
D. It is operational technology

Answer: B

NEW QUESTION 50
While conducting a CMMC Assessment, a Lead Assessor is given documentation attesting to Level 1 identification and authentication practices by the OSC. The
Lead Assessor asks the CCP to review the documentation to determine if identification and authentication controls are met. Which documentation BEST satisfies
the requirements of IA.L1-3.5.1: Identify system users. processes acting on behalf of users, and devices?

A. Procedures for implementing access control lists
B. List of unauthorized users that identifies their identities and roles
C. User names associated with system accounts assigned to those individuals
D. Physical access policy that state
E. "All non-employees must wear a special visitor pass or be escorted."

Answer: C

NEW QUESTION 52
SC.L2-3 13.14: Control and monitor the use of VoIP technologies is marked as NOT APPLICABLE for an OSC's assessment. How does this affect the assessment
scope?

A. Any existing telephone system is in scope even if it is not using VoIP technology.
B. An error has been made and the Lead Assessor should be contacted to correct the error.
C. VoIP technology is within scope, and it uses FlPS-validated encryption, so it does not need to be assessed.
D. VoIP technology is not used within scope boundary, so no assessment procedures are specified for this practice.

Answer: D

NEW QUESTION 56
Which assessment method compares actual-specified conditions with expected behavior?

A. Test
B. Examine
C. Compile
D. Interview

Answer: A

NEW QUESTION 61
During Phase 4 of the Assessment process, what MUST the Lead Assessor determine and recommend to the C3PAO concerning the OSC?

A. Ability
B. Eligibility
C. Capability
D. Suitability

Answer: B

NEW QUESTION 64
Within how many days from the Assessment Final Recommended Findings Brief should the Lead Assessor and Assessment Team Members, if necessary, review
the accuracy and validity of (he OSC's updated POA&M with any accompanying evidence or scheduled collections?

A. 90 days
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B. 180 days
C. 270 days
D. 360 days

Answer: B

NEW QUESTION 65
A C3PAO Assessment Plan document captures the names of the interviewees, the facilities that will utilized, along with estimated costs and schedule of the
assessment. What part of the assessment plan is this?

A. Identify resources and schedule.
B. Select Assessment Team members.
C. Identify and manage assessment risks.
D. Select and develop the evidence collection approach.

Answer: A

NEW QUESTION 70
Which entity requires that organizations handling FCI or CUI be assessed to determine a required Level of cybersecurity maturity?

A. DoD
B. CISA
C. NIST
D. CMMC-AB

Answer: A

NEW QUESTION 74
The results package for a Level 2 Assessment is being submitted. What MUST a Final Report. CMMC Assessment Results include?

A. Affirmation for each practice or control
B. Documented rationale for each failed practice
C. Suggested improvements for each failed practice
D. Gaps or deltas due to any reciprocity model are recorded as met

Answer: B

NEW QUESTION 75
What is a PRIMARY activity that is performed while conducting an assessment?

A. Develop assessment plan.
B. Collect and examine evidence.
C. Verify readiness to conduct assessment.
D. Deliver recommended assessment results.

Answer: B

NEW QUESTION 79
During assessment planning, the OSC recommends a person to interview for a certain practice. The person being interviewed MUST be the person who:

A. funds that practice.
B. audits that practice.
C. supports, audits, and performs that practice.
D. implements, performs, or supports that practice.

Answer: D

NEW QUESTION 82
Which document is the BEST source for descriptions of each practice or process contained within the various CMMC domains?

A. CMMC Glossary
B. CMMC Appendices
C. CMMC Assessment Process
D. CMMC Assessment Guide Levels 1 and 2

Answer: D

NEW QUESTION 83
While conducting a CMMC Level 2 Assessment, the Lead Assessor determines that the OSC has badge readers, pin code pads, and keys for various access
points as well as documentation to demonstrate meeting the practice. Which CMMC practice has the OSC MET?

A. PE.L1-3.10.5: Control and manage physical access devices
B. MP.L2-3.8.5: Mark media with necessary CUI markings and distribution limitations
C. SI.L2-3.14.3: Monitor system security alerts and advisories and take action in response
D. PS.L2-3.9.2: Ensure that organizational systems containing CUI are protected duringand after personnel actions such as terminations and transfers
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Answer: A

NEW QUESTION 85
A CCP is providing consulting services to a company who is an OSC. The CCP is preparing the OSC for a CMMC Level 2 assessment. The company has asked
the CCP who is responsible for determining the CMMC Assessment Scope and who validates its CMMC Assessment Scope. How should the CCP respond?

A. "The OSC determines the CMMC Assessment Scope, and the CCP validates the CMMC Assessment Scope."
B. "The OSC determines the CMMC Assessment Scope, and the C3PAO validates the CMMC Assessment Scope."
C. "The CMMC Lead Assessor determines the CMMC Assessment Scope, and the OSC validates the CMMC Assessment Scope."
D. "The CMMC C3PAO determines the CMMC Assessment Scope, and the Lead Assessor validates the CMMC Assessment Scope."

Answer: B

NEW QUESTION 87
Which words summarize categories of data disposal described in the NIST SP 800-88 Revision 1, Guidelines for Media Sanitation?

A. Clear, purge, destroy
B. Clear, redact, destroy
C. Clear, overwrite, purge
D. Clear, overwrite, destroy

Answer: A

NEW QUESTION 88
Which method facilitates understanding by analyzing gathered artifacts as evidence?

A. Test
B. Examine
C. Behavior
D. Interview

Answer: B

NEW QUESTION 93
What is the LAST step when developing an assessment plan for an OSC?

A. Verify the readiness to conduct the assessment.
B. Perform certification assessment readiness review.
C. Update the assessment plan and schedule as needed
D. Obtain and record commitment to the assessment plan.

Answer: D

NEW QUESTION 95
Prior to initiating an OSC's CMMC Assessment, the Lead Assessor briefed the team on the most important requirements of the assessment. The assessor also
insisted that the same results of the findings summary, practice ratings, and Level recommendations must be submitted to the C3PAO for initial processes and
review. After several weeks of assessment, the C3PAO completes the internal review, the recommended results are then submitted through the C3PAO for final
quality review and rating approval. Which document stipulates these reporting requirements?

A. CMMC Assessment reporting requirements
B. DFARS 52.204-21 assessment reporting requirements
C. NISTSP 800-171 Revision 2 assessment reporting requirements
D. DFARS clause 252.204-7012 assessment reporting requirements

Answer: A

NEW QUESTION 100
During a Level 2 Assessment, an OSC provides documentation that attests that they utilize multifactor authentication on nonlocal remote maintenance sessions.
The OSC feels that they have met the controls for the Level 2 certification. What additional measures should the OSC perform to fully meet the maintenance
requirement?

A. Connections for nonlocal maintenance sessions should be terminated when maintenance is complete.
B. Connections for nonlocal maintenance sessions should be unlimited to ensure maintenance is performed properly
C. The nonlocal maintenance personnel complain that restrictions slow down their response time and should be removed.
D. The maintenance policy states multifactor authentication must have at least two factors applied for nonlocal maintenance sessions.

Answer: A

NEW QUESTION 104
When assessing SI.L1-3.14.2: Provide protection from malicious code at appropriate locations within organizational information systems, evidence shows that all of
the OSC's workstations and servers have antivirus software installed for malicious code protection. A centralized console for the antivirus software management is
in place and records show that all devices have received the most updated antivirus patterns. What is the BEST determination that the Lead Assessor should
reach regarding the evidence?

A. It is sufficient, and the audit finding can be rated as MET.
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B. It is insufficient, and the audit finding can be rated NOT MET.
C. It is sufficient, and the Lead Assessor should seek more evidence.
D. It is insufficient, and the Lead Assessor should seek more evidence.

Answer: A

NEW QUESTION 109
A company is working with a CCP from a contracted CMMC consulting company. The CCP is asked where the Host Unit is required to document FCI and CUI for a
CMMC Assessment. How should the CCP respond?

A. "In the SS
B. within the asset inventory, and in the network diagranY'
C. "Within the hardware inventory, data (low diagram, and in the network diagram"
D. "Within the asset inventory, in the proposal response, and in the network diagram"
E. "In the network diagram, in the SS
F. within the base inventory, and in the proposal response'"

Answer: A

NEW QUESTION 111
The Advanced Level in CMMC will contain Access Control (AC) practices from:

A. Level 1
B. Level 3
C. Levels 1 and 2
D. Levels 1, 2, and 3

Answer: C

NEW QUESTION 114
Which document BEST determines the existence of FCI and/or CUI in scoping an assessment with an OSC?

A. OSC SSP
B. OSC POA&M
C. OSC Evidence
D. OSC Contract with DoD

Answer: D

NEW QUESTION 117
Plan of Action defines the clear goal or objective for the plan. What information is generally NOT a part of a plan of action?

A. Completion dates
B. Milestones to measure progress
C. Ownership of who is accountable for ensuring plan performance
D. Budget requirements to implement the plan's remediation actions

Answer: D

NEW QUESTION 119
Which words summarize categories of data disposal described in the NIST SP 800-88 Revision 1. Guidelines for Media Sanitation?

A. Clear, purge, destroy
B. Clear redact, destroy
C. Clear, overwrite, purge
D. Clear, overwrite, destroy

Answer: A

NEW QUESTION 121
In late September. CA.L2-3.12.1: Periodically assess the security controls in organizational systems to determine if the controls are effective in their application is
assessed. Procedure specifies that a security control assessment shall be conducted quarterly. The Lead Assessor is only provided the first quarter assessment
report because the person conducting the second quarter's assessment is currently out of the office and will return to the office in two hours. Based on this
information, the Lead Assessor should determine that the evidence is;

A. sufficient, and rate the audit finding as MET
B. insufficient, and rate the audit finding as NOT MET.
C. sufficient, and re-rate the audit finding after a quarter two assessment report is examined.
D. insufficient, and re-rate the audit finding after a quarter two assessment report is examined.

Answer: B

NEW QUESTION 122
Which MINIMUM Level of certification must a contractor successfully achieve to receive a contract award requiring the handling of CUI?
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A. Level 1
B. Level 2
C. Level 3
D. Any level

Answer: B

NEW QUESTION 127
A cyber incident is discovered that affects a covered contractor IS and the CDI residing therein. How long does the contractor have to inform the DoD?

A. 24 hours
B. 48 hours
C. 72 hours
D. 96 hours

Answer: C

NEW QUESTION 129
When scoping a Level 2 assessment, which document is useful for understanding the process to successfully implement practices required for the various Levels
of CMMC?

A. NISTSP 800-53
B. NISTSP 800-88
C. NISTSP 800-171
D. NISTSP 800-172

Answer: C

NEW QUESTION 130
What type of criteria is used to answer the question "Does the Assessment Team have the right evidence?"

A. Adequacy criteria
B. Objectivity criteria
C. Sufficiency criteria
D. Subjectivity criteria

Answer: A

NEW QUESTION 131
A Lead Assessor is preparing to conduct a Readiness Review during Phase 1 of the Assessment Process. How much evidence MUST be gathered for each
practice?

A. A sufficient amount
B. At least 2 Assessment Objects
C. Evidence that is deemed adequate
D. Evidence to support at least 2 Assessment Methods

Answer: A

NEW QUESTION 136
The evidence needed for each practice and/or process is weight for:

A. adequacy and sufficiency.
B. adequacy and thoroughness.
C. sufficiency and thoroughness.
D. sufficiency and appropriateness.

Answer: A

NEW QUESTION 137
A defense contractor needs to share FCI with a subcontractor and sends this data in an email. The email system involved in this process is being used to:

A. manage FCI.
B. process FCI.
C. transmit FCI.
D. generate FCI

Answer: C

NEW QUESTION 142
During the review of information that was published to a publicly accessible site, an OSC correctly identifies that part of the information posted should have been
restricted. Which item did the OSC MOST LIKELY identify?

A. FCI
B. Change of leadership in the organization
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C. Launching of their new business service line
D. Public releases identifying major deals signed with commercial entities

Answer: A

NEW QUESTION 144
In accordance with NARA directives and Chapter 33 of Title 44 (Records Management Directive), which types of data MUST have policies and procedures for
disposal?

A. All recorded digital documents
B. All digital and recorded paper documents
C. All digital documents and recorded media
D. All recorded information, regardless of form or characteristics

Answer: D

NEW QUESTION 146
The IT manager is scoping the company's CMMC Level 1 Self-Assessment. The manager considers which servers, laptops. databases, and applications are used
to store, process, or transmit FCI. Which asset type is being considered by the IT manager?

A. ESP
B. People
C. Facilities
D. Technology

Answer: D

NEW QUESTION 147
An assessor has been working with an OSC's point of contact to plan and prepare for their upcoming assessment. What is one of the MOST important things to
remember when analyzing requirements for an assessment?

A. Scoping an assessment is easy and worry-free.
B. The initial plan cannot be changed once agreed upon.
C. There is a determined amount of time that the OSC's point of contact has to submit evidence and rough order-of-magnitude.
D. Assessors need to continuously review and update the requirements and plan for the assessment as information is gathered.

Answer: D

NEW QUESTION 150
According to DFARS clause 252.204-7012, who is responsible for determining that Information in a given category should be considered CUI?

A. The NARA CUI Executive Agent
B. The contractor who generated the information
C. The DoD agency for whom the contractor is performing the work
D. The military personnel assigned to the contractor for that purpose

Answer: C

NEW QUESTION 154
A dedicated local printer is used to print out documents with FCI in an organization. This is considered an FCI Asset Which function BEST describes what the
printer does with the FCI?

A. Encrypt
B. Manage
C. Process
D. Distribute

Answer: C

NEW QUESTION 157
Who makes the final determination of the assessment method used for each practice?

A. CCP
B. osc
C. Site Manager
D. Lead Assessor

Answer: D

NEW QUESTION 158
An assessment is being completed at a client site that is not far from the Lead Assessor's home office. The client provides a laptop for the duration of the
engagement. During a meeting with the network engineers, the Lead Assessor requests information about the network. They respond that they have a significant
number of drawings they can provide via their secure cloud storage service. The Lead Assessor returns to their home office and decides to review the documents.
What is the BEST way to retrieve the documents?
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A. Log into the secure cloud storage service to save copies of the documents on both the work and client laptops.
B. Log into the client VPN from the client laptop and retrieve the documents from the secure cloud storage service.
C. Log into the client VPN from the assessor's laptop and retrieve the documents from the secure cloud storage service.
D. Use their home office workstation to retrieve the documents from the secure cloud storage service and save them to a USB stick.

Answer: B

NEW QUESTION 159
A CMMC Assessment is being conducted at an OSC's HQ. which is a shared workspace in
a multi-tenant building. The OSC is renting four offices on the first floor that can be locked individually. The first-floor conference room is shared with other tenants
but has been reserved to conduct the assessment. The conference room has a desk with a drawer that does not lock. At the end of the day, an evidence file that
had been sent by email is reviewed. What is the BEST way to handle this file?

A. Review i
B. print it, and put it in the desk drawer.
C. Review it, and make notes on the computer provided by the client.
D. Review it, print it, make notes, and then shred it in cross-cut shredder in the print room.
E. Review i
F. print it, and leave it in a folder on the table together with the other documents.

Answer: C

NEW QUESTION 163
Which statement BEST describes an assessor's evidence gathering activities?

A. Use interviews for assessing a Level 2 practice.
B. Test all practices or objectives for a Level 2 practice
C. Test certain assessment objectives to determine findings.
D. Use examinations, interviews, and tests to gather sufficient evidence.

Answer: D

NEW QUESTION 167
......
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