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NEW QUESTION 1
Refer to the exhibit.

A network administrator is configuring OSPF advanced configuration pararmeters from a template using the vManager GUI for a branch WAN Edge router to
calculate the cost of summary routes to an ASBR. Which action achieves this configuration?

A. Disable RFC 1583 Compatiblt
B. Enable Originate
C. Enable RFC 1M3 Compatible
D. Disable Original

Answer: C

NEW QUESTION 2
Which two image formats are supported for controller codes? (Choose two.)

. .nxos
. .gcow2
. .ova
..bin
Togz

moowp»

Answer: BC

NEW QUESTION 3
Which two platforms for the Cisco SD-WAN architecture are deployable in a hypervisor on-premises or in IAAS Cloud? (Choose two.)

A. CSR 1000v
B. vEdge 100c
C. vEdge Cloud
D. vEdge 2000
E. ISR 4431

Answer: AC

NEW QUESTION 4
Refer to the exhibit.
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eth0

vManage 172.16.1.0/24

(-2)

eth0 ge0/0| (:254)

— Sv
10.10.10.0/24 ew ) HQ
Mgmt :
—_— ge0/1]|(:254)
(:3)
eth0 g
172.16.2.0/24
vManage vBond
system system

system-ip 10.10.10.101
hest-name vManage

site-id 1

clock timezone Europe/London
vbond 172.16.2.1
organization-name Cisco.com
1
vpn O

interface ethl

ip address 172.16.1.1/24

no shut

tunnel-interface

allow-service all

system-ip 10.10.10.103
host-name vBond

site-id 1

clock timezone Europe/Rome
vbond 172.16.2.1 local

organization-name Cisco.com
'

vpn 0
interface ge0/0
ip address 172.16.2.1/24
no shut
tunnel-interface
encapsulation ipsec

commit

ip route 0.0.0.0/0 172.16.1.254

allow-service all
ip route 0.0.0.0/0

commit

172.16.1.254

vManage and vBond have an issue establishing a connection to each other. Which configuration resolves the issue?

A. Configure the timezone on vBond to Europe/London.

B. Configure the encapsulation ipsec command under the tunnel interface on vManage.
C. Configure a default route on vBond pointing to 172.16.2.254.

D. Remove the encapsulation ipsec command under the tunnel interface of vBond.

Answer: C

NEW QUESTION 5
Refer to the exhibit.
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A network administrator is setting the queueing value for voice traffic for one of the WAN Edge routers using vManager GUI. Which queue value must be set to
accomplish this task?

0w >
wN R

Answer: A

NEW QUESTION 6
An organization wants to use the cisco SD-WAN regionalized service-chaining feature to optimize cost and user experience with application in the network, which
allows branch routers to analyze and steer traffic toward the required network function. Which feature meets this requirement?

A. Cloud Services Platform

B. VNF Service Chaning

C. Cloud onRamp for Colocation
D. Cloud onRamp for laaS

Answer: C

Explanation:
https://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise-networks/sd-wan/nb-06-cisco-sd-wan-ebook

The solution provides enterprises with multiple distributed branch offices that are clustered around major
cities or spread over several countries the ability to regionalize the routing services in colocation facilities.

NEW QUESTION 7
How many subnets are necessary in Azure VNet for a WAN Edge device to function in the cloud deployment?

A. CSR is the WAN Edge device that is supported in the Microsoft clou

B. The Microsoft underlay cloud fabric performs the management function.

C. There must be three subnets in VNet: management, public, and services.

D. One public subnet is required in VNe

E. The Microsoft underlay cloud fabric performs all of the routing functions for WAN Edge.
F. Public and services subnets are required in VNe

G. The Microsoft underlay cloud fabric performs the management function.

Answer: D

NEW QUESTION 8
An engineer is configuring a WAN Edge router for DIA based on matching QoS parameters. Which two actions accomplish this task? (Choose two.)

A. Apply a QoS map policy.

B. Configure a control policy.

C. Configure a centralized data policy.

D. Configure NAT on the transport interface.
E. Apply a data policy on WAN interface.

Answer: CD

Explanation:
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/sdwan-dia-deploy-2020aug.pdf
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NEW QUESTION 9

Which pathway under Monitor > Network > Select Device is used to verify service insertion configuration?

A. Real Time

B. System Status
C. ACL Logs

D. Events

Answer: A

Explanation:
+ Using Cisco vManage

View the configured services on the Real Time monitoring page (Menitor > Network > hub-device > Real Time). For Device Options, select OMP Services

LA

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge-20-x/policies-book/service-c

NEW QUESTION 10
Refer to the exhibit.

The ge0/0 interface connects to a 30-MB link. A network administrator wants to always have 10 MB available for high priority traffic. When lower-priority traffic
busts exceed 20 MB. Traffic should be redirected to the second WAN interface ge0/1. Which set of configurations accomplishes this task?
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

Explanation:

policy
policer bursty-traffic
rate 1000000
burst 20000
exceed remark
access-list policer-bursty-traffic
sequence 10
match
source—-ip 36.0.1.0/24
action accept
rolicer bursty-traffic
default-action accept

https://www.cisco.com/c/dam/en/us/td/docs/routers/sdwan/configuration/config-18-4.pdf#page=546

NEW QUESTION 10
Which set of platforms must he in separate VMS as of release 16.1?

A. vSmart and WAN Edge
B. WAN Edge and vBond
C. vManagc and vSmart
D. vBond and vSmart

Answer: D

NEW QUESTION 14
An engineer is configuring a data policy for IPv4 prefixes for a single WAN Edge device on a site with
multiple WAN Edge devices How is this policy added using the policy configuration wizard?

A. In vManage NMS, select the configure policies screen, select the localized policy tab and click add policy
B. In vSmart controller, select the configure policies screen, select the localized policy ta

C. and click add policy

D. In vManage NM

E. select the configure policies screen select the centralized policy tab and click add policy

F. In vBond orchestrato

G. select the configure policies screen, select the localized policy ta

H. and click add policy

Answer: A

NEW QUESTION 17

Which two different states of a WAN Edge certificate are shown on vManage? (Choose two.)
A. inactive

B. active

C. staging

D. invalid

E. provisioned

Answer: BE
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NEW QUESTION 20

What are the default username and password for vSmart Controller when it is installed on a VMware ESXi hypervisor'?

A. username Cisco password admin
B. username admin password Cisco
C. username Cisco password Cisco

D. username admin password admin

Answer: D

NEW QUESTION 25
Refer to the exhibit.

LAB-ROUTER#show
Gateway of last

HL’ I-.-I‘ﬂmﬂmﬂ-'lli!

(110/
(110/

ip route vrf 100
resort 1s 10.1.9.2 to

[251/0) via 10.1.9.2,
[251/0] via 10.1

O 10.80.6.0/2¢
(110/
(110/

300) via 172.19.75.18,
300) via 172.19.75.66,
O 10.80.56.0/24

300] via 172.19.75.178,
300) via 172.19.75.66,

network 0.0.0.0

06:10:53
06:10:53
20:35:33, GigabitEthernet0/0/2.10
lwld, GigabitEthernet0/0/1.11
20:35:33, GigabitEthernet(/0/2.10
1wld, GigabitEthernet0/0/1.11

The network administrator has configured a centralized topology policy that results in the displayed routing table at a branch office. Which two configurations are
verified by the output? [Choose two.)

A. The routing table is for the transport VPN.
B. The default route is learned via OMP.
C. This routing table is from a cEdge router.
D. The default route is configured locally.
E. The configured policy is adding a route tag of 300 to learned routes.

Answer: BC

NEW QUESTION 26

An engineer is adding a tenant with location ID 399533345 in vManage. What is the maximum number of alphanumeric characters that is accepted in the tenant

name filed?
A. 64

B. 128

C. 256

D.8
Answer: B
Explanation:

In the Add Tenant window:

a. Enter a name for the tenant. It can be up to 128 characters and can contain only alphanumeric characters.

NEW QUESTION 31

Which type of certificate is installed on vManage for a user to access vManage via a web browser?

A. Controller Certificate
B. Web Server Certificate
C. WAN Edge Certificate
D. SD-AVC Certificate

Answer: B

NEW QUESTION 32
Refer to the exhibit
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VLAN 100

g

(ad 100
(id 200
Routor

VLAN 200

Vi ’-Lr'-t 10X} Hmt
Cnd. 100
Gt 200
Router
1'rl ;1." _-'., i)

An engineer is configuring a QoS policy to shape traffic for VLAN 100 on a subinterface Which policy configuration accomplishes the task?

A)
policy-map shape_GigabitEthernetd. 100
class class-default
service-policy xyz_QoS-model
shape average 100000000

interface GlgabitEthernetd. 100
encapsulation dot1Q 200
service-policy output shape_GigabitEthernetd 100

B)
policy-map shape_GigabitEthernetd. 100
class class Queued
service-policy xyz_GOoS-model
shape average 100000000

I
interface GigabitEthernetd. 100
encapsulation dot1Q 200
service-policy output shape_GigabitEthernetd. 100

C)
policy-map shape_GigabitEthernetd. 200
class class-default
service-policy xyz_QoS-model
shape average 100000000

interface GigabitEthernetd. 100
encapsulation dot1Q 100
service-policy output shape_GigabitEthernetd 200

D)
policy-map shape_GigabitEthernetd 200
class class Queuel
service-policy xyz_COoS-model
shape average 100000000

interface GigabitEthermetd 100
encapsulation dot1Q 100
service-policy output shape_GigabitEthermetd. 100

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 33

An engineer configures an application-aware routing policy for a group of sites The locations depend on public and private transports The policy does not work as
expected when one of the transports does not perform properly This policy is configured:
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policy

sla-class BULK_DATA
loss 20

latency 300

jitter 100

|

sla-class TRANSACTIONAL_DATA
loss 15

latency 50

tjitter 100

sla-class REALTIME
loss 20

latency 100

jitter 30

L]

5pp—rnute-pclicy VPN-10_MPLS_AND_INET_SITES
vpn-list VPN-10

sequence 1

match

|d scp 46 [}

action

backup-sla-preferred-color biz-internet
sla-class REALTIME preferred-color private1
i

t
sequence 11

match
dscp 34
[}

action

backup-sla-preferred-color biz-internet

sla-class TRANSACTIONAL_DATA preferred-color private1
1

which configuration completes the policy so that it works for all locations?
A)

sla<class TRANSACTIONAL_DATA
loss §

latency 50

1jit!r.!'r 100

slaclass REALTIME
loss 2

latency 100

jiter 30

|

B)
sla-class TRANSACTIONAL _DATA
loss 2
latency 100
jiter 30
!

sla-class REALTIME
loss 18

latency 100

jiter 100

|

C)

sla-class BULK_DATA
loss 10
latency 300
Jitter 100

i

;.'l:l-claii REALTIME
loss 2
latency 100

jitter 30

|

D)
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sla-class BULK_DATA
loss 156

latency 100

jitter 100

i

slaclass TRANSACTIONAL_DATA
loss 10

latency 300

jitter 100

1

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 35

Which secure connection should be used to access the REST APIs through the Cisco vManage web server?
A. HTTP inspector interface

B. authenticated HTTPS

C. authenticated DTLS

D. JSON Inspector interface

Answer: B

Explanation:

https://documenter.getpostman.com/view/3224967/SVmpXhXd#ed9ccd34-cc5a-4258-bb6b-9b3848b7f650

NEW QUESTION 37

A network administrator is bringing up one WAN Edge for branch connectivity. Which types of tunnels form when the WAN edge router connects to the SD-WAN

fabric?

A. DTLS or TLS tunnel with vBond controller and IPsec tunnel with vManage controller.

B. DTLS or TLS tunnel with vBond controller and IPsec tunnel with other WAN Edge routers.
C. DTLS or TLS tunnel with vSmart controller and IPsec tunnel with other Edge routers.

D. DTLS or TLS tunnel with vSmart controller and IPsec tunnel with vBond controller.

Answer: C

Explanation:
The WAN Edge routers form a permanent Datagram Transport Layer Security (DTLS) er Transport Layer Security (TLS) control connection to
the vSmart controllers and connect to both of the vSmart controllers over each transport. The routers also form a permanent DTLS or TLS
conirol connection to the vManage server, but over just one of the transports. The WAN Edge routers securely communicate to other WAN
Edge routers using IPsec lunnels over each transport. The Bidirectional Forwarding Detection (BFD) protocol is enabled by default and runs

NEW QUESTION 38
Refer to the exhibit

Passing Certification Exams Made Easy

visit - https://www.surepassexam.com



\O/ Exam Recommend!! Get the Full 300-415 dumps in VCE and PDF From SurePassExam
Ll Sure PaSS https://www.surepassexam.com/300-415-exam-dumps.html (222 New Questions)

Internet

—

Edge-1

SD-WAN Controllers (Cisco Hosted)

YT

Router

el
L2
B s B3

Edge-2

Which configuration must the engineer use to form underlay connectivity for the Cisco SD-WAN network?

A)

R1

vpn 512

Iinterface eth0

lp address 10.0.0.21/24
no shutdown

I
Ip route 0.0.0.00 10.0.0.254

&

vpn 512

interface eth0

ip address 10.0.0.2/24
ne shutdown

|

|p route 0.0.0.0/0 10.0.0.254

B)

R

vpn 10

interface gel’2

Ip address 10.10.10.9/29
ne shutdown

|

Ip route 0.0.0.0/0 10.10.10.11

R

vpn 10

Interface gel/2

ip address 10.10.10.10/28
no shutdown

I

Ip route 0.0.0.0/0 10.10.10.11

C)
R
vpn 0
interface 10ge0/0
ip address 10.50.0.2/29
ne shutdown
'

Ip route 0.0.0.0/0 10.50.0.3
Rz

vpn 0

interface 10ge0/0

ip address 10.50.0.1729
no shutdown

I

Ip route 0.0.0.0/0 10.50.0.3

D)
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i

vpn 0
interface ge0/0
ip address 10.50.0.2/30

tunnel-interface
!

lp route 0.0.0.0'0 10.50.0.4

=
=

v;-rn 0
interface ge0/0
ip address 10.50.0.3/30

tunnel-interface
]

Ip routs 0.0.0.0/0 10.50.0.4

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 40

A network administrator configures SNMPv3 on a Cisco WAN Edge router from CLI for monitoring purposes How many characters are supported by the snmp user
<username> command?

A.from1to 8

B. from 1to 16
C. from 1 to 32
D. from 1 to 48

Answer: C

NEW QUESTION 44

A network administrator is configuring a centralized control policy based on match action pairs for multiple conditions, which order must be configured to prefer
Prefix List over TLOC and TLOC over Origin?

A. highest to lowest sequence number
B. nonsequential order

C. deterministic order

D. lowest to highest sequence number

Answer: D

Explanation:
A centralized control policy consists of a series of numbered (ordered) sequences of match-action pairs that are evaluated in order, from lowest sequence number 10
highest sequence number. When a route or TL

stops. Keep this process in mind as you design your poficies to ensure that the desired actions are taken on the tems subject to policy

matcnes the match conditions, the associated action or actions are taken and policy evaluation on that packets

¥ | B abaka . (Y _ ¥ k = ol 5 ! - -
If a route or TLOC matches no parameters in any of the sequences in the pelicy confiqure, it is, by default, rejected and discarded

NEW QUESTION 47
Refer to the exhibit.
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tondon ¥ Lot noru

WAN Edge Yoag  10a1s04

Rome Barcelona
WAN Edge WAN Edge
Leewvie VPN | Sagreeany Service VPN L Segmena
10Ln0NM 10.1 31.0/24
10.0.22.0/24 10.1 32.0/24
10.0.200/M 10.1 33.0/24

vManage
@ vSmart

vBond

Paris

WAN Edge

Service VPN 1 Segments
10.1.400024
10.1.42.0024
10.1.42.0/24

The Cisco SD-WAN network is configured with a default full-mesh topology. An engineer wants Paris WAN Edge to use the Internet HOC as the preferred TLOC
for MSN Messenger and AOL Messenger traffic. Which policy achieves this goal?

A)
< mm:a& & Cummom Optors -
Cordr gl pod Podacy , v | O:ﬂ-l.r-dl"ﬂ-n [ o) Lo s rod Poicy
B)
[+ cmnc.m.nnm“- <4 B Qustom Opsons =
Corerpl pad Poday . I O!‘.’lﬂbnzh’ Poslary thh'l'll‘h:m ¥
C)
© conncuranongl-o x| W Customn Optiors =
Coritr pligwed Podacy I O Cordrabped Polcy I G Lo et Pcalegy
D)
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D coni -f.-;i.-l.'r:-:w."

Cwritr oS o] F ]

O'I'_-H‘va-tf-.'.l‘-- Yy

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 48
Refer to the exhibit.

BGP AS2 :
RaP
10 100 11K ¥ -I il HGP
. z:'"-"‘ = oLy,
rd \ 7 B 1
[ L . | Ly | Iy
Yol T A B —

1 ] %
S Ve

o, A

An ongineer configured OMP with an ovorlay-as of 10666. What is tho AS-PATH for prefix 104.104.104.104/32 on R1007?

A. 100 10666 104

B. 100 10666

C. 100 10666 20 104
D. 100 20 104

Answer: A

NEW QUESTION 52

A network engineer must configure all branches to communicate with each other through the Service Chain Firewall located at the headquarters site. Which

configuration allows the engineer to accomplish this task?
A)

Cisco vManage

Centralized Policy I; ocalized Policy I

£ CONFIGURATION

B)
Cisco vManage
Centralized Policy
C)
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Administration

Setlings

Manage Users

Cluster Ma nagement

Integration Management

Manage Users

Cluster Management

Integration Management

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 54
Which third-party Enterprise CA server must be used (or a cloud-based vSmart controller?

A. RootCert
B. Microsoft
C. RADIUS
D. VeriSign

Answer: A

NEW QUESTION 58

A network administrator is configuring VRRP to avoid a traffic black hole when the transport side of the network is down on the master device. What must be
configured to get the fastest failover to standby?

A. lower timer interval

B. prefix-list tracking

C. higher group ID number

D. OMP tracking

Answer: B

Explanation:

ooy

NEW QUESTION 59
Which policy tracks path characteristics such as loss, latency, and jitter in vManage?

A. VPN

B. control

C. app-route
D. data

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\07 Exam Recommend!! Get the Full 300-415 dumps in VCE and PDF From SurePassExam
L' Sure PHSS https://www.surepassexam.com/300-415-exam-dumps.html (222 New Questions)

Answer: C

Explanation:
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/ios-xe-17/policies-book-xe/applicat

NEW QUESTION 60

A Cisco SD-WAN customer has a requirement to calculate the SHA value for files as they pass through the device to see the returned disposition and determine if
the file is good, unknown or malicious. The customer also wants to perform real-time traffic analysis and generate alerts when threats are detected Which two
Cisco SD-WAN solutions meet the requirements? (Choose two.)

A. Cisco Trust Anchor Module
B. Cisco Threat Grid

C. Cisco Snort IPS

D. Cisco AMP

E. Cisco Secure Endpoint

Answer: CD

NEW QUESTION 64

An engineer wants to automate the onboarding process for a WAN Edge router with vManage. Which command will accomplish this?
A. request vedge-cloud activate chassis-number <chassis-number> serial <serial>

B. request vedge-cloud activate chassis-number <chassis-number> token <token-number>

C. request vedge-cloud activate serial <serial> token <token-number>

D. request vedge-cloud activate chassis-number <chassis-number> organization <organization>

Answer: B

Explanation:

vedged reques cloud activate chassis-number 19F2859b-5fd1-9027-0665-24c33d223247 token 22eeddbiabc?idi6AT25d

NEW QUESTION 67
When VPNs are grouped to create destination zone in Zone-Based Firewall, how many zones can a single VPN be part of?

A. two
B. four
C. one
D. three

Answer: C

NEW QUESTION 72
Refer to the exhibit
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£ CONFIGURATION | POLIC

Create Groups of int

Selact a list type on the left and

The network team must configure application-aware routing for the Service VPN 50.0.0.0/16
The SLA must prefer MPLS for video traffic but the remaining traffic must use a public network What must be defined other than applications before the application-
aware policy is create?

A. SLA Class, Site VP

B. Prefix

C. Data Prefix, Site VPN TLOC
D. Application, SLA VP

E. Prefix

F. Color, SLA Class, Sue, VPN

Answer: A

NEW QUESTION 77
Refer to the exhibit.

FEER FEER CONTROLLER
FPEER PFEER PEER SITE DOMAIN PEER PRIVATE FPEER PUBLIC GROUP
IYPE PROTOCOL SYSTEMIP D 1D FRIVATE IP PORT PUBLIC IF PORT LOCAL COLOR STATE
UPTIME 1D
vbond  dils - o] 1) 132525 12348 132525 12348 gold connect 0
vbhaond dtls - 0 ] 1.3.25.25 12346 1.3.25.25 12346 silvar connect 0

An engineer is troubleshooting a control connection Issue. What does "connect" mean in this how control connections output?

A. Control connection is down

B. Control connection is connected

C. Control connection attempt is in progress
D. Control connection is up

Answer: C

NEW QUESTION 82

What prohibits deleting a VNF image from the software repository?
A. if the image is stored by vManage

B. if the image is referenced by a service chain

C. if the image is uploaded by a WAN Edge device

D. if the image is included in a configured policy

Answer: D
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NEW QUESTION 84
Refer to the exhibit

vManagefshow control local-properties
personality vmanage
Ssp-organlization-name -18C
rganlization-name e b Tole
system-1j 1 0 Ao S P 0.
root-ca-chain-status Installed
rertificate-status Instal led

A vBond controller was added to the controller list with the same Enterprise Root CA certificate as vManage. The two controllers can reach each other via VPNO

and share the same organization name, but the control connection is not initiated- Which action resolves the issue?

A. Synchronize the WAN Edge list on vManage with controllers.
B. Configure NTP on both controllers to establish a connection.
C. Configure a valid systom IP on the vBond controller.

D. Configure a valid vBond IP on vManage.

Answer: D

NEW QUESTION 85
Which combination of platforms are managed by vManage?

A.ISR4321, ASR1001, ENCS, ISRv

B. ISR4351, ASR1002HX, vEdge2000, vEdge Cloud
C. ISR4321, ASR1001, Nexus, ENCS

D. ISR435I, ASRI0O09, vEdge2000, CSR1000v

Answer: A

NEW QUESTION 87
Which plane assists in the automatic onboarding of the SD-WAN routers into the SD-WAN overlay?

A. Data

B. Orchestration
C. Management
D. Control

Answer: B

Explanation:

The Cisco SD-WAN solution is comprised of separate orchestration, management, control, and data planes.

o The orchestration plane assists in the automatic onboarding of the SD-WAN routers into the SD-WAN overlay.

NEW QUESTION 89
Refer to the exhibit.

o
Gﬁiﬂ
we
o
GE‘G \S
Customer A 4\
Gel/2 Ged/2

TLOC Extension

R1 R2

An MPLS connection on R2 must extend to R1 Users behind R1 must have dual connectivity for data traffic Which configuration provides R1 control connectivity

over the MPLS connection?
A)
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R1
interface gel/2
ip address 34.34.34 1/30
tloc-extension gel/
wnnel-interface
color mpls

R2
interface ged/2
ip address 34,3434 2/30
tloc-extension gel/0
tunnel-interface
color public-internet

B)

R1

interface gel/2
ip address 34.34.34.1/30
tioc-extension ged/1

R2
interface gel/0
ip address 34.34.34.2/30
tunnel-interface
color mpls

C)

vpn 0
router
ospf
redistribute omp route-policy OSPF_Route_Policy
area 0
interface gel/2
exit
lists
prefix-list W2_Loopback
ip-prefix 10.10.10.5/32
|

route-policy OSPF_Route_Puolicy
sequence 1
match
address W2_Loopback
|

ﬁ:tiun accept
St
metric 100
metric-type typel
D)
vpn 10
name """ Service VPN 10
router
ospf
redistribute omp route-policy OSPF_Route_Policy
area 0
interface ge0/2
exit
lists
prefix-list W2_Loopback
ip-prefix 10.10.10.5/32
!

L]

route-policy OSPF_Route_Policy
sequence 1
match
address W2_Loopback
]

action accent

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 93
How is multicast routing enabled on devices in the Cisco SD-WAN overlay network?

A. The WAN Edge routers originate multicast service routes to the vSmart controller via OMP, which then forwards joins for requested multicast groups based on
IGMP v1 or v2 toward the source or PIM-RP as specified m the original PIM join message.

B. The vSmart controller originates multicast service routes to the WAN Edge routers via OMP, which then forwards joins for requested multicast groups cased on
IGMP v1 or v2 toward the source or PIM-RP as specified m the original PIM join message

C. The vSmart controller originates multicast service routes to the WAN Edge routers via OMP, which then forwards joins (or requested multicast groups based on
IGMP v2 or v3 toward the source or PIM-RP as specified in the original PIM join message

D. The WAN Edge routers originate multicast service routes to the vSmart controller via OM

E. which then forwards joins for requested multicast groups based on iGMP v2 or v3 toward the source or PIM-RP as specified in the original PIM join message

Answer: A

Explanation:
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/routing/ios-xe-17/routing-book-xe/m-multic
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NEW QUESTION 94
Refer to the exhibit.

MONITOR fietwerk » WAN - Tunnel
widgal 1000007 Sae M1 Devies Moded vidgaClowd
= A [} Chart Oplioes = [ uai time] 1h 3h eh 17 B 70ays Custom -
VI OgE PRl e e L L]
Interface B vEdgeVpublic internet-
vEdned public-irtemetfPREC]

TCP Optimiration B toget pubbc e vl
P f Rown Selectad @e
0 q Soaen Optoss w Total Rows: A
Yop Talors 4 Down|0) A T usE]

I = N I i i e
iLoc ¥ publie-internst s - s

B sdget publicinternst Widge? putsic-atermng PSEC + =
re— B  vEdge! publicinternet vidged public ntermat PSEC »

Secwrity Monitoving B stdge! public-internet vidged pulihc et IPSEC 4 -

B vdoe! public-mtermetvFdge’ pubbc-mtermet IPSEC r -
Which command-line configuration on a WAN Edge device achieves these results?
A)
vpn 0
interface ge0/0

ip address 10.50.0.101/30
tunnel-interface
encapsulation gre

color public-internet
allow-service ntp

ip route 0.0.0.0/0 10.50.0.102
B)

vpn 0

interface ge0/0
ip address 10.50.0.101/30
tunnel-interface
encapsulation ipsec
color public-internet restrict
allow-service all
allow-service netconf

ip route 0.0.0.0/0 10.50.0.102

C)

vpn 0

interface ge0/0
ip address 10.50.0.101/30
wnnel-interface
encapsulation ipsec
allow-service none

ip route 0.0.0.0/0 10.50.0.102
D)

vpn 1

interface ge0/0
ip address 10.50.0.101/30
tunnel-interface
encapsulation ipsec
color public-internet restrict
allow-service all
allow-service netconf

ip route 0.0.0.0/0 10.50.0.102

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B
NEW QUESTION 97
An engineer is configuring the branch office with a 172.16.0.0/16 subnet to use DIA for Internet traffic. All other traffic must flow to the central site or branches

using the MPLS circuit Which configuration meets the requirement?
A)
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data-policy SDW_DIA
vpn-ist VPN172
sequence 1
match
source-ip  172.16.0.0/16
destination-ip 172.16.0.0/16
!
sequence 2
match
source-data-prefix-list DIA
action accept
nat use-vpn 0
I

:inf:ult-acﬁ on accept

B)
data-policy SDW_DIA
vpndist VPN172
sequence 1
match
source-lp 172.16.0.0/16
action accept
1

sequence 2
match
source-data-prefix-list DIA
action accept
nat use-vpn 0
!

citfault*actlan accept

C)
data-policy SOW_DIA
vpn-list VPN172
sequence 1
match
source-ip  172.16.0.0/16
destination-ip 172.16.0.0/16

action accept
L

sequence 2
match
source-data-prefix-list DIA
action accept
nat use-vpn 0
[}

default-action accept

D)
data-policy SDW_DIA
vpn-list VPN172
sequence 1
match
source-ip  172.16.0.0/16
destination-ip 172.16.0.0/16

L}

sequence 2

match
source-data-prefix-list DIA
action accept

|

default-action accept

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 100
Refer to the exhibit
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Cisco vManage

a COMNFIGURATION | CYRTINICATIS L inetall Corl
WAN fdoe Lmt Controliers

> Bed io vilend

L e S TR

i T e e, "'"l.r\m-rhllu..; | [FmarTia— 'IE;""W""" ata _I _— ILJ.J b om0 e E |
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vibord vihoe ML1.10 14 S P00 XS0 PR 04 1140 rtaled 1

Wi=Tiaet s =1 WH Curmarratiedd

LA vid e 1101 VR Jam TR0 2T PRE ADA 11 shord Lpogted L SV CALHE SO0 ) Do)

vManage and vBond have an issue establishing a connection to vSmart Which two actions does the administrator take to fix the issue? (Choose two)
Install the certificate received from the certificate server.

A. Manually resync vManage and vBond

B. Reconfigure the vSmart from CLI with the proper Hostname & System IP

C. Delete and re-add vSmart Click Generate and validate CSR

D. Request a certificate from the certificate server based on the CSR for the vSmart

Answer: CD

NEW QUESTION 103
When redistribution is configured between OMP and BGP at two Data Center sites that have Direct Connection interlink, which step avoids learning the same
routes on WAN Edge routers of the DCs from LAN?

A. Define different VRFs on both DCs

B. Set same overlay AS on both DC WAN Edge routers

C. Set down-hit on Edge routers on DC1

D. Set OMP admin distance lower than BGP admin distance

Answer: B

Explanation:
Typically, there are more than one datacenters for HA/redundancy requirements. After
siuccesshul migration of the first datacenter, migrate the second datacenter in a similar method
as explained in this section. Note that a routing loop can occur if there is a backdoor link
between the datacenter sites and route advertisement 1s configured between the two
datacenters. To avoid the loop. any of the three methods explained below can be used:

I. Use the same Amtonomous System Noumbers (ASN) on edge routers of the two
datacenters. Because of the same ASN, the AS-PATH attribute will avoid learning the same
prefixes on the edge routers that are advertised by the other datacenter towards the LAN side.

2. Use overlay-AS to insert Overlay Management Protocol (OMP) AS number when
redistributing the routes from OMP into LAN side towards DC LAN. Configure all DC 5D-
WAN edge routers with the same overlay-as. This allows the edges to filter the routes
advertised by the other DCs edge devices towards the LAN side and prevents redistributing
the same routes back into OMP.

3. Use tags or communities to mark the prefixes at one datacenter when redistributing
to DC LAN and filter on the edge of the other datacenter when learning advertisements from
the LAN side.

NEW QUESTION 104
What problem happens on a device with two serial numbers, a unique device identifier (UDI), and secure unique device identifier (SUDI) when an engineer
provisions ISR 4000 by PnP using only a UDI?

A. It encounters spanning tree issues

B. It faces interface buffer overflow patterns

C. It encounters redirection problems.

D. It encounters memory overload problems

Answer: D

NEW QUESTION 108

How must the application-aware enterprise firewall policies be applied within the same WAN Edge router?
A. within and between zones

B. between two VPN tunnels

C. within zone pair

D. between two VRFs

Answer: C

NEW QUESTION 113
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An engineer must configure two branch WAN Edge devices where an Internet connection is available and the controllers are in the headquarters. The requirement
is to have IPsec VPN tunnels established between the same colors. Which configuration meets the requirement on both WAN Edge devices?

WAN Edge 1

vpn 0

interface ge0/0
ip address 10.0.0.1/24
ipvE dhep-client
tunnel-interface
color biz-internet restrict
encapsulation ipsec

WAN Edge 2

vpn 0

interface ge0/D
ip address 10.0.0.2/24
ipve dhep-client
tunnel-interface
color default
encapsulation ipsec

WAN Edge 1

vpn 0

interface ge0/0
ip address 10.0.0.1/24
ipv6 dhcp-client
tunnel-interface
color default
encapsulation ipsec

WAN Edge 2

vpn 0

interface ge0/0
ip address 10.0.0.2/24
ipveé dhep-client
tunnel-interface
color default
encapsulation ipsec

WAN Edage 1

vpn 0

interface ge0/0
ip address 10.0.0.1/24
ipve dhep-client
tunnel-interface
color public-internet restrict
encapsulation ipsec

WAN Edge 2

vpn 0

interface ge0/0
ip address 10.0.0.2/24
ipvé dhep-cliant
tunnel-interface
color gold restrict
encapsulation ipsec

WAN Edge 1

vpn 0

interface ge0/0
ip address 10.0.0.1724
ipv6 dhcp-client
tunnel-interface
color gold restrict
encapsulation ipsec

WAN Edge 2

vpn 0

interface ge0/0
ip address 10.0.0.2/24
ipveé dhep-client
tunnel-interfaca
color gold restrict
encapsulation ipsec

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D
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NEW QUESTION 114
Which storage format Is used when vManage Is deployed as a virtual machine on a KVM hypervisor?

iso
.qcow2
.ova
gz

oowp

Answer: B

NEW QUESTION 115
Refer to exhibit.

An engineer is troubleshooting tear down of control connections even though a valid Certificate Serial Number is entered Which two actions resolve the Issue?
(Choose two)

A. Enter a valid serial number on the controllers for a given device
B. Remove the duplicate IP in the network.

C. Enter a valid product ID (model) on the PNP portal

D. Match the serial number file between the controllers

E. Restore network reachability for the controller

Answer: CD

Explanation:
https://community.cisco.com/t5/networking-documents/sd-wan-routers-troubleshoot-control-connections/ta-p/38

NEW QUESTION 117
An engineer must configure local redundancy on a site. Which configuration accomplish this task?

A. vpn Qinterface interface-name

B. tloc extension interlace nametloc extension interface interface name
C. vpn Otloc extension interface

D. interface-flameinterface interface-name tloc-extension

Answer: A

NEW QUESTION 121
In a Cisco SD-WAN network, which component is responsible for distributing route and policy information via the OMP?

A. vManage

B. vSmart Controler
C. vBond Orchestrator
D. WAN Edge Router

Answer: B

Explanation:

The Cisco vomart Controfler maintains a ized 1 le that s e information, calied OMP routes, that 1t leams from the vEdge routers and from any
jther Cisco vamart Controllers in the Cisco SD-WAN overlay network d on the conhgured policy, the Cisco vSmart Controdler shares this route information with
the Cisco vEdge network devices in the network so that they can communicate with each other

NEW QUESTION 123
Which two services are critical for zero touch provisioning on-boarding? (Choose two)

A. SNMP
B. DNS
C. DHCP
D. AAA
E. EMAIL

Answer: BC

NEW QUESTION 127
Refer to the exhibit.
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policy !
lists !
! default-action accept
tioc-list dc-prelerence-east !
tlioc 100.100.100.100 color mpls control-policy adv-dc-preference-east
encap ipsec preference 200 sequence 10
tloc 101.101.101.101 color mpls match route
encap ipsec preference 400 site-list dc-sites
) 1
sile-list sites-region-west action accepl
site-id 1-20 sat
! tloc-list dc-preference-east
sile-list sites-region-east !
site-id 21-40 !
! |
site-list dc-sites default-action accept
site-id 100-101 !
|
apply-policy
control-policy adv-dc-preference-west site-list sites-region-west
sequence 10 control-policy adv-dc-preference-west
maltch route out
site-list dc-sites !
! site-lis! sites-region-eas!
action accept control-policy adv-dc-preference-east
set out
tloc-list dc-preference-eas! !
! !

A customer wants to implement primary and secondary Cisco SD-WAN overlay routing for prefixes that are advertised for both data centers. The east data center

(TLOC 101.101.101.101) is primary for east sites, and the west data center (TLOC 100.100.100.100) is primary for west sites. Which configuration change
achieves this objective?
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A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 128
Which set of elements are verified by the controller to confirm the identity of edge devices?

A. certificates, organization name and serial number of the device
B. organization name serial number and system IP of the device
C. certificates, organization name, and vBond domain

D. certificates, system IP, and vBond domain

Answer: A

NEW QUESTION 129
Which controller is excluded from the process of checking against the authorized, allowed list?

A. vBond

B. PnP

C. vSmart
D. vManage

Answer: A

NEW QUESTION 131
What is the threshold to generate a warning alert about CPU or memory usage on a WAN Edge router?

A. 70 to 85 percent
B. 70 to 90 percent
C. 75 to 85 percent
D. 75 to 90 percent

Answer: C

NEW QUESTION 136

Which policy blocks TLOCs from remotes and allows TLOCs from the data center to form hub-and-spoke peering?
A. localized control policy

B. localized data policy

C. centralized data policy

D. centralized control policy

Answer: C

Explanation:

Centralized Policy

Centralized policy refers to policy provisioned on Cisco vSmart Controllers, which are the centralized controllers

i the Cisco SD-WAN overlay network. Centralized policy comprises two components:

* Control policy. which affects the overlay network—wide routing of traffic

» Data policv. which affects the data traffic flow throughout the VPN segments in the network

NEW QUESTION 140

An engineer is adding a tenant with location JD 306432373 in vManage. What is the maximum number of alphanumeric characters that are accepted in the tenant

name field?

»

4
28
56

cowz>
® NP

Answer: B

Explanation:

Enmtar s nama Fartha tanant 1 ean bhe ~ e 10 =) T T, I T e Tty - aarie ~ -y e o e
Enter a name for the tenant. It can be up to 128 characters and can contain only alphanumeric characters.
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NEW QUESTION 142

Which device in the SD- WAN solution receives and categorizes event reports, and generates alarms?

A. WAN Edge routers
B. vSmart controllers
C. vManage NMS

D. vBond controllers

Answer: C

Explanation:

https://sdwan-docs.cisco.com/Product_Documentation/vManage_Help/Release_17.1/vManage_NMS_Product_

NEW QUESTION 147
Refer to the exhibit.

Edgel# show control connections
PEER

EER PEER PEER SITE DOMAIN PEER PRIV PEER

PE PROT SYSTEM IP 1D ID PRIVATE IP PORT PUBLIC IP
smart dtls 10.2.2.2 1 1 10.50.0.5 12446 10.50.0.5
smart dtls 10.2.2.2 1 1 10.50.0.5 12446 10.50.0.5
bond dels 0.0.0.0 Q 0 10.50.0.9 12346 10.50.0.9
bond dtls 0.0.0.0 0 0 10. 50.0.9 12346 10.50.0.9 up

anage dtls 10.1.1.1 1 0 10.50.0.1 12446 10.50.0.1

An organization is testing a Cisco SD-WAN solution and decided to have the control plane established first and not the data plane at the time of migration. Which
configuration achieves this goal?
A)

a CONFIGURATION | CERTIFICATES
WAN Edge List  Controllers

> fand s Contrallary Cork Somd o Contrallery 23 5y== P WAN [dge I8t om0l comtenlen

Q Sarch Ot v Tolal Rows 0
State | Devios Model | Chassls Mumber Hosname | W Address r-umrtm-n
» vidgeClosd  9alchesd adb3 Tdeccs  vEdge! 1018101 BCATAEID

e Widge Cloud  cosdastieStb)-7chdls . vidge? 1010102 rorsa

‘. vidge Clowd  JTRVEBBSITIBLIITE vldged el P STAARD

; widge Clood  IDEMID Aol Fewd €1 ol diped a4 BIFATGYT

o Vidge Cloud! 01830420 €430 411741 widges 1010105 FALLOLT S

B)
3 CONFIGURATION | DOVICTS

WAM [dge List  Controfers

L

| -|'||-'|?~|'|Md'-|-?n Lbwd

s Tprars w

ot e Crml walicead adhd Nier cW0G B0 Mol e BCLTA S0 ol b 10 38 1 b
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¥ Wi Diowd AT AP Towl el AT T EF]  IFNATOY o dged navwea L] L
» ol g Ol 01 K70 ek 4171 ddot F7AbBATRLRAT  TAML0EEA o dge AT RIEY i whiaraey  5s

C)
& conrcuraTion | cexnicars

WAN Edge List Contralers

B Lend ds Contrrders

Cick Send to Condrollers o sy The WAN Fdge Lot on 8l cordalens

Gl bosD adtd Mdic % 1a1am BCARAIZD

4 idge Cloud  coSdaaBe b1 7c9d 8 vidge? 1810102 EIFOTS
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o Widge Cloud  9Ib4MTh-dat fceZ <l vidgod 1010104 BO%920%9
> sidge Cloud  0183a430e0e 411740 vidges 1810108 FALOLLe

D)
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3 CONFIGURATION | CIRTIFICATES

WAN Edge List  Comtrollere

> Land ba | i—zdnr b Sl b CowllrmBlorn "o 2, u T VAN Fdoe bl imn @ furfin's s
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vhdgr Coud GBIl dat Peed 3 whidg=d 1270104 BOFR0S0
vidge Coud 03205 de- 411 10 sl dpeh (L RI-RIE il L

©0od

Tots! Hows 1

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 150

The Cisco SD-WAN engineer is configuring service chaining for a next-generation firewall located at the headquarters. Which configuration creates the service?

A)

Cisco vManage

] MONITOR | GEOGRAPHY

VPN GROUP

Cisco vManage

] MONITOR | GEOGRAPHY

VPN GROUP

C)
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Cisco vManage

] MONITOR | GEOGRAPHY

VPN GROUP

Cisco vManage

L] MOMNITOR | GEOGRAPHY

VPN GROUP

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 154
Which two WAN Edge devices should be deployed in a cloud? (Choose two.)

A. vEdge 5000v
B. ASR 1000v
C. CSR 1000v
D. vEdge 100wm
E. vEdge cloud

Answer: CE

Explanation:

2. Virtual platforms

* Cloud Services Router (CSR) 1000v running 105 XE SD-WAN Software

* vEdge Cloud Router running Viptela OS5

NEW QUESTION 157
An engineer is troubleshooting a vEdge router and identifies a “DCONFAIL — DTLS connection failure” message. What is the problem?

A. certificate mismatch
B. organization mismatch
C. memory issue

D. connectivity issue
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Answer: D

Explanation:
https://community.cisco.com/t5/networking-documents/sd-wan-routers-troubleshoot-control-connections/ta-p/38

NEW QUESTION 159
An engineer must automate certificate signing through Cisco. Which vManage configuration achieves this task?
A)
vpn 0
dns 208.67.222.222 primary
allow-service dns
allow-service sshd
allow-service netconf

B)

vpn 0

allow-service dns
allow-service sshd
allow-service netconf

©)

vpn 512
dns 208.67.222.222 primary
allow-service dns
allow-service sshd
allow-service netconf

D)

vpn 512

allow-service dns
allow-service sshd
allow-service netconf

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 163
A customer has MPLS and Internet as the TLOC colors An engineer must configure conlroJdlers with the Internet and not with MPLS Which configuration achieves
this requirement on vManage?
A)
vpn O
imerface athi
ip address 10.50.0.1/24

tunnel-interface
color mpls

B)
vpn 0
interface ethi
ip address 10.50.0.1/24
tunnel-interface
color public-internet
©)
vpn 0
interface eth1
ip address 10.50.0.1/24
tunnel-interface
color biz-internet

D)

vpn O

imterface ethi
ip address 10.50.0.1/24
tunnel-interface
color default

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B
NEW QUESTION 164
What must an engineer conewef when decoying an SD-WAN on-pfemlses architecture based on ESXi hypervisor?

A. Cisco must provision the backup and snapshots platform lor ihe SD-WAN arctoecture
B. The managed service provider must provision controllars with their appropriate cerHwcatsi
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C. The IT team a required to provision the SO-WAN controllers and Is responsAte lor backups and disaster recovery implementation

D. The IT team will be given access by Cisco to a vManage for configuration If templates and policies coeigmalim

Answer: C

NEW QUESTION 167
Which feature template configures OMP?

A)
Section Parameter Type Variable/value
Authentication Authentication Drop-down local
Order
Local User/admin/ Device Specific user_admin_passwd
Password
B)
Section Parameter Type Variable/value
Basic configuration  Numberof paths  Global 16
advertised per
prefix
Advertise Radio Global Of
Stafic Global O
C)
Section Parameter Type Variable/value
Server HoslnamelP Global 1044813
Address
VFNID Global 1
Source interface  Global leopbackD
D)
Section Parameter Type Variable/value
Basic configuration VPN Global 512
Name Global Management VPN
IPv4 Route Prefix Global 0.0.0.0/0
Gateway Radio button Mext Hop
Next Hop Device Specific vpn512_mgt_next_hop_ip_addr
A. Option A
B. Option B
C. Option C
D. Option D
Answer: B

NEW QUESTION 169

Which two algorithms authenticate a user when configuring SNMPv3 monitoring on a WAN Edge router? (Choose two.)

A. AES-256

Answer: AB

Explanation:
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Configure SNMPVI
£ AME
0 LDk AES-
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T re SHMPYE users, in the User secton, click Add New User ar
?'J "

+ JHA-1 message diges!

SHE-256 message digest

Note

alamss Ralin s st
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SUERON SFGOuCed 1or AL S-£30 Dl SUENSNDCEN0N FIsIDGod Camed

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/snmp/snmp-book.html

NEW QUESTION 171

A customer is receiving routes via OMP from vSmart controller for a specific VPN. The customer must provide access to the W2 loopback received via OMP to the
OSPF neighbor on the service-side VPN, which configuration fulfils these requirements?

vpn 0
router
ospl

redistribute omp route-palicy O5PF_Route_Paolicy

area 0
interface ged/2
exit
lists
prefix-list W2_Loopback
ip-prefix 10.10.10.5/24
1
route-policy OSPF_Route Policy
sequence 1
miatch
address W2_Loopback
1
default action accept
set
metric 100

metric-type type1

vpn 0
router
ospl

redistribute omp route-policy OSPF_Route_Policy

area 0
interface gel/2
exit
lists.
prefix-list W2_Loopback
ip-prefix 10.10.10,5/32
1

route-policy OSPF_Route_Policy
sequence 1

miatch
addraes W2 | annhack

metric-type type1
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wpn 8
resiber
anpl

radliatribuin amp rouls-palicy ORPF_Roibe_Policy
wrea

interface gelid
el

(2L ]

prafia-list ' Wi_Locpback
Wp=prelic 10,9010 533

1

raibe-pokicy OBPF_Rate Policy
aEuEneE 1

match

address W2 Loopback

1

aclion acoept
el

matric 100
mafnc-fype typed

wpn 10

namse """ Baryica VPN 10
FElber

aspl

radisbribuin amg roube-policy O8FF_Roube_Polcy
wrea

inbeaca galid
il
Feals
prehednd W Loopissch
p-prefi 1000 10 530

rowie-polery OEFF Roule Poloy
st e 1

LY
sadress Wl Loopbadk

asp

redinkribuin amg routs-palicy O8PF_Roube Policy
wrea

inteace gaivd
el
AL

prefia-list W2 _Locpback
wp-prehia 10,9010 5132
1

roubs-policy DBFF_Route Pelicy
weusnce 1

match

sddress W2_Loopback

SClion asoept

il

kg 100
maetnictype type

. Option A
. Option B
. Option C
. Option D
Option E

moowm»

Answer: D

Explanation:
Answer must start with VPN 10(service side) & should have metric-type 1 and not with VPN 0 (transport side)

NEW QUESTION 176
In which file format is a critical severity report downloaded from the MONITOR | ALARM tab in the vManage GUI?

A. .txt
B. .pdf
C.csv
D. xlsx

Answer: C

NEW QUESTION 177
Refer to the exhibit
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SDWAN Topology
Islamabad HQ
Networks System IP:
192.168.1.0/24 10.10.10.1
193.168.1.0/28 10.10.10.2
10.10.10.3
vManage vomart
\’ System IP:
,\ 10.10.10.10
Internet
System IP e " _“System 1P x‘\ System IP
10111~ — 10222 .\ 10.3.33
Beiging __ Istanbul Mashhad
;-." .-"3;-."- k 4
® | | ® B e
CSR L3 CSR L3 -
1000w Switch 1000v Switch
Networks Networks Networks MNetworks
172.16.1.0/24 172.16.5.0/24 172.16.7.0/24 172.16.1.0/24
172.16.2.0/24 VPN 91 172.16.6.0/24 172.16.8.0/24 VPN 92 172.16.1.0/24
172.16.3.0/24 172.16.1.0/24
172.16.4.0/24 VPN 91 VPN 92 172.16.1.0/24

() Centralized Policy | () Localized Policy

CLI Policy CLI Policy

Lists Lists

Topology Forwarding Class/QoS
Traffic Policy Access Control Lists

Route Policy

The Cisco SD-WAN network is configured with a default full-mesh topology. Islamabad HQ and Islamabad WAN Edges must be used as the hub sites. Hub sites
MPLS TLOC must be preferred when forwarding FTP traffic based on a configured SLA class list. Which policy configuration does the network engineer use to call

the SLA class and set the preferred color to MPLS?
A. Localized Policy, Route Policy

B. Centralized Policy, Traffic Policy

C. Localized Policy, Forwarding Class

D. Centralized Policy Topology

Answer: B

NEW QUESTION 180

Which alarm setting is configured to monitor serious events that affect but do not shut down, the operation of a network function?

A. Minor
B. Major
C. Medium
D. Critical

Answer: B

NEW QUESTION 185

How should the IP addresses be assigned for all members of a Cisco vManage cluster located in the same data center?

A. in the same subnet

B. in overlapping IPs

C. in each controller with a /32 subnet
D. in different subnets
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Answer: A

NEW QUESTION 189
An engineer creates a data policy to prevent communication from the 172.20.21.0/24 network to the 172.20.41.0/24 network. Which configuration accomplishes
this task?

policy
lists
vpn-list VPN1
vpn 1
1
data-prefix-list LosAngeles-Net1
ip-prefix 172.20.21.0/24
data-prefix-list Rome-Net1
ip-prefix 172.20.41.0/24
!
data-policy FILTER-POLICY
vpn-list VPN1
sequence 1
match
source-data-prefix-list LosAngeles-Net1
action drop
1
sequence 11
match
source-data-prefix-list Rome-Net1
action drop
L}

default-action accept

policy
lists
vpn-list VPN1
vpn 1
1
data-prefix-list LosAngeles-Net1
ip-prefix 172.20.21.0/24
data-prefix-list Rome-Net1
ip-prefix 172.20.41.0/24
|
data-policy FILTER-POLICY
vpn-list VPN1
sequence 1
match
source-data-prefix-list LosAngeles-Net1
destination-data-prefix-list Rome-Net1
action drop
1

default-action accept

policy
lists
vpn-list VPN1
vpn 1
1
data-prefix-list LosAngeles-Net1
ip-prefix 172.20.0.0/16
data-prefix-list Rome-Net1
ip-prefix 172.20.0.0/16
I
data-policy FILTER-POLICY
vpn-list VPN1
sequence 1
match
source-data-prefix-list LosAngeles-Neti
destination-data-prefix-list Rome-Net1
action drop
]

default-action accept
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policy
lists
vpn-list VPN1
vpn 1
1
data-prefix-list LosAngeles-Net1
ip-prefix 172.20.21.0/24
data-prefix-list Rome-Net1
ip-prefix 172.20.41.0/24
I
data-policy FILTER-POLICY
vpn-list VPN1
sequence 1
match
source-data-prefix-list LosAngeles-Net1
destination-data-prefix-list Rome-Net1
action accept
I
default-action drop

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 194
What is a benefit of the application aware firewall feature in the Cisco SD-WAN solution?

A. application monitoring

B. application malware protection
C. application visibility

D. control policy enforcement

Answer: C

Explanation:
https://www.cisco.com/c/dam/en/us/td/docs/routers/sdwan/configuration/config-18-4.pdf#page=242

T T T T =TT | e P { | e A A Arelee r hambiam famatli T Tt Abian aiars § all fan a A iAo wa fallminme Aanah
he Application Hrewall inspects and DCKs fralnc basea on apphications o app IGAtOn-Tamily. | M5 appicalion-aware imewal Teature provides the .’E:iﬁ.‘m..‘.g benefits

I

+ Application wisibdity and granular control

NEW QUESTION 198
Which Cisco SD-WAN component the initial communication between WAN Edge devices to join the fabric?

A. WAN Edge Router
B. vSmart Controller
C. vManage

D. vBond Orchestrator

Answer: D

Explanation:

The Cisco vBond Orchestrator archestrates the initial control connection between Cisco vSmart
Controllers and vEdge routers. It creates DTLS tunnels to the Cisco vSmart Controllers and vEdge
routers to authenticate each node that is requesting contral plane connectivity. This authentication

NEW QUESTION 200

After deploying Cisco SD-WAN the company realized that by default, all sites built direct IPsec VPN tunnels to each other In their previous topology all spoke sites
used the head office as their next hop for the LAN segment that belongs to network 40.0.0.0/16 The company wants to deploy its previous policy, which allows the
40.0.0.0/16 network that originates at the hub to advertise to the spokes. Which configuration meets the requirement'?

A)
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Manage Preference and Prefox Lists

Choose hub preference and add prefix lists as desired.

All hubs are equal (Al Spokes Sites connect to all Hubs) Advertise Hub TLOCs Hub_TLOCs
Spolke Sites Associaled Hub Sites  Prefix Lists (Optional) Tl Drag & drop lo reorder
Hub = Spokes LAN Segment «

Manage Preference

Chooze hub preference and edd prefix lists as desired.

All hubs are equal (All Spokes Sites connect to all Hubs) _-.| Advertise Hub TLOCs
Spoke Sites MAssocialed Hub Sites Prefix Lists (Optional)
Spokes Hub LAN_Segment x

vianage Prelherence and Prefod Lists

Choone hub preference and add peelin kats as desired.

M heibs are equal (Al Spoloes Sites connect 1o ol Huba) Acdvertise Hub TLOCs Hut_TLOCs

-

Spoke Sites Associated Hub Sites Prefix Lists (Optional) '3 Ureg & drop o reorder

Spohes [T LAM Segmert
D)

! Choose hub preference and add prefix lists as desired.
D All hubse are equal (ANl Spokes Sites connect 1o all Hubs) Adverlise Hub TLOCs Hub_TLOCa
Spoke Sites Azsociated Hub Sitos Prefix Lists tl. Drag & drop 10 reorder
(Optional)

Spokes =Hub
A. Option A
B. Option B
C. Option C
D. Option D
Answer: D

NEW QUESTION 205
Which Cisco SD-WAN component facilitates the initial communication between WAN Edge devices to join the fabric?

A. vSmart Controller
B. WAN Edge Router
C. vManage

D. vBond Orchestrator

Answer: D

NEW QUESTION 209
Which command on a WAN Edge device displays the information about the colors present in the fabric that are learned from vSmart via OMP?
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A. show omp tlocs

B. show omp sessions
C. show omp peers

D. show omp route

Answer: A

NEW QUESTION 210
Refer to the exhibit
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The network team must configure EI GRP peering at HQ with devices in the service VPN connected to WAN Edge CSRv. CSRv is currently configured with

viptela-system:system

device-model vedge-cloud
host-nam CSRv
location CA

system-ip 10444
domain-id 1
site-id 1

organization-name ABC
clock timezone US/Newyork
vbond 10.10.0.1 port 12346

omp
no shutdown
graceful-restart

Which configuration on the WAN Edge meets the requirement?

A)

vpn 0
interface gel/D
description “*** Internat Clrcult ==
ip address 209.165.200. 229730
tunnel-interface
encapsulation ipsec
color public-internet
allow-service all

router
sigrp
address-family ipvd-unicast

maximum-path paths 4
network 10.0.0.0/28
redistnbute omp

vpn 512
interface eth0
shutdown

B)
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wpn 0
interface gel/0
description "= Internet Circuit ="
ip address 209.168.200.22%/20
tunnel-interface
encapsulation ipsec
color public-internet
allow-service all

router
eigrp
address-family ipvd-unicast
maximum-path paths 4
network 10.0.0.0/28
redistribute omp

vpn 312
interface eth(0
shutdewn

C)

vpn 0
interface ge0/0
description “*** Intermet Circuir ~="
ip address 208.166.200.228/30
tunnel-interface
sncapsulation ipsec
color public-internet
allow-service all

vpn 1
router
sigrp
address-family ipvd-unicast
maximum-path paths 4
network 10.0.0.0/28
redistribute omp

Interface gel’
ip address 10.0.0.1/28

vpn §12
interface ethi
shutdown

D)

vpn 0
vpn 1
interface gel/0
description “*** Inmternet Circuit "™
Ip address 209.168.200.229/30
tunnel-interface
encapsulation ipsec
color public-internet
allow-service all

router
eigrp
address-family ipvd-unicast

maximum-path paths 4
network 10.0.0.0/28

redistribute omp

interface ge0
ip address 10.0.0.1/28

vpn 512
interface eth0
shutdown

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 213

An administrator is configuring the severity level on the vManage NMS for events that indicate that an action must be taken immediately. Which severity level must
be configured?

A. warning
B. error

C. critical
D. alert

Answer: D

Explanation:

- - - —r -

+ Alert— Action must be taken immediately (corresponds to syslog severity 1).
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NEW QUESTION 217
Drag and drop the security terminologies from the left onto the PCI-compliant network features and devices on the right.

| lrarsoort security - [PS
DMt SeCurity 2one-based frewall and VPNs
Seomentataon [Pegl VPN
attack prevention firews

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, application Description automatically generated

NEW QUESTION 222
What is an attribute of TLOC’?

A. encryption

B. local preference
C. tag

D. service

Answer: C

NEW QUESTION 227
Which type of policy must be applied on a WAN Edge application-aware firewall to control traffic between two or more VPNs?

A. service-insertion policy
B. data policy

C. firewall policy

D. control policy

Answer: C

NEW QUESTION 232
Which value is verified in the certificates to confirm the identity of the physical WAN Edge device?

A. Serial Number
B. OTP

C. System-IP

D. Chassis-ID

Answer: A

Explanation:
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/manage-certificates.html

NEW QUESTION 234
Which vBond system configuration under VPN 0 allows for a routable public IP address even if the DNS name, hostname, or IP address of the vBond orchestrator
are omitted?

A. local

B. vbond-only
C. dns-name
D. WAN

Answer: A

NEW QUESTION 239
An enterprise has several sites with multiple VPNSs that are isolated from each other A new requirement came where users in VPN 73 must be able to talk to users
in VPN 50 Which configuration meets this requirement?
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policy
control-policy Route_Leaking
sequence 1
match route
vpn-list VPN_T73
prefix-list _AnylpvdPrefixList
action accept
export-to vpn-list VEN_50
sequence 11
match route
vpn-list VPN_S0
prefix-list _AnylpvdPrefixList
action accept
export-to vpn-list VPN _T73
default-action accept

policy
control-policy Route_Leaking
sgquence 1
match route
VEN_T3
prefix-list _AnylpvdPrefixList
export-to VPN_S0
sequence 11
mateh route
VPM_50
prefix-list _AnylpvdPrefixList
export-to VPN_T73
default-action accept

policy
control-policy Route_Leaking
sequence 1
match route
VPMN_ALL
prefig-list _AnylpvdPrefixList
action accept
export-to VPMN_ALL

policy
control-policy Route_Leaking
sequence 1
match route
VPMN_50VPN_T73
prefix-list _AnylpvdPrefixList
action accept
export-to VEN_T3 VPN_50

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A

NEW QUESTION 244

An enterprise deployed a Cisco SD-WAN solution with hub-and-spoke topology using MPLS as the preferred network over the Internet. A network engineer must
implement an application-aware routing policy to allow ICMP traffic to be load-balanced over both the available links. Which configuration meets the requirement?

A)

app-route-policy VPN_10_AAR

vpn-list VPN_50
sequence 21
match
app-list ICMP

source-ip 0.0.0.0/0

action

sla-class ICMP_SLA preferred-color public-internet
sla-class ICMP_SLA preferred-color mpls

B)

app-route-policy VPN_10_AAR

vpn-list VPN_50
sequence 21
match
app-list ICMP

source-ip 0.0.0.0/0

action

sla-class ICMP_SLA
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C)
app-route-policy _VPN_10_AAR
vpn-list VPN_50

sequence 21

match
app-list ICMP
source-ip 0.0.0.0/0

1

action
sla-class ICMP_SLA preferred-color mpls
backup-sia-preferred-color public-internet

D)

app-route-policy VPN_10_AAR
vpndist VPN_50

sequence 21

match
app-ist ICMP
source-ip 0.0.0.0/0

!

action

sla-class ICMP_SLA preferred-color mpis public-internet

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 246
At which layer does the application-aware firewall block applications on a WAN Edge?

cowz>
N O N W

Answer: B

NEW QUESTION 247
Drag and drop the actions from the left into the correct sequence on the right to create a data policy to direct traffic to the Internet exit.

Step 4

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Step 1 — Enable NAT Functionality Step 2 — Create centralized data policy
Step 3 — Identify VPN and match criteria Step 4 — Apply data policy

NEW QUESTION 252
Which type of connection is created between a host VNet and a transit VNet when configuring Cloud OnRamp for laaS?
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A. Azure private endpoint
B. GRE tunnel

C. IPsec tunnel

D. Azure peer link

Answer: C

NEW QUESTION 253
Refer to the exhibit

Which command allows traffic through the IPsec tunnel configured in VPN 0?

A. service local

B. service FW address 1.1.1.1

C. service netsvcl vpn 1

D. service netsvcl address 1.1.1.1

Answer: B

Explanation:
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge-20-x/policies-book/service-c

NEW QUESTION 257
In Cisco SD-WAN, what protocol is used for control connections between SD-WAN devices?

A. DTLS
B. OMP
C.BGP
D. OSPF

Answer: A

Explanation:
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/vedge/security-book/security-overv

NEW QUESTION 258
Which protocol runs between the vSmart controllers and WAN Edge routers when the vSmart controller acts like a route reflector?

A. OMP outside the DTLS/TLS control connection
B. BGP inside the DTLS/TLS

C. IPsec inside the DTLS/TLS control connection
D. OMP inside the DTLS/TLS control connection

Answer: D

NEW QUESTION 259

An engineer wants to track tunnel characteristics within an SLA-based policy for convergence. Which policy configuration will achieve this goal?
A. App-route policy

B. VPN membership policy
C. Control policy

D. Data policy

Answer: A

Explanation:
An application-aware routing policy matches applications with an SLA, that is, with the data plane tunne! performance charactenslics that are necessary to transmit ine
applications’ data traffic. The primary purpose of application-aware routing policy is to optimize the path for data traffic being transmitted by Cisco SD-WAN devices
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NEW QUESTION 261
Which website allows access to visualize the geography screen from vManager using the internet?

A. *.opcnstreetmaps.org
B. *.fullstreetmaps.org

C. *.callstreelmaps.org
D. *.globaistreetmaps.org

Answer: A

NEW QUESTION 264
An engineer is applying QoS policy for the transport-side tunnel interfaces to enable scheduling and shaping for a WAN Edge cloud router Which command
accomplishes the task?

A. cloud-gos-service-side

B. gos-scheduler QOS_0

C. gos-map QOS

D. rewrite-rule QOS-REWRITE

Answer: C

NEW QUESTION 269
Refer to the exhibit.

Cisco vManage i

IX CONFIGURATION | POLICIES

®Access Control List (IPv) Data_ACL 1 admin

An engineer must block FTP traffic coming in from a particular Service VPN on a WAN Edge device Which set of steps achieves this goal?

A. Create a localized policy and add it to (he interface feature template

B. Create a localized policy add it to the device template and add an ACL to the interface feature template
C. Create a prefix tat, add it to the localized policy and add it to the interface feature template

D. Create a localized policy add it to VPN template and add an ACL to the interface feature template

Answer: C

NEW QUESTION 271
Drag and drop the REST API calls from the left onto the functions on the right.

PUT Retrieve or read
|

GET Update an object
PR T v A bt
HLS I:""-',"-rfl'l L

|

p— [ e L
DELETE Remove an object

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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- GET: Get resource from the server.
- POST: Create resource to the server,
- PATCH or PUT: Update existing resource on the server.

- DELETE: Delete existing resource from the server.

NEW QUESTION 273
Which two REST API functions are performed for Cisco devices in an overlay network? (Choose two)

A. distributing a Snort image among devices
B. attaching a device configuration template

C. managing connections for smart licensing
D. monitoring device certificates

E. querying a device and aggregating statistics

Answer: BD

NEW QUESTION 277
Which protocol is used to measure loss latency, Jitter, and liveliness of the tunnel between WAN Edge router peers?

A. OMP

B. IP SLA
C. NetFlow
D. BFD

Answer: D

NEW QUESTION 278
Which two performance data details are provided by Cisco SO-WAN vAnalytics? (Choose two)

A. jitter loss and latency for data tunnels

B. application quality of experience score from zero to ten

C. detail on total cost of ownership for the fabric

D. certificate authority status (health and expiration dates) for all controllers
E. view devices connected to a vManage NMS

Answer: AB

NEW QUESTION 283
Which Cisco SD-WAN WAN Edge platform supports LTE and Wi-Fi?

A. vEdge2000
B. ASR1001
C. CSR 1000v
D. ISR 1101

Answer: D

NEW QUESTION 284
An engineer must use data prefixes to configure centralized data policies using the vManage policy configuration wizard. What is the first step to accomplish this
task?

A. Create groups of interest

B. Configure network topology.

C. Configure traffic rules.

D. Apply policies to sites and VPNs.

Answer: A

NEW QUESTION 288

Which command verifies a policy that has been pushed to the vEdge router?
A. vEdge# show running-config data policy

B. vEdge# show policy from-vsmart

C. vSmart# show running-config policy

D. vSmart# show running-config apply-policy

Answer: B

NEW QUESTION 291
Refer to the exhibit
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Controllers @ 9 @ @
vEdge1 m m vEdge?

SDWAN
Enterprise Network

Switch 1000w

{ ':":. ' Hd d_/"f_‘ X
Csraooo K| G il 3 )
<.~ lgspy~  Switch Server Farm
A _ Branch 1
MPLS . -
Provider = ECsR .¥L2
(ag PE1 1000v_ Switch
PE2 " Branch 2
'- (o )——
&.CSR 3
! 1000y Switch
Branch 3 .
* (B
LAN & .CSR

The network team must configure EIGRP peering at HQ with devices in the service VPN connected to WAN Edge CSRv. CSRv is currently configured with

viptela-system:system

device-model vedge-cloud
host-nam CSRv
location CA

system-ip 10444
domain-id 1
site-id 1

organization-name ABC
clock timezone US/Newyork
vbond 10.10.0.1 port 12346

omp
no shutdown
graceful-restart

Which configuration on the WAN Edge meets the requirement?

Which configuration on the WAN Edge meets the requiremnet

A)
vpn 0
router
eigrp
address-family ipvd4-unicast
maximum-path paths 4
network 10.0.0.0/28
redistribute omp
interface ge0/0
description “*** Internet Circuit ***"
ip address 209.165.200.229/30
tunnel-interface
encapsulation ipsec
color public-internet
allow-service all
vpn 512
interface eth0
shutdown
B)
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vpn 0
vpn 1
interface ge0/0

ip address 209.165.200.229/30
tunnel-interface
encapsulation ipsec
color public-internet
allow-service all

router
eigrp
address-family ipv4-unicast
maximum-path paths 4
network 10.0.0.0/28
redistribute omp

interface ge0/1
ip address 10.0.0.1/28
vpn 512
interface eth0
shutdown
C)
vpn 0
interface ge0/0
description “*** Internet Circuit ***"
ip address 209.165.200.229/30
tunnel-interface
encapsulation ipsec
color public-internet
allow-service all
vpn 1
router
eigrp
address-family ipvd-unicast
maximum-path paths 4
network 10.0.0.0/28
redistribute omp
interface ge0/1
ip address 10.0.0.1/28
vpn 512
interface eth0
shutdown
D)
» vpn 0
interface ge0/0
description “*** Internet Circuit ***"
ip address 209.165.200.229/30
tunnis-interface
encapsulation ipsec
color public-internet
allow-service all
router
eigrp
address-family ipvd-unicast
maximum-path paths 4
network 10.0.0.0/28
redistribute omp
vpn 512
interface eth0
shutdown
A. Option A
B. Option B
C. Option C
D. Option D
Answer: C

NEW QUESTION 294
Refer to the exhibit.
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#Branch1-Edgel #Branchl-Edge2
vpn 0 vpn O
|
interface ge0/1 interface ge0/2
ip address no shutdown
172.17.113.241/28 !
tunnel-interface interface ge0/2.704
encapsulation ipsec ip address 10.113.4.1/30
color mpls restrict tunnel-interface
! encapsulation ipsec
no shutdown color mpls restrict
! mtu 1496
interface ge0/2.704 no shutdown
ip address 10.113.4.2/30 !
tloc-extension geQ/2 ip route 0.0.0.0/0 10.113.4.2

Which configuration change is needed to configure the tloc-extention on Branchl-Edgel?

A interface ge0/2.704
ip address 10.113.4.1/30
tunnel-interface
encapsulation ipsec
color mpls restrict
no shutdown

5. interface ge0/2.704
ip address 10.113.4.2/30
mtu 1496
tloc-extension ge0/1

Cinterface ge0/2.704
ip address 10.113.4.2/30
mtu 1496
tioc-extension ge0/2

O interface ge0/2.704
ip address 10.113.4.1/30
tunnel-interface
encapsulation ipsec
color mpls restrict
mtu 1496
tloc-extension ge0/2
no shutdown

A. Option A
B. Option B
C. Option C
D. Option D

Answer: B

NEW QUESTION 298
A vEdge platform is sending VRRP advertisement messages every 10 seconds. Which value configures the router back to the default timer?

A. 2 seconds
B. 3 seconds
C. 1 second

D. 5 seconds
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Answer: C

NEW QUESTION 299
Refer to the exhibit,

Site 1:
vpn 10

On vSmart

policy

lists
site-hist firewall-sites
site-id 1

apply-policy

service FW address 1.1.1.1

site-list firewall-sites control-policy firewall-service uutl

Which configuration routes Site 2 through the firewall in Site 1?

control-policy firewall-service
sequence 10
match route
site-id 2
action accept
set service local
default-action accept

On vSmart
control-policy firewall-service
sequence 10

match route

site-id 2

action accept

set
service FW vpn 10

default-action accept

On vSmart
control-policy firewall-service
sequence 10
match route
site-id 2
action accept
set
service FW vpn 10
service local
default-action accept

On vSmart
control-policy firewall-service
sequence 10

match route

site-id 2

action accept

set service FW vpn 10

default-action accent

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

Explanation:

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge-20-x/policies-book/service-c
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Here is the connguration procedure
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ub router, prowsion the frewall senvice, specifing the 1P address of the firewall device. With this configur
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Z On the Cisco vSmart Controller, configure a control poficy that redirects data traffic traveing from Site 1 to Site 2 theough the firewall. Then, also on the Cisco vomart

ontroter, apply this policy 1o Site 1

_____

- . . mem T 5
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NEW QUESTION 304
In which Cisco SD-WAN deployment scenario does Cisco Umbrella SIG deliver the most value?

A. when a centralized Internet breakout solution is implemented
B. when resource-intensive security operations are offloaded from entry-level WAN Edge devices
C. when the identity of several WAN Edge devices is verified throughout the network throughout the network

Answer: B

NEW QUESTION 309
Which protocol Is used by the REST API to communicate with network services in the Cisco SO-WAN network?

A. SSL
B. HTTP
C. iPsec
D. SSM

Answer: B

NEW QUESTION 310
What is the result during a WAN Edge software upgrade process if the version of the WAN Edge software is higher than the one running on a controller device?

A. The upgrade button is greyed out

B. The upgrade proceeds with no warning message.
C. The upgrade fails with a warning message

D. The upgrade proceeds with a warning message

Answer: D

NEW QUESTION 315

How are custom application ports monitored in Cisco SD-WAN controllers?
A. Customers add custom application ports in vAnalytics and vManage.

B. Customers add custom application ports in vAnalytics and vSmart.

C. Cisco adds custom application ports In vAnalytics and vManage.

D. Cisco adds custom application ports In vAnalytics and vSmart.

Answer: A

NEW QUESTION 319
Refer to the exhibit.

0 Br1vEncer (@) 10.3.0.1 reachable vEdge Cloud

What does the BFD value of 8 represent?
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A. number of BFD sessions

B. hello timer of BFD session
C. poll-interval of BFD session.
D. dead timer of BFD session

Answer: A

NEW QUESTION 321
Which protocol is configured on tunnels by default to detect loss, latency, jitter, and path failures in Cisco SD-WAN?

A.TLS

B. BFD
C. OMP
D. BGP

Answer: B

NEW QUESTION 325
A policy is created to influence routing path in the network using a group of prefixes. What policy application will achieve this goal when applied to a site List?

A. vpn-membership policy
B. cflowd-template

C. app-route policy

D. control-policy

Answer: D

NEW QUESTION 329
An engineer is configuring a list that matches all IP prefixes with lengths from /1 to /16 in a centralized control policy. Which list accomplishes this task?

A.0.0.0.0/11e 16
B.0.0.0.0/0ge 1
C.0.0.0.0/0le 16
D.0.0.0.0/16 ge 1

Answer: A

NEW QUESTION 333
In the Cisco SD_WAN solution, vSmart controller is responsible for which two actions? (Choose two.)

A. Distribute crypto key information among vEdge routers

B. Configure and monitor vEdge routers.

C. Authenticate and authorize vEdge routers.

D. Distribute the IP address from DHCP server to vEdge routers.
E. Distribute route and policy information via OMP.

Answer: AE

Explanation:

- i i 1 i Cry LA AR
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maintains a secure connection to each WAN Edge router and distributes routes and policy information via the Overlay Management
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by reflecting crypto key information originating from WAN Edge routers, allowing for a very scalable, IKE-less architecture
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NEW QUESTION 334
An engineer builds a three-node vManage cluster and then realizes that multiple nodes are unnecessary for the size of the company. How should the engineer
revert the setup to a single vManage?

A. Remove two rode from the three-node vManage duster

B. Use the cluster conversion utility lo convert to standalone vManage
C. Restore vManage from the backup VM snapshot

D. Leave the duller as & and point to one vManage

Answer: B

NEW QUESTION 338
Refer to the exhibit.
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organization-name Cisco.com
Von 0

interface eth

Ip address 11.1.1.124

No shut

Tunnel.interface

Allow-service all

ip route 0.0.0.000 11.1.1.254

vManaae

syslem

system-ip 10.11.11.1
hast-name vianace

site-id 1

clock timezone Europe/London
vbond 11.1.1.3

vSmant

system
system-ip 10.11.11.1
hast.name ySman
site-id 1
clock timezone Europe/Rome
vbond 11.1.1.3
organization-name Cisco.com
Von 0
Interface ethi
Ip address 11.1.1.2724
No shut
Tunnelkinterface
Allow-service all
Ip route 0.0.0.0/0 11.1.1.254

vBond

system

system-ip 10.11.11.3
hast-name vManace
site-id 1

vbond 11.1.1.1 local
organization-name Cisco.com
Von O
Interface ge0/0
Ip address 11.1.1.3728
No shut
Tunnel-interface
Encapsulation jpsec
Allow-service all
Ip route 0.0.0.0/0 11.1.1.254

clock imezone Europe/London

vManage and vSmart have an issue establishing a connection to vBond. Which configuration resolves the issue?

A. Configure the tunnel interface on all three controllers with a color of transport.
B. Change the timezone on the vSmart to Europe/London.

C. Configure the (11.1.1.X/24) IP addresses on the elhO interfaces on vManage and vSmart.

D. Reconfigure the system-ip parameter on vSmart to 11.1.1.2.

Answer: B

NEW QUESTION 340

Which two products that perform lifecycle management for virtual instances are supported by WAN Edge cloud routers? (Choose two.)

A. OpenStack

B. AWS

C. VMware vCenter
D. Azure

E. IBM Cloud

Answer: AC

Explanation:

https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/sd-wan/nb-07-cloud-router-data-sheet-ct

The following figure illustrates Cisco viEdge Cloud router solution elements

i el e e i - e il A i e A e i AR =il 1l i i A i A

OpenStack
Cloud Software

NEW QUESTION 344
Refer to the exhibit.
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An enterprise network is connected with an ISP network on an 80 Mbps bandwidth link. The network operation team observes 100 Mbps traffic on the 1Gig-ISP

link during peak hours Which configuration provides bandwidth control to avoid traffic congestion during peak hours?
A)
policy-map CUS_PMAP
class CUS_CMAP
police 80000000 300000
|

interface gigabitethermnet 0/0
description = TO SW =

ip address 10.0.10.5 255.255.255.0
service-policy input CUS_PMAPd

B)
policy-map SHAPE_MAP

class class-default
shape average 80000000
|

interface gigabitethernet 01
description *** TO ISP ***

ip address 10.0.20.5 2565.265.265.0
service-policy output SHAPE_MAP

C)

policy-map CUS_PMAP
class CUS_CMAP

police 80000000 300000
|

interface gigabitethemet 0/0
description = TO ISP **

ip address 10.0.20.1 2585.255.255.0
service-policy input CUS_PMAP

D)
policy-map SHAPE_MAP

class class-default
shape average 8000000
I

interface gig:hitﬂhmt oM
description "** TO |G rack B455:A802-GT18 **°

s ccdldicc e e df A "/ F AREF AFE ARE A

A. Option A
B. Option B
C. Option C
D. Option D

Answer:. B

NEW QUESTION 348

What are two attributes of vRoute? (Choose two)
A. originator

B. service

C. encapsulation

D. carrier

E. domain ID

Answer: AB
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NEW QUESTION 352
What are the two functions of vSmart? (Choose two)

A. It orchestrates connectivity between WAN Edge routers using policies to create network topology
B. It ensures that valid WAN Edge routers can build the control pane connectivity

C. It uses TLOCs to uniquely identify the circuit interface to control plane and data plane information
D. It validates that the WAN Edge trying to join the overlay is authorized to join.

E. It builds control plane connections with WAN Edge routers us*>g ILS or UILS

Answer: DE

NEW QUESTION 357

An engineer must deploy a QoS policy with these requirements:
* policy name: App-police

* police rate: 1000000

* burst: 1000000

* exceed: drop

Which configuration meets the requirements?

vpn-list VPN10
seguence 1
match
L app-list youtube
ACUON accept
set
policer App-police

policy
data-policy policy-name
vpn-list 10
sequence 1
action accept
set
policer App-police

m

vpn 10
interface gel/0/0
G, set
policer App-police in
default action accept

policy
[ action accept
et

policer App-police

Option A
Option B
Option C
Option D

OO w>»

Answer: B

NEW QUESTION 361
If Smart Account Sync is not used, which Cisco SD-WAN component is used to upload an authorized serial number file?

A. WAN Edge
B. vManage
C. vSmart

D. vBond

Answer: B

Explanation:
https://sdwan-docs.cisco.com/Product_Documentation/vManage_Help/Release_18.3/Configuration/Devices

NEW QUESTION 366
An engineer configures policing with a rate of 125 Bps and a burst rate of 8000 bits, as shown here:
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policy

policer p1

rate

burst

exceed drop

1

access-list acl1
sequence 1

match

source-ip 2.2.0.0/16
destination-ip 10.1.1.0/24 100.1.1.0/24
destination-port 20 30
protocol 6 17 23

]

action accept
policer p1
]

default-action drop

|

vpn 1

interface ge0/4

description Policy ID: B413:A88D:76G7::4
ip address 10.20.24.15/24

no shutdown

access-list acl1 out

Which configuration completes this task?

A. Configure 125 for rate and 1000 for burst.
B. Configure 1000 for rate and 64000 for burst
C. Configure 125 for rate and 8000 for burst
D. Configure 1000 for rate and 1000 for burst

Answer: D

NEW QUESTION 368
Refer to the exhibit

Address Family ) - @® On Off
Address Family ipvd-unicast

Maximum Number of Prefixes o~

Route Policy In &~ On e Off
Route Policy Out D v @® On Off
Policy Name v  eBGP_Community_Policy

The engineering must assign tags to 3 Of its 74 server networks as soon as they are advertised to peers These server network must not be advertised AS which

configuration fulfil the requirement?
A)
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policy
route-policy eBGP_Community_Policy
sequence 1
match
address Community_Prefix
action accept
set
community 999:656000 no-advertise
defauit-action reject
lists
prefix-list Community_Prefix
ip-prefix 20.20.20.0/24
ip-prefix 21.21.21.0/24
ip-prefix 22.22.22.0/24
B)
policy
route-policy eBGP_Community_Policy
sequence 1
match
address Community_Prefix
action accept
set
community 999:65000 local-as
default-action reject
lists
prefix-list Community_Prefix
ip-prefix 20.20.20.0/24
ip-prefix 21.21.21.0/24
ip-prefix 22.22.22.0/24

C)

policy
route-policy eBGP_Community_Policy
sequence 1
match
address Community_Prefix
action accept
set
community 999:65000 no-export
default-action accept
lists
prefix-list Community_Prefix
ip-prefix 20.20.20.0/24
ip-prefix 21.21.21.0/24
ip-prefix 22.22.22.0/24

D)

policy
route-policy eBGP_Community_Policy
sequence 1
match
address Community_Prefix
action accept
set
community 998:63000 no-advertise
default-action accept
lists
prefix-list Community_Prefix
ip-prefix 20.20.20.0/24

ip-prefix 21.21.21.0/24
in.mrafiv 29 2% 99 24

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 370
Drag and drop the steps from the left into the sequence on the right for a WAN Edge router after powering on for zero touch provisioning.
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Router contacts a DNS senace 1

Rowter establishes 3 connection to vBond 2 I
Router contacts 8 DHCP server )

= ]
Rowtsr connects to the ZTP sarves 4

A. Mastered
B. Not Mastered

Answer: A

Explanation:
F. — . — S— — J— — — —— — - . — — -l — | — | — — e— —_— — — — — — — — — —— —
| Router contacts & DNS senace Reonster contacts 8 DHCP earve
L. - — . —— —— - —— — R — — — — — — | & — . T e —— = — — —
PEL__Evm  mee . mwn s WSS R o W S CWNS NS, NSS.. SNN S e -

I !
I. Houter estabhches a connéchion to vBond Router ContActs 4 DNS sernce l
N e e i T [
R e e e e e ey i
| " E
Router contacts a DHCP serves I Router connects to the TTP saryer

S S S S S S S S S S S S—

TN W WS S__ S__ | S__ S Sum_w -

|
ROt WS o the JTP gl

. |

Router establiches a connechon to vBond

NEW QUESTION 375
What is a description of vManage NMS?

A. It is accessible only from VPN 512 (the management VPN).

B. A cluster requires device templates to be created on and attached to the same server
C. It is a software process on a dedicated WAN Edge router in the network.

D. A cluster consists of a minimum of two vManage NMSs

Answer: B

Explanation:
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/optimization-ha/vedge/network-optimizatio
NEW QUESTION 377

How is a TLOC uniquely identified from a WAN Edge router to the SD-WAN transport network?

A. system IP address

B. VPN ID

C. OMP

D. SD-WAN site ID

Answer: A

NEW QUESTION 379

In a customer retail network with multiple data centers, what does the network administrator use to create a regional hub topology?
A. control policy on vManage

B. control policy on vSmart

C. data policy on vSmart

D. app route policy on vSmart

Answer: A

NEW QUESTION 380
Refer to the exhibit.
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SDWAN
g . Enterprise Network

Controllers
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@ * g i
_____ cemee{ MPLS J -~ S, vEdigs 103 L3 Switch
— - . I,
® -
N __ BranchC
R ‘ i
./ aiE
BIPLS T— LItk
t_p'.'u-i‘ Pabs  ———
supgeited Path

An enterprise decides to use the Cisco SD-WAN Cloud onRamp for SaasS feature and utilize H.Q site Biz iNET to reach SaaS Cloud for branch C. currently
reaching SaaS Cloud directly. Which role must be assigned to devices at both sites in vManage Cloud Express for this solution to work?

A. H.Q to be added as Gateway and Branch as DIA.

B. Branch to be added as Client Sites and H.Q as DIA.

C. Branch to be added as DIA and H.Q as Client Site.

D. H.Q to be added as Gateway and Branch as Client Site.

Answer: B

NEW QUESTION 381
How is Ihe software managed in Cisco SD-WAN?

A. Software upgrade operation in the group must include vManag

B. vBon

C. and vSmart.

D. Software downgrades are unsupported for vManage

E. Software images must be uploaded to vManage through HTTP or FTP.

F. Software images must be transferred through VPN 512 or VPN 0 of vManage.

Answer: A

NEW QUESTION 385

An administrator needs to configure SD-WAN to divert traffic from the company's private network to an ISP network. What action should be taken to accomplish

this goal?

A. configure the control policy

B. configure the data policy

C. configure the data security policy

D. configure the application aware policy

Answer: B

Explanation:
Data palicy influences the flow of data traffic traversing the network

NEW QUESTION 387
How are policies deployed on cloud-tiosted Cisco SD-WAN controllers?

A. Policies are created on vSmart and enforced by vSmart

B. Policies are created on vSmart and enforced by vManage
C. Policies are created on vManage and enforced by vManage.
D. Policies are created on vManage and enforced by vSman

Answer: A

NEW QUESTION 392

Drag and drop the Cisco SD-WAN components from the left onto their functions on the right.
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5
vBond Orchestrator ' IPsac key reflection and rekeying
vManage first palnt of authentication
| L -
vamart Controlle passed data plana traffic
WAN Edge Route | used to bulld configuration and palicies
A. Mastered
B. Not Mastered
Answer: A
Explanation:
vBond Orchestrator vGmart Controfle '
4
vManage wBond QOrchestrator

vomart Controlle WAN Edoe Route

¥WAM Edge Router vManage

NEW QUESTION 397
Which issue triggers the Cisco Umbrella resolver to toward DNS requests to the intelligent proxy? Which issue triggers the Cisco Umbrella resolver to toward DNS
requests to the intelligent proxy?

A. A domain is nonexistent.

B. A domain is block-listed.

C. A domain is locally reachable.
D. A domain is grey-listed.

Answer: D

NEW QUESTION 401

An engineer must create a QoS policy by creating a class map and assigning it to the LLQ queue on a WAN Edge router Which configuration accomplishes the
task?

A)

0 CONPIGURATIO

OI"H1'r4J..rn:IF-cuT | -.II.':.l' aill ol Py

€ ot ak el Poslacy

B)
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D CONPIGURATY

Corerak rod Polbcy i & P 0 Coonviraiipod Policy o) Lost b e Podecy

B CONFIGLBATIO

€ oris gl pomd Bvbury at OFH\"rn‘-.ﬂn! Pondia OL.";-:-F. R ]

D)

D CONMGLEIAT)

€ aver ol pod oy t - Ol'w'-und Polcy 0!.*!’-".'-:*:-"1

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 405
Which scheduling method is configured by default for the eight queues in the cloud vEdge routerl?

A. low latency queue

B. priority queue

C. weighted random early detection
D. weighted round robin

Answer: D

NEW QUESTION 406

Which SD-WAN component allows an administrator to manage and store software images for SD-WAN network elements?
A. vGond controllers

B. WAN Edge routers

C. vSman controllers

D. vManage NMS

Answer: D

NEW QUESTION 410

Refer to exhibit. An engineer is troubleshooting tear of control connection even though a valid CertificateSerialNumber is entered. Which two actions resolve

Issue? (Choose two)
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PEER PEER PEER SITE DOMAIN

PEER PRIVATE PEER PUBLIC LOCAL REMOTE REPEAT
INSTANCE TYPE PROTOCOL SYSTEMIP ID 1D PRIVATE IP PORT PUBLIC IP PORT REMOTE
COLOR STATE ERROR ERROR COUNT DOWNTIME

0 vbond dtls 0000 0 0 192.168.0.231 12346 192.168.0.231 12346 default
tear_down CRTREJSER NOERR 9 2019-06-01T19:06:32+0200

A. Restore network reachability on the controller.

B. Enter a valid serial cumber on the controller for a given device
C. Enter a valid product ID (mode) on the PNP portal.

D. Match the serial number file between the controller

E. Remove the duplicate IP in the network

Answer: BC

NEW QUESTION 411
Which type of route advertisement of OMP can be verified?

A. OMP, VP

B. and origin

C. Origin, TLOC, and VPN
D. Origin, TLOC, and service
E. OMP, TLOC and service

Answer: D

NEW QUESTION 414
Which multicast component is irrelevant when defining a multicast replicator outside the local network without any multicast sources or receivers?

A. PIM interfaces
B. TLOC

C. overlay BFD
D. OMP

Answer: A

NEW QUESTION 418

Which on-the-box security feature supported by the Cisco ISR 4451 SD-WAN device and not on vEdge?
A. Cloud Express service

B. Enterprise Firewall with Application Awareness

C. reverse proxy

D. IPsec/GRE cloud proxy

Answer: B

Explanation:

https://www.cisco.com/c/en/us/products/collateral/software/one-wan-subscription/guide-c07-740642.html#Step2

NEW QUESTION 422
Refer to the exhibit

PEER PEER
PEER PRIVATE PEER PUOBLIC LOCAT
PEIVATE IPF PORT PUBLIC IP PORT EEMOTE COLOR STATE ERROR
10.0.2.73 23456 10.0.2.73 23456 default trying DCONFATT,

Cisco SD-WAN is deployed with controllers hosted in a data center All branches have WAN Edge devices with dual connections to the data center one via Internet
and the other using MPLS Three branches out of 20 have issues with their control connections on MPLS circuit The local error refers to Control Connection Failure
Which action resolves the issue*?

A. Rectify any issues with the underlay routing configuration

B. Match the TLOC color on the controllers and all WAN Edge devices

C. Match certificates for the DTLS connection and Root CA must be installed first on WAN Edge devices
D. Update the system IP on vManage and then resend it to the controllers

Answer: A

NEW QUESTION 426

A WAN Edge device has several service VPNs with no routing protocol configured in the service VPNs The device must be configured so that all connected routes
are visible in OMP for VPN 10 Which configuration meets the requirement?
A)
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vpn 10
nama "< Service VPN 10 “+**
omp

redistribute connected
B)

omp

no shutdown
graceful-restart
advertise connected

C)

omp

no shutdown
graceful-restart
redistribute connected

D)

vpn 10
name " Service VPN 10 ="
omp

2dvertise connected

A. Option A
B. Option B
C. Option B
D. Option C

Answer: D

NEW QUESTION 431
Drag and drop the definitions from the left to the configuration on the right.

matching condition that allows T
traffic flow between two zones

grouping of VPNs where the data
traffic flows originate firewall policy

container that associates
source zone
forwarding and blocking decisions
grouping of VPNs where the data zone pair
traffic flows terminate

A. Mastered
B. Not Mastered
Answer: A
Explanation:
» Source Zone—A grouping of VPNs where the data traffic flows originate. B
+ Destination 2one—# grouping of VPNs where the data traffic flows terminate. A VPN can be part of only one zone '
¢ Zone-based firewall policy—A data policy, similar to a localized data policy, that defines the conditions that the data

traffic flow from the source zone must match to allow the flow to continue to the destination zone, Zone-based firewells can match IP prefives, IP ports, an

protacols TCP, UDP, and ICMP. Matching flows can be accepted or dropped, and the packet headers can be e

| Y]
..n,' _..,.., "'"I Ao e - Falalaal=ia .----d-|" - "-f"\- (gf=] -"-r
L 4 ::I'E:.u.."h_. -5..r:. H Wit g FL\_ -.l |4
=
-

| ! e s S o oy o, COIFTS “ l-- = - I'-l- - .""-'a."-'l"-".' -"l -\.-p-.'n_‘-\. .-.--A*--::u bt 3 B il el Tats
+ Zone palr—A container that associates a source zone with 2 destination zone and that applies a zone-based firewall policy to the traffic that flows betweer

E.'a

'l|r\-|l'|'\|

NEW QUESTION 433
Which OMP route is selected for equal OMP route preference values on WAN Edge routers?

A. route with higher TLOC preference value
B. route with origin type of connected
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C. route with origin type of static

D. route with lower TLOC preference value

Answer: A

NEW QUESTION 438

Which OSPF command makes the WAN Edge router a less preferred exit from a site with a dual WAN Edge design?

A)
vpn vpn-id
router
ospf
area number
range prefix/length
B)
vpn vpn-id
router
ospf
max-metric
C)
vpn vpn-id
router
oapf

area number
Nno-—Sumnary

D)

vpEn vpn—id
router

ospE
area number
NnEsa
Fs = 3 UL & X
A. Option A
B. Option B
C. Option C
D. Option D
Answer: B

NEW QUESTION 442

The network administrator is configuring a QoS scheduling policy on traffic received from transport side tunnels on WAN Edge 5000 routers at location 406141498

Which command must be configured on these devices?

A. cloud-gos

B. service qos
C. cloud-mis qos
D. mis gos

Answer: A

NEW QUESTION 447

Drag and drop the steps from the left into the order on the right to upload software on vManage repository that is accessible from maintenance > Software

Repository.

Click the repository Step 1

:2::; ::'Ianage to store the Step 2

Click Add net software Step 3

5:;:? the file and click Step 4
A. Mastered

B. Not Mastered

Answer: A
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Explanation:

Add an Image to the Software Repository

To add a software image to the software repository
1. In Cisce vManage, click Maintenance > Software Repository.

2. Click Add New Software and select vManage from the drop-down menu

Ll

In the Upload Software to viManage dialog box
a. Click Browse and browse to the desired software image

b. Click Upload
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/Monitor-And-Maintain/monitor-maintain-bo

NEW QUESTION 450
What is the procedure to upgrade all Cisco SD-WAN devices to a recent version?

A. The upgrade is performed for a group of WAN Edge devices first to ensure data-plabe availability when other controllers are updated.

B. The upgrade is performed first on vManage, then on WAN Edge devices, then on vBond and finally on vSmart The reboot must start from WAN Edge devices.
C. Upgrade and reboot are performed first on vManage then on vBond then on vSmar

D. and finally on the Cisco WAN Edge devices.

E. Upgrade and reboot are performed first on vBon

F. then on vSmar

G. and finally on the Cisco WAN Edge devices.

Answer: C

NEW QUESTION 453
REST applications communicate over HTTP or HTTPS to make calls between network devices. Which two HTTPS standard methods are included? (Choose two.)

A. Array

B. DELETE
C. POST
D. Scalar
E. Object

Answer: BC

NEW QUESTION 456
Refer to the exhibit.

WAN Edge-1 o0 /; vSmart
172.16.13.3/24 55 ethl
Color:biz-internet o .. “5# 172.16.8.9/24

"'-.‘- - - ! J;l"'
-~ - - .
- g -
e o -
Public WAN
- = - .
=t o pr—
T
-7 ~FBN geo/11
ge0/1 Ny 172.16.16.6
172.16.15.5/24 :
Color:biz-internet
WAN Edge-2 vBond

The tunnel interface configuration on both WAN Edge routers is:

vpn 0
interface gedi1

tunnel-interface
encapsulation ipsec
color biz-intermet
allow-zervice dhep
allow-zervice dns
allow-service icmp
no allew-service sshd
no allow-service ntp
no allow-service stun

]

no shutdown

Which configuration for WAN Edge routers will connect to the Internet?
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vpn 0
interface gel'
ip address 172.16.15.5/24
I

ip reute 0.0.0.000 172.16.12.1

vpn 0
interface gel
lp address 172.16.13.3/24
]

ip route 0.0.0.0/0 172.16.13.1

wpn 0
interface geli
ip address 172.16.13.3/24

ip route 0.0.0.0/0 172.16.8.1

vpn D
interface ge0i
ip address 172.16.156.5/24
]

i reute 0,0,0.000 172.16.8.1

. Option A
. Option B
. Option C
. Option D

o0 w>

Answer: B

Explanation:

https://sdwan-docs.cisco.com/Product_Documentation/Software_Features/SD-WAN_Release_16.3/02System_a

NEW QUESTION 458
Refer to the exhibit.

Address Family

Address Family

Maximum Number of Prefixes

Route Policy In

Route Policy Out

Policy Name

@~| @ On

& ipvd-unicast

@ ~ On

& ~ (® On

0 »  eBGP_Community_Policy

Off

Off

Off

The engineer must assign community tags to 3 of its 74 critical server networks as soon as that are advertised to BGP peers. These server networks must not be
advertised outside AS. Which configuration fulfill this requirement?

A)
palicy
route-policy ¢eBGP_Community_Policy
sequence 1
match
address Community_Prefix
action accept
set
community $39:65000 iocal-as
default-action reject
lists
prefix-list Community_Prefix
ip-prefix 20.20.20.0/24
ip-prefix 21.21.21.0/24
ip-prefix 22.22.22.0024

B)

palicy
route-policy eBGP_Community_Policy
sequence 1
match
address Community_Prefix
action accept
set
community 999:65000 no-export
default-action accept
lists
prefix-list Community_Prefix
ip-prefix 20.20.20.0/24
ip-prefix 21.21.21.0/24
ip-prefix 22.22.22.0024

C)
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policy
route-policy ¢eBGP_Community_Policy
sequence 1
match
address Community_Prefix
action accept
set

community 399:65000 iocal-as
default-action reject
lists
prefix-list Community_Prefix
ip-prefix 20.20.20.0024
ip-prefix 21.21.21.0/24
ip-prefix 22.22.22.0/24
D)
policy
route-policy eBGP_Community_Polic
sequence 1
match
address Community_Prefix
action accept
set
community 999:65000 nc-export
default-action accept
lists
prefix-list Community_Prefix
ip-prefix 20.20.20.0/24
ip-prefix 21.21.21.0/24
ip-prefix 22.22.22.0/24

A. Option A
B. Option B
C. Option C
D. Option D

Answer: D

NEW QUESTION 460

A network administrator is configuring a tunnel interface on a branch Cisco 10S XE router to run TLOC extensions. Which configuration will extend a TLOC over a
GRE tunnel to another router in the branch?

sawan
interface g0/0
extended-interface
tioc-extension-gre-from 10 1.1.1

sdwan
interface g0/0
gre-interface
tioc-extension-gre-to 10.1.1 1

sdwan
interface g0/0
tunnel-interface
tioc-extension-gre-to 10.1 1.1

sdwan
interface g0/0
tloc-imterface
tloc-extension-gre-from 10 1 1.1

A. Option A
B. Option B
C. Option C
D. Option D
Answer: C

Explanation:

Configure a tunnel interface over which to run TLOC extensions {on 10S XE routers only). TLOC extensions allow you to extend a TLOC, over a GRE tunnel, to another
router in the branch.

Command Hierarchy

sdwan
interface interface-name
tunnel-interface
tloc-extension-gre-to extended-interface-ip-address
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NEW QUESTION 462
An engineer must configure a centralized policy on a site in which all HTTP traffic should use the Public Internet circuit if the loss on this circuit is below 10%.
otherwise MPLS should be used Which configuration wizard fulfils this requirement?

A. Create Applications or Groups of Interest > Configure Traffic Rules > Apply Policies to Sites and VPNs
B. Configure VPN Membership > Apply Policies to Sites and VPNs

C. Create Applications or Groups of interest > Configure Traffic Data > Apply Policies to Sites and VPNs
D. Configure Topology > Apply Policies to Sites and VPNs

Answer: A

NEW QUESTION 466
In which device state does the WAN edge router create control connections, but data tunnels are not created?

A. valid

B. backup
C. active
D. staging

Answer: D

Explanation:
Staging — In this state, the WAN Edge device establishes secure control plane connections to the SD-WAN
controllers (vBond, vManage, and vSmart) only. It is important to note that no data plane connections are
established with other WAN Edge devices in the overlay network.

NEW QUESTION 470
An engineer is tasked to improve throughput for connection-oriented traffic by decreasing round-trip latency. Which configuration will achieve this goal?

A. turn on "Enable TCP Optimization"
B. turn off "Enhance ECMP Keying"

C. turn off "Enable TCP Optimization"
D. turn on "Enhance ECMP Keying"

Answer: A

Explanation:
TCP optimization fine-tunes the processing of TCP data traffic to decrease round-trip latency and improve throughput.

https://www.cisco.com/c/dam/en/us/td/docs/routers/sdwan/configuration/config-18-2.pdf#page=530

NEW QUESTION 474
Refer to the exhibit.

Canoel

An enterprise has hub and spoke topology where it has several VPNs. An engineer must allow users in VPN9L1 to reach users in VPN92 and VPN10 to reach
VPN91 and VPN92. Which configuration meets these requirements?
A)
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T @ 0 re g e piry

Ao

Actiornm

Aouegt

Lagrt To

A. Option A
B. Option B
C. Option C
D. Option D

Answer: C

NEW QUESTION 479
What is the order of operations for software upgrades of Cisco SD-WAN nodes'?

A. vBond vManage vSmart WAN Edge
B. vManage vBond WAN Edg

C. vSmart

D. vManage vSmart, vBond, WAN Edge
E. vManage vBond vSraart WAN Edge

Answer: D

NEW QUESTION 480
Which two vRoute attributes should be matched or set in vSmart policies and modified by data policies? (Choose two.)

A. site ID

B. preference
C. VPN

D. TLOC

E. origin

Answer: BC

NEW QUESTION 482
Which type of lists are used to group related items via an application-aware routing policy under the policy lists command hierarchy on vSmart controllers?

A. data prefix, sh

B. and VPN

C. OSCP value, application, and VPN

D. data prefix, application, and SLA class
E. DSCP value, site, and VPN

Answer: C

NEW QUESTION 485
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